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Balancing Information Security, Risk & 
Compliance, IT Visibility & Governance 

with User Needs 
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• The growth, proliferation of information and how its 
been shared 
 

• What users need, what they are doing to day and 
why? 
 

• What risk do users pose to companies? 
 

• Balancing the user needs whilst  ensure  IT visibility & 
company compliance 
 

• What companies are doing to meet GRC requirements 
and address user needs 
 

Agenda 
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The growth of valuable information  
& user requirements 
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Investment 
Information 

Loan Information 

Credit Card Payments 

Loan transactions 

Insurance Claims 

Patient Records 

Test Results 

X-Rays 

Account Information 
Account Statements 

Content 

Creative 
(Music/Art/Video) 

Gate Assignments 

Legal Documents 

Loyalty Data 

Operational Data 

Package Locations 

Purchase Orders 

Vehicle Locations 

Valuable information is growing 
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Unauthorized 
use of personal  
email & 
collaboration 

Improper use of 
Corporate 
sanctioned tools 

Private 

Hybrid 

Public 

Shifting cloud 
strategies for 
data & partners 

Limited IT 
budgets, staffing 
& experience 

Proliferation of 
connected 

devices 

Growing compliance 
demands while security 

threats increase 

Increased sharing 
of confidential 

digital information 

Stricter data SLAs 
with home grown 

&outdated systems 

Take the worry out of 
managing sensitive, 

mission critical information  
shared between 

employees, customers, 
partners, & applications 

More information… more ways to share it 
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 Habitual behaviour 
 

 Lack of data security training 
 

 Easier to use simple, familiar 
solution 

A user need 

w w w . I p s w i t c h F T . c o m  C O M P A N Y  C O N F I D E N T I A L  

 Digital files getting bigger 
 

 Need to work later form 
home 

 

 No alternative solution 

Another user need 
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 Mission critical deadlines 
 

 Large File need to send it 
fast 
 

 No time to liaise with IT 

Or another… 



w w w . I p s w i t c h F T . c o m  C O M P A N Y  C O N F I D E N T I A L  w w w . I p s w i t c h F T . c o m  C O M P A N Y  C O N F I D E N T I A L  

Sample of 7000 
IT Execs across 
North America 

and Europe 

31% cited simple 

loss or theft by 
employees 

27% cited 

inadvertent misuse 
by employees 

Causes of data breach 

Figures taken from a Forrester Research Report, “Understand the 
State of Network Security: 2012 to 2013”. 

Users pose a risk to company information  
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2012 – 2013 
£2.6 million in 

fines 

Average fine 
£130,000 

“Any organisation handling sensitive 
information must have appropriate levels of 
security in place…this case should act as a 
warning to others that lax data protection 
practices will not be tolerated.” 
 

Christopher Graham, Information Commissioner  

Potential Impact of a data breach? 
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EMPLOYEE NEEDS IT VISIBILITY/CONTROL  

INFORMATION SECURITY,  BOARD GOVERNANCE & 
COMPLIANCE 

Balancing user needs with security and 
compliance 
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• IT have enforced email attachment limits 
 

• Lack of training and awareness 
 

• Under pressure to increase productivity 
 

• No secure alternative solutions provided 
 

• Provided alternatives are complicated 
 

Why are  user forced to find workarounds? 
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Balancing user needs and company reputation 
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What tools are employees using and why? 
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84% of employees are 

using personal email to 
send sensitive files 

> 50% of employees are 

using cloud-based services 
to upload sensitive files 

*Figures from Ipswitch File Transfer survey of over 200 IT leaders 

> 30% of employees have 

lost a USB drive containing 
confidential information 

  Over 50% of IT Department have no VISIBILITY  

How big is the problem? 
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FUNDAMENTAL 
BUSINESS 

REQUIREMENTS 

SECURITY COMPLIANCE 

CONTROL VISIBILITY 

Why these tools cause a headache for 
IT departments? 
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www.pro2col.com 

• Where is your data being stored? 
• Will it meet the ICO legislation? 
• Physical levels of security in the datacenters? 
• Protection of data at rest? 
• Is the data encrypted in transit and at rest? 
• Who has access to your data? 
• Administration and management controls? 

Is the information really secure using 
collaboration tools? 
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How can companies secure information, 
provide IT visibility and ensure they manage 

board level GRC requirements? 
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Compliance 
Security 
Visibility 
Control 

Convenience 
Get work done 
Easy system 
Send information 
fast 

IT requirements User needs 

Find the balance between IT and Company 
needs and user productivity? 
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Business-critical Visibility & Administrative Control 
• Confidence with enterprise-class security 

• Reporting and operational visibility for admins and business 

• Rapid uptime with, easy, clear installation and configuration 

Deployment Flexibility without Compromise 
•  Cloud and on-premise provide security & compliance features 

•  Integrated portfolio that grows as our customers mature 

•  Standards-based integration with customer systems 

 

Secure Productivity for End Users 
• Clients that fit the ways users work – email, mobile 

• Hide complexity from end users while fostering trust 

• Integrated with user tools on the desktop & the cloud 

A solution that meets all those needs IT and 
Company Compliance & User productivity  
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Send Files Securely 

FOR EMPLOYEES 

Batch File Transfer 
Automated Workflow 

FOR IT 

A single solution that meets all those needs IT 
and Company needs and user productivity? 
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Compliance 

 Demonstrate 
compliance  

 Tamper evident 
logging database 

 Single, detailed 
audit trail 

 Governance 

 

 
Security 

 Encrypted during 
upload and delivery 

 Encrypted at rest 

 Non-repudiation 

 Risk limitation 

Simplicity 

 Integrate with 
business email 

 Simple web 
interface 

 File sharing for 
workgroups 

 Open Standard 
FTP/SFTP/AS2 etc 

Control 

 Centralised policy 
manager 

 Control access by 
user, group or 
content 

 Easy for “One 
Time” or regular  
email users  

Visibility 

 Log all user and 
admin activities 

 Archival of both 
sent files and 
messages 

 Enables discovery 
and auditing  

Govern and automate the secure 
exchange of files, between 
organisations and people 

Implement a solution to Secure Information sent 
by Users, Provide IT Visibility & Board Compliance  
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Web Interface 

Outlook Plugin 

Simplicity for User…. 



w w w . I p s w i t c h F T . c o m  C O M P A N Y  C O N F I D E N T I A L  w w w . I p s w i t c h F T . c o m  C O M P A N Y  C O N F I D E N T I A L  

Protecting your information and 
your company’s brand 
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 Headquartered in the US 
 
 Sales, Marketing  & Technical Teams  across Europe 

 Ipswitch Provides secure, managed file transfer 
solutions to allow users to get work done  

 Trusted by 1000’s of organisations and millions of users 
worldwide 

Companies WW  Trust Ipswitch File 
with their Brand 
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“MOVEit integrated easily into our in-
house business processes, giving us 
tremendous savings and unifying our 
processes for the end users.” 
 
“We needed a fast, secure and easy 
method to exchange an ever-growing 
number of larger files,”  
 
Christopher John Muller, Head of A IT EA 
DX P at Continental 

 
. 
“Not only does IpswitchFT MOVEit 
provide us with the transparency 
required to meet compliance with 
our own internal information 
security policies, it also helps us 
adhere to FCA regulations as well 
as other critical regulations such as 
the Data Protection Act (DPA). 
MOVEit has also been central to 
our work towards the ISO 27000 
series of information security 
standards, around which all of our 
own policies are based,” 
 
Wayne Watson, Information security 
Manager at NHBC  

Some Customer Testimonials 

http://www.nhbc.co.uk/
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Average ICO data 
breach fine 
£130,000 

MFT solution 
can cost as little as 
£4,000 average cost  

being £20,000  

Justifying the investment: Cost Vs. Risk 
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Speak to a Specialist 

Visit us in the exposition 

Visit Website 

Tel. +44 (0)203 137 6862 
Email Us: 
FTInternationalSales@ipswitch.com 

http://www.ipswitchft.com 

What next? 

http://www.ipswitchft.com/Company/ContactSales.aspx?MoveIt=true
http://www.ipswitchft.com/Company/ContactSales.aspx?MoveIt=true

