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I ntroduction.

Windows 2000 Server is the latest iteration of Microsoft’s premier Network Operating
System (NOS). M any advances in technology are built into this new version, not the
least of which isthe integration of Internet Informetion Services into the core of the
Operaing System (0S). Earlier versions of Windows NT have asomewhat functional
version of 1S loaded on the CD with the software, but the version included with
Windows 2000 is tightly integrated with the OSin an effort to posture Windows 2000 as
acompetitor inthe Intemet Server market. Asaresult of this tight integration, 11S5.0
allows the use of many operating systemservicesto “esse’ administration. Oneof the
areas Where this is most evident is in the security aspect of 11S5.0. Windows 2000 has
many new security features; Certificate Services, Digest Authentication, Fortezza
Authentication, Kerberos v5, and NTLM. The complexity built in to the OS and all the
new security features makes both Windows 2000 and 11S 5.0 more difficult to secure

properly.

Microsoft has long been known for Wizards and automation tools used to configure their
software, but security, especially for an Internet Server, should not be left totally to
wizards. There areafew toolsthat are available, but many of themhave limited
functionality and are “ Use at Your Own Risk.” Two of these tools areavailable for I1S
5.0 Security and can be downloaded from Microsoft:

TheWindows 2000 Intemet Security Configuration Tool
(http://www.microsoft.cony Downloads/Release.asp ?Relessel D=19889)

The IS Security “Wha If” Tool
(http://www.microsoft.convtechnet/support/kb.asp?l D=229694)

There also are meny articles, books, documents and white papers written on this topic. A
reference of the ones usad in preparation of this document will be listed & theend.
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Background.

This project is based upon using written documentation, white papers, and ageneral
working knowledge of Windows 2000 security since many of the tools available to
automate the security configuration of 11S5.0 arestill in Beta and are considered to be
“Use a Your Own Risk,” or are unsupported.

The following document will describe how to configure and implement Windows 2000
Server and 11S 5.0 with a ressonable amount of security. As we all know security isa
never-ending task. As soon as onevulnerability is fixed, another is discovered. Also,
making asystem completely secure fromattack while it exists on apublic infrastructure
is impossible. The best you can hope to do with security is to harden the systemto the
point that the atacker will look for an essier target. All reasonable attempts have been
made to ensurethat this document is correct and up to date. This document also assumes
that the reader has abasic working knowledge of Windows 2000, 11S 5.0, and general
network security practices. This document is not designed to be a“ catch all” for
establishing asecure 11S 5.0 Server for all gpplications. However, it does attenpt to
provide agood basis for establishing an acceptable level of security when preparing a
Windows 2000 Server and 11S 5.0 as a web server to be deployed on the Intemet.

This document is structured as a“ Sep-By-Step” guide. However, as stated above, it is
assumed that the reader has abasic working knowledge of Windows 2000 and general
security concepts. With this assunption made, this document uses some terminology and
references tha reguire this knowledge.
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General Security Considerations.

Before beginning the installation of the OS there are many tasks to be performed.
Following is a checklist of items that should, a& minimum, be addressed prior to preparing
asewver for useon the Internet.

Planning

The process of planning an installation is a topic worthy of its own pgper and, as
such, will be discussed only peripherally here. If you need agood basic guideline
for planning your installation, refer to the Site Security Handbook (RFC 2196).

If one thing is for certain in an ingtallation, planning is everything. The process of
securing an Intemet server needs to be planned out in detail. This isnot the type
of installation that you can perform by making selections off dialogue boxes as
they pop up during the install process. Decisions concerning the function of the
system and the goals for this system need to be worked out prior to installation.
This planning guide needs to be as comprehensive as possible because it will
serve as your roadmap to installation, your troubleshooting guide, the basis of
documentation for your server installation, and possibly your perimeter network.

Padlicies

Policies and planning go hand in hand when it comes to deciding not only what
functionality aserver is going to perform, but who has access to the server, wha
daa will be stored on the server, and wha actions are to betaken in various
situaions that might arise. Folicies allow you to definethe interaction that takes
place between the organization the server is functioning for and the Intemet
public it is delivering services and datato. For atruly securesite, it is necessary
to have the proper policies in place. Again, the Ste Security Handbook (RFC
2196) is a great resourceto help in structuring your corporate policies for this type
of installation.

AccessControl

Plans need to be medeto address access to the server prior to its installation. To
this end, there arethree different categories of access control that nesd to be
considered when designing asecured site.

Physical Access Control
In the world of network security, Physical access can be defined as
the ability to actually touch and interact with the console of the
server. This typeof accessis most often overlooked or it is simply
unavailable. Smaller organizations may not havethe physical
resources (space) to provide asecure location within their
organization to “lock down” or prohibit unauthorized physical
accesstotheserver. Many of thesecurity measuresthat are in
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place can becircumvented if an attacker obtains physical acoess.
Access to the console of aserver negates the share permissions
implemented on the server and other network security messures
that you might have in plece. It is generally acknowledged that if
an attacker gains physical access to the console of your server, you
havebig problens with your security plan.

SygemAccessControl
Part of the policies implemented for this installation should outline
the personnel that have systemlevel accessto theserver. This
systemlevel access should include alisting of groups and/or
individual user accounts tha areto be granted access to theserver
to perform specific functions such as backing up and restoring
daa, publishing documents to the web server folders for
distribution, and those accounts and groups that are ableto
administer accounts and/or the server itself. The level of access
granted to these various persons and groups should be the
minimum amount of permissions needed to performtheir
functions. Not everyone needs to beallowed access as an
administretor.

Network Access Control
Network access control must bevery carefully planned and
implemented. This is wherethe Intemet and the server interact,
and this is what dictates the level of access that individuals, both
insidethe company and those fromthe Internet, have to data and
the resources of your server. A grea deal of attention needs to be
paid to this aspect of access as this is the area where ports are
accessed, datais read and written, services are used, etc. Failure to
protect and/or block access to certain things on your system can
result in asecurity vulnerability waiting to be exploited. Further,
not providing the proper level of access to these same itenrs can
result in your site being vulnerableto attack dueto security levels
being too low, or unusableto its target audience because security
levels aretoo high. Thereis abalanceto befound at this part of
your implementation, and your documentation of policies and
procedures should cover many of these itenms. Remenber, attackers
are not always fromthe outside; hackers may be thevery users that
you work with on a day-to-day basis. Threds to business daa
come from both sides of the network, inside and outside. To
protect against these threats, it is important to locatethe server in a
secured network areq, called a DM Z or perimeter network, which
has restricted access to the server from both sides. A uditing,
which will be covered later, also allows for the tracking of attempts
to access theserver fromboth sides.
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Installing and Configuring Windows 2000 Server.

When starting the installation of Windows 2000, performing a normal installation up to
the point of configuring the network protocols is identical to any other Windows 2000
installation. When configuring the
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interface cards (NICs), which will allow you to set up one for the connection to the
Internet, and the second to be configured for accessing the server fromyour Local Area
Network (LAN). With this configuration, you can disable and unbind services and
functions not needed on the Intemet Connection, and still havethese items available for
interaction with the server fromyour LAN.

This is not the only configuration to be done on the Intemet Protocol; you also must
select “Intemet Protocol” and goto the properties of this component. In the properties
dialogue, you should set up the IP address for the Network Card and the Default Gateway
as well. Additionally, you should goto the Advanced Section of TCP/IP Configuration
and select theWINs Tab in the Advanced Dialogue. On this tab you should select
“Disable NetBIOS over TCP/IP.” This will stop the NIC from sending and receiving
NetBIOS names to the Internet. NetBIOS names are the simple, friendly, machine names
that we use on our network to allow easy UNC mapping of resources. A UNCMagp is
characterized as: \\servemame\resource. If this is left open, utilities such as port scanners
will detect the machine answering on Ports 137 and/or 139, known to be heavily used by
the Microsoft OS, and they can then begin attempting to gain access to resourcesvia
NetBIOS Naming conventions on your ngwork. It is generally known tha servers
listening on Port 137 and/or 139 are likely to be aMicrosoft based OS, and therefore, a
target for hackers who want to atempt to gain fame through exploiting security holes
published about this software.
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After completing the installation of the OS, there are several other items to address that
are necessary to createasecureserver forthe Intemet. First, install the Microsoft High
Encryption Pack. This will upgrade your server to 128-bit encryption. It isnot known
why this is not the default for software distributed inthe US and Canada, but the server
software installs with alower level of encryption by default and you must manually
configure it for 128-bit encryption. This should be done prior to creaing accounts,
groups, etc. so tha you can be certain tha all items you are setting up on theserver are a
the 128-bit level. After this is done, installing the latest Service Pack from Microsoft
should be thenext step. These Service Packs contain fixes for known security holes,
bugs, etc. that pertain to all aspects of the software. Microsoft also publishes * Hot Fixes”
for itemsthat are found to be what they consider serious problems that arise between the
releases of amajor Service Pack. Each Service Peck release is supposead to contain all
previous Service Relesse fixes, plus any Hot Fixes, etc. that were releasaed between
Service Packs. These Service Packs can be found on the Microsoft Web Site at:

(http://www.microsoft.comywindows2000/downloads/ default.asp)

This same location is home to a vast amount of Windows 2000 information, including
Hot Fix announcements, etc. This is definitely asite to bookmark as a reference for the
day-to-day management of Microsoft Windows 2000 Servers. Onething to remember
about Hot Fixes, it is wise to only install the Hot Fixif your systemneeds it. Not all Hot
Fixes are necessary on every server. Many of themareto fix specific vulnerabilities that
exist only in certain configurations, so it may not be gpplicableto your configuration.

After goplying the Service Pack and any needed Hot Fixes, it is time to perform more
configuraion on theserver. These changes will be made a the Services Level. By
default, meny services are loaded and are set to autometically start with the system. Also,
many of these services are set to start with a System A ccount, this is very dangerous as
the systemaccount is a very high level and powerful account with many rights and
permissions that might not be necessary to do the job that service is designed for. You
can look at a listing of all services tha are loaded on the system, their current status, and
their logon type by going to the Computer Management MM C Plug-in (M icrosoft

M anagement Console). (Figure 2.) There are certain services tha you should have
configured to start automatically. It may depend on your configuration and what your
server is designated to do, but following is alist of the basic services that should start
autometically.
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Figure2. The Windows 2000 MMC showing the Servicessel ection.

- DNSClient. Thisisneeded if theserver you are running needs to be able to
initiate communication with other servers. Many web servers only answer
requests and do not make them. If your web server does not make requests, DNS

Client services are not needed.

- BEvent Log. Thisservice allows forthe collection and logging of data fromthe
server. This includes any auditing that has been configured, any system events,

etc.

- Logical DiskManager. This service allows the management of local disk drives

and removable devices.

- Network Connections. This service allows the management of the Network

Interface Cards and their properties, ec.

- Protected Storage. This service provides protected storage for sensitive datasuch

as private keys, €c.

- Remote Procedure Call (RPC). This allows progras on one systemto execute

instructions or prograis on a remote system.

- Seaurity Acoounts Manager (SAM). This service manages the local user account

dadbese.

- Windows M anagement Instrumentation (WMI). Thisservice is required by the
MMC. Without it, there is no management console to accessto performsystem

management.

- Windows M anagement Instrumentation Driver Exensions. This service also is

required by theMMC.
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Other services that should be started, but set to start manually are:

- Logical Disk M anager Administrative Sewvice. This allows for the administration
of the local disks and removéabledevices.

- IISAdmin Service. Allows or the management of Intemet Information Services.

- World WideWeb Rublishing Service. This service actually publishes web
content to the port specified in the web site setup (usually Port 80)

The key to really managing many of these services is to gpply the least privileges rule.
This rule is considered to be abasic tenant of maintaining asecure setting on aserver
connected to the Internet. The basic premise of this rule isthat aserviceor goplication
should be designed to run on only the privilege level it needs to execute properly. In
theory this sounds like a great idea, but Microsoft designed I1Sto betightly integrated
with the OS. This integration dictates that [1Sbe allowed to function & the systemlevel
on thesystemit is installed on. The repercussions of this are evident when we examine
what alocal systemaccount is cgpable of; rebooting the system, deleting partitions and
file systens, executing code and gpplications, etc.

The main reason tha Microsoft implemented this systemwas to allow 1S to take full
advantage of the functionality of Windows 2000. All the access control mechanisis, etc.
are handled by Windows 2000 directly, so tha there isno codededicaed in 11Sfor this
functionality. This makes the setup of 11S and the administration more user-friendly, but
when it is examined beneath this surface, it becomes something akin to anightmare.
Dealing with all the passibilities for intrusion, security breaches, etc. can make fora
difficult time in really securing this gpplication/OScombination.

Even after all this, westill are not through with our initial hardening of the OS. The
preceding steps allowed us to secure portions of the system, but there are several other
areas to deal with. Securing the System A coounts Datebase (SAM database) against the
variety of toolsthat areused to crack this database and gain access to the user account
information and passwords contained in it is a major issue to deal with. There are many
tools on the Intemet tha will allow a hacker to crack, or un-encrypt, the user database on
aWindows 2000 system. By default the SAM is encrypted using a locally stored startup
key. This key contains a hash code that is processed during startup to allow the accounts
database to be unencrypted and stored in memory where it can be acoessed by the system.
This default storage place for theencryption key can be changed with aWindows 2000
command line utility named sykey.exe. This tool allows the administrator to change the
location of the hash codeto a floppy disk, or other location on the system. A floppy disk
is thepreferred locaion for asecuresetver. Thisdisk needs to bebacked up in several
locations and stored in a very secure location. If the disk is lost or goes bad, the server
cannot be restarted as it has no way to un-encrypt the database of user accounts and
passwords. One other task to be performed onthe SAM database is to implement
password complexity requirements. This is done through the Local Security Folicy Tool
on the Sart ® Administrative Tools menu. On this menu there is an option to set the
account policy and the password policy is defined within this. All that is required is tha
you select “ Passwords must meet Complexity Requirements” fromthe menu. This
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option has several different libraries that can beused to force users to establish various
levels of password complexity. Microsoft has onenamed “passfilt.dil” that provides for
basic complexity requirements. Another is the Quakenbush Password Utility. This
utility implements fairly strong password complexity requirements and is considered to
extremely secure. Password policies area necessity in today’s interconnected world. At
this point in the document it seens right to establish the guidelines for secure password
policies.

There are rules that dictate the level of complexity for a password policy. Theserulesare
basad on the type of daa, the importance of the data, and the risk of exposure thedaahas
totheoutside world. Generally, astrong password (7+ characters) made up of random
alphanumeric and special charactersthat is changed on aregular schedule is a good basis
for password policy on any server exposed to the Internet. There are many, varied,
thoughts on proper password policy for web site access. Based on the circumstances that
theserver is created for and thetype of information that it is required to distribute (i.e.Is
the server used only as a public information site; does it provide client access to secured
daa does thesite require users to submit data to it; the list can go on and on for every
scenario, but you get the idea). There are different levels of security that can be
implemented for each of the possiblesite types, it is only through practice, study, and
implementation tha we can better decide on what works for our servers. All Internet
servers can be set up using the same basic security techniques, but, when the decision as
to wha typeof services are to be provided is mede, there are certain security decisions
that will have to be mede. If aserver is to simply provideaweb presence for your
company, it might be best to allow only anonymous access to the web site. This will
disallow passwords being passed fromthe server and client. Without allowing any other
logon than anonymous, the server will not accept any attempted logon, reducing the
chancestha an individual will be able to pass account and password combinationsto
your server in an atempt to gain higher than guest level access. One last itemon
passwords; it is good practiceto rename the administrator account and set a password on
it that includes extended A SCII characters.

In Windows 2000 there exists the possibility for an atacker to log on to your systemwith
wha is called a null user account and establish a null session. This session can be used to
obtain alisting of the user and group accounts on the server, as well as get alisting of all
shares ontheserver. There are ways to prevent this from happening. This prevention is
accomplished through registry modifications. Following arethe keys and values that
must be changed to prevent attackers from being able to usethis vulnerability to obtain
information fromyour system.
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To block null sessions from obtaining ausemame listing and the share name listing from
the server make the following modifications:

Hive: HKEY_LOCAL_MACHINE

Key: \System\QurrentControl Set\Control\LSA
Value Name: RestrictAnonymous

Value Type: REG DWORD

Value: 1

Be awarethat setting this registry value may cause certain network servicesto
malfunction. Some services use these null sessions to performtasks on the network and
to contact other servers, systems, etc. If these types of connections are disallowed, the
services cannot performtheir specified task. This typeof setting is best tested in anon-
production environment prior to putting on a production server.

You may also want to consider modifying null session access to shares on the system.
There are two ways to do this: RestrictNull SessAccess, a registry value that toggles null
session shares on or off. This is accessad a the following location:

Hive: HKEY_LOCAL_MACHINE

Key: \System\QurrentControl Set\ Services\LanMan Server\Parameters
Value Name: RestrictNullSessA ccess

Value Type: REG DWORD

Value: Oorl

When set to 1, null session users cannot access any shares. If it is set to O, the null session
user can atach to any shareor printer that is shared to the Everyone Group. This registry
edit also affects null session access to Named Pipes. Named Pipes provide away for
processes on one systemto communicate with another process on adifferent system
There are many named pipes that are set up in Windows 2000; one of themis called
Winreg. This functions as an IPC mechanismto allow Regedit to be run on a client
machine and access the registry on aremoteserver. Netlogon uses an RPC Connection
through anamed pipeto do logon authentication. Server Message Blocks (SVIB) use
named pipes for communicaion between servers on thenetwork. Thereisalisting in the
registry that contains all the named pipes that are accessibleto null session users. The
location of this registry tableis:

Hive: HKEY_LOCAL_MACHINE

Key: \System\QurrentControl Set\ Services\LanMan Server\Parameters
Value Name: NullSessionPipes

Value Type: REG MULTI_SZ

Value: <List of Named Pipes Available to Anonymous Users>

Any named pipe listed in this registty list is accessible by null session users. It is
possible to remove certain named pipes fromthe list, but you should always research the
pipeand what gpplications and services are actually using it. Removing themfromthe
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list may causethese goplications and services to stop performing their functions. Many
system accounts use these named pipes to communicate with other systems on the
network.

Removing administrative shares on server drives also is something to be considered.
These shares are hidden shares set for administrative useonly. They arenamed C$, D$,
etc. When accessing one of these shares, the results displayed are the entire listing of
directories and files stored on the root of that hard drive. Theseshares areaccessible
only by the administrator and the local service account. These shares can be disabled or
removed fromthe system, but the removal of themmay have adverse effects on things
like backup software, etc.

Even after all this, there is still more to be done. Microsoft built Windows 2000 to be
flexible in its handling of other OS gpplications, namely OS/2and POSIX. These are
referred to as subsystems in Windows 2000 and they allow certain OS2 command line
applications and any POSIX 1.x applicaions to make requests of the server to execute
their code. This is alarge security hole for aweb server. Thesimplest way to closethis
hole is to remove the subsystems, making them unavailable for use. This should not
present any problemfor the Windows 2000 server or for |1S because almost everything
on aWindows 2000 server runs in theWin32 subsystem. To disablethese other
subsystems it is necessary to performsome rudimentary registry edits. Following is a
listing of the edits and the order in which they should be performed as excerpted from
Jason Fossen’stext Securing WindowsNT, Sep-by-Step (Rg. 45).

To remove the OS2 and POSIX subsystems, perform the following steps:

1. Deletethe following folder and all of its contents:
\%systenmroot%o\system32\os2

2. Deleteal the subkeys undemeath
\HKLM\SoftwaréMicrosoft\ OS2 Subsystemfor NT

3. Deletevalue Gs2LibPah in
\HKLM\System\CurrentControl Set\Control\Session
M anager\Environment

4. Clear the contents of Optional in
\HKLM\System\CurrentControl Set\Control\Session
M anager\Subsystems (but leave the value named Optional itself in
place)

5. Deletethe Og/2 and Posix subkeys in
\HKLM\System\CurrentControl Set\Control\Session
M anager\ubSystems

6. Reboot.

Another itemthat should be dealt with is the location of page files onthe system. Page
files are used by Windows 2000 as atemporary holding area for gpplication code, etc.
when an goplication or system process needs to access physical RAM . Page files must
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have space on the hard driveto expand. If the page file runs out of space, it will cause
the systemto crash. There are several waysto avoid this situation:

Install as much RAM on thesystemas is fessibly possible. The more physical
RAM available, the more efficiently the system can perform.

Put all Operating Systemfiles on their own partition. This partition should
contain only the OSfiles and apage file at lesst the size of physical RAM. This
page file will allow the systemto creae a crashdump file when the system
encounters a STOP error.

Createa page file on & least oneother partition that is the size of physical RAM
+ 11 MB. If possible, placethis page file on apartition that is on aseparae
physical drive. This will allow the systemto perform1/O operations much more
efficiently as it can write to that partition while it is performing another
read/write operation on the systemdrive.

Configure services and gpplications that generae log files and any other
expandabledaa files to write their files to folders on adrive other than the one
that the OS exists on. Also, make suretha the locaion you choose has enough
spaceto allow for as much expansion as these files may need.

Configurethe maximum size of your audit logs to be as large as necessary so
that they do not fill up and start to either overwrite informetion, or stop the
systemfromfunctioning sincethe log files are filled. A more in depth look at
Auditing and a listing of tools availableto aid in log file analysis is provided
later in this document.

Configuring T CP/IP Security Settings.

Windows 2000 offers three ways to perform access control on incoming network
connections:
TCP/IP Security
Access Control Lists for incoming connections provided by the Routing and
Remote A ccess Service (RRAYS)
IPSec Policy Filters which are enforced by the IPSec Policy Agent

TCP/IP Security is identical to theWindows NT 4.0 implementation. It isvery
rudimentary in its configuration, allowing access on an“All or Nothing” basis.
Configuration of TCP/IP Filtering is performed by accessing the filtering dialogue from
the Control Panel ® Network and Dialup Connections® Local Area Connection®
Properties® Intemet Protocol ® Advanced Options® TCRIP Filtering as shown in
Figure 3. Thisallows you to select Permit All (all traffic fromall ports), or permit only
(deny all port traffic unlessspecifically listed). This type of TCP/IP Security is generally
the first ty pe of port filtering that most administrators atempt to configure. For many
web server goplications this type of filtering will provide very basic protection. If you
feel that you need more control over the settings, read up on the configuration of IPSec
on Windows 2000. If your server is going to performmultiple functions on the web (i.e.
FTP server, WWW Server, Telnet Server, Streaming M edia Server, Chat Server, etc.)

Dave Courington Page 14 5/8/2003
© SANS Institute 2003, As part of the Information Security Reading Room. Author retains full rights.



yOU WI” neaj tO TCP /I FiltkcHing i
configure multiple ports '

for your filtering as ™ znable [LPAF hiorre 1l adaphors|

thSe%rVICS a” use = Pemil i Perit al = Memil &
different ports in the ~C Pomil Ory—— ¢ Perrit Onky = Pemil Orly——
TCP/IPstack to transfer Tirfore | TR (reeh |
information. TCP/IP

Filtering is better than

no filtering, but it is

fairly inflexible and can

cause problens with GEEE SEEE GEER
administration and Removs | Remene | Rernine
authoring (publishing

datato the web server). ok | canesl |

Figure3. The Windows 2000 TCP/IP Filtering dialogueinWindows 2000.

For amore fine-tuned and granular goproach to TCRIP Security, you may chooseto
implement 1PSec on your Windows 2000 Server. This document does not go into detail
on IPSec, asthistopic is complex enough to warrant its own documented procedure for
implementation. Sufficeit to say tha IPSec is apolicy based traffic analysis service tha
compares traffic to arule set and allows or disallows thetraffic based on if it fits a
predetermined set of guidelines that have been established for that ty pe of traffic. These
rulesets arecalled filter lists and can be designed around several different secure
authentication protocols. These protocols are:

The Intemet Key Exchange Protocol (IKE)

Authentication Header (AH)

The Encgpsulaing Security Payload (ESP)
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Figure4. The Windows 2000 MMC Routing and Remote Access Diplay.
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This concludes the section on configuring the operating system. In the next section, we
will go through the configuration of 11S 5.0.

Configuring and Securing [1S5.0.

In an ideal installation, IS will be installed on astand-aloneserver. That is, aserver that
is not a member of any domain. If thesever is not connected to any domain, it does not
haveto establish a Netlogon channel to adomain controller. This fact will aid in lower
security risks associated with null user sessions being established through this link
beween theservers. Also, no authentication traffic hasto be passed between the
systems, lowering the possibility of passwords and logons being interogpted.

Asdiscussed earlier, there are certain services that can be disabled on asystemthat is
functioning solely as aweb server. Following is a general list of services generally not
needed on aweb server. Adapted from Fossen’s text Securing Internet Information
Server 50.

Alerter

Clipbook Server

Computer Browser

DHCP Client

M essenger

Netlogon (This is not required if the server is astand-alone system)
Network DDE and Network DDE DSDM
Network Monitor Agent

Simple TCP/IP Services

Spooler

NetBIOS Interface

TCP/IP NetBIOS Helper

NWLink NetBIOS
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With the services taken careof, it is time to look at the location of the web site root
folder (wwwroot). This folder contains all the information for the default web site tha is
created when 1ISis installed on the system. Earlier in thistext, it was stated that there
should be more than one physical drive in the systemfor performance reasons. This need
for multiple drives is reiterated as we start to look for alocation on the systemfor our
web site. It isbest if the web site is stored on adifferent partition than the OS. It is
preferred to have the web site folders on a different physical drive altogether for
performance and security ressons. Also, when setting up virtual, or redirected, folders on
the web site, make surethat none of these virtual directories are redirected to the boot
partition. Thereareseveral attacks tha can beperformed against a web server that allow
the atacker to navigate the other folders stored on the partition thet the folder they
acoessed is housed on. These same atacks allow the atacker to execute commands
and/or scripts that they can upload to these folders. It is possibleto use [1Sto redirect
web requests for information to a virtual folder that is actually a URL to adifferent folder
on the IISserver, ashare on a remote systemon the nework or on adifferent subnet
altogether. Oneof the benefits of this is that the share name that is accessed fromthe
web site can bea different name than the folder actually has.

It also is possible to set the root folder up on adifferent server and have the entire web
server root folder stored in asecure location. At this point, the 1ISserver becomes a
systemresponsible only for caching requests and the answers to those requests. This
means that the server is basically generic and has no content stored on it. If thisisthe
case, it becomes asimple matter to restoretheserver in its entirety fromtgpeor other
backup device. If thesite is attacked and crashed, it is simple to restore it and be up and
running with the same site in ashort period of time (Fossen, 2000).

In addition to there being dangers associated with the location of the web root folder,
there are many files and utilities in the OS that need to be deleted, renamed, or have
NTFS Permissions set on themto protect against an atacker having a nice set of tools
waiting on themwhen they get into theserver. Following is a list adgpted from Fossen’s
text Securing Internet Information Server 5.0.

AT .EXE . REGEDIT.EXE
CACLS.EXE . REGEDT32.EXE
CMD.EXE . REGINI.EXE
CSCRIPT.EXE . REGSRV32.EXE
DEBUG.EXE . REXEC.EXE
EDL IN.EXE . RSH.EXE
FINGER.EXE - RUNAS.EXE
FTP.EXE - RUNONCE.EXE
ISSYNC.EXE . TELNET.EXE
NBTSTAT.EXE . TFTP.EXE
NET .EXE . TRACERT.EXE
NET SH.EXE . TSKILL.EXE
POLEDIT.EXE . WSCRIPT.EXE
RCP.EXE . XCOPY.EXE
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After these tools have been secured, you should check to see if some components of 1S
were installed during the Windows 2000 installation process. These components pose a
security threat to the server you are setting up and should be removed fromthe system
unless it has been decided that they must be installed for functionality. The list that
follows is short, but it has some components on it that can be used against your server
and your network.

- Internet Service Manager (HTML). This isthe web based administration page for
the 11S server. It should not be loaded unless it is absolutely necessary to provide
management via the Internet.

Sample Pages and Scripts. These are installed with the server and should be
deleted fromthe system after installation is complete. There arescripts in these
samples tha are designed to show the power and functionality of I1S, but these
same scripts can be used to execute gpplications and to browse the server fromthe
Internet, which is not agood thing.

W indows 2000 Resource Kit or the |1S Resource Kit. These items are some of
the best hacker tools around. They were written by the experts, and have many
useful items for an atacker to useto extract information and wreak general havoc
On your server.

SMTPand NNTP. If you are not planning on having mail forwarded from this
server, and are nat planning on serving News Groups, removethese items from
theserver. If they arenot neaded, it is wiseto remove themand close any
security holes that might be provided by the existence of these services.

Internet Printing. Windows 2000 provides users the ability to access printersvia
the Intemet. This seerrs like a neat idea, but it opens up your systemto a variety
of possibilities to be exploited. The printers on your network areaccessed viaa
web page the administration of these printers also is accessed froma web page.

Simplicity is aruleto live by when planning and implementing aserver to function on the
Internet. Thesimpler your setup and configuraion are, the essier the server is to secure
and manage.

There are afew registry edits that need to be madeto aid in keeping the Internet server
frombeing crippled essily in basic atack schemes. Oneof these is SYN Flooding, or a
Distributed Denial of Service Attack (DDOS). This typeof atack uses incomplete TCP
session request packets to siphon off as much of the servers resources as it can. By doing
this, theattack kegps your server from responding to legitimate requests (denying
service). This cannot be totally stopped by a registry modification, but it can beused to
reduce the damege potential of a DDOS. The registry value to modify is:

HKLM\System\CurrentControl Set\Services\ Tepip\Parameters
The valuenameto modify is SynAttackProtect
The valuetype is REG_DWORD
The valuedata is 0 by default; the value should be changed to 2
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Authentication Methods in 1S 5.0.

At this point the Operating System and the network are basically secure, but 11Shas more
security options that need to be addressed. One of the main things that I1Sprovides for is
authentication. This isnotto say that 11Sis responsible for providing all thetools for
authentication; we havealready discussed how 11S and Windows 2000 are tightly
integraed. Oneof the main itens they share is authentication and the various methods
that this can be accomplished. We have several methods of authentication available to us
when implementing 11S: Anonymous, Basic, Digest, NTLM, Integrated (Kerberos +
NTLM), Certificate, and Fortezza. For a basic web server, like theone we are
implementing we can narrow the list of authentication methods that we need to choose
from. We can set the server to use multipletypes of authentication, allowing for different
levels of access to different areas of theserver. For example, on asingle site we might
have our public area, and an areathat requires ausername and password before access is
granted. This areathat requires apassword can beset to allow only certain types of
authentication on it as well.

Anonynous Authentication

Anonymous authentication allows the systemto provide the account and logon
credentials automatically; the user is not asked for an account name and password
to gain accessto thesystem. Theserver uses an automatically created account,
the IUSR_Computemame acoount, to log on all users of the web site. This may
seemvery unsecure, but it actually is more secure as there is no transmission of
usemames and passwords. This reduces the possibility of this type of data being
captured and used by an attacker. There is adown side to Anonymous logons,
everyone logs on with the same credentials, there is no control over different
levels of user permissions. This level though is perfectly acoeptable for asitethat
provides daato the general pubic. There area couple of things that you should
do to further secure the anonynmous logon account. First, disable the
IUSR_Computemame account; this will be left to sidetrack any would be atacker
trying to use this account as alogon mechanismfor theserver. Second, create a
new anony mous account and set up 11Sto use it as the account for logging users
in tothesite. This account should have avery strong password (14+ characters,
including numbers, letters and symbols constructed in as random a fashion as

possible).

When creating this account, make sureit is alocal account and not adomain
acoount. This will negaethe useof the IUSR account as astepping-stoneto
move fromthe web server to other systerrs that it might be connected to. Also, if
this acoount is local only, it is possible to disallow it being able to log on locally
tothe machineit isset upon. You can modify the properties of the [USR account
and removethe right to “A ccess this Computer fromthe Network” right. Without
this right, ahacker will be unableto use this account to log an to the web server,
even if they do obtain the password.
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Badg c Authentication

This type of authentication is derived from a Base64 encryption algorithm, but the
implementation of this type of authentication sends the username and password to
theserver inplaintext. This exposes the username and password to the Intemet
where it is possible to grab this information during transit and use it to initiate
further intrusion to the target server and nework. Thistype of authentication
might also requirethat the user account havethe right “Log on Locally” granted
toit. If thisaccount information falls into the hands of an atacker, they would
havethe right to log directly on to that server and use its resources to further their
attack on thenework. If thistype of authentication is to be used on your system,
you also should implement SLL Encryption. SSL will establish an encrypted
channel between the client machine and the server prior to the transmission of any
logon authentication routine.

Digest Authentication
This isafairly new authentication method. Currently only Microsoft [1S5.0

supports it on the server side when it is a member of aWindows 2000 domain,
and on the client side, only
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actually do use this method. EigureG. The Windows 2000 Account Propeties Dialogue
OX.
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Integrated Windows Authenti cation (NTLM + Kerberosvb)

This authentication method is tied directly to Microsoft Browsers (version 2.0 and
later) and 11S5.0. It actually is a combination of the Windows NT
Challenge/Response Authentication and Kerberos v5. These two methods work
together, in parallel, to initiate secure, encry pted communication between the
client and theserver. This parallel action is limited in its functionality, as it
requires tha both the client and server be in the same domain or in mutually
trusting domains (hard to do on the Internet). Additionally, the server must bea
member of aWindows 2000 domain, the client must be running Windows 2000,
and the browser must be IE5.0 +. With all these requirements, it iseasy to see
that this is not really gpplicable to aweb server on the Intemet. It is agreat
method of authentication for an Intranet site, provided that your implementation
meets the requirements.

Certificate Authenti cation

This type of authentication depends upon verification fromathird party certificate
authority. It usesatrust mechanismto verify tha the party attempting to log on is
who they say they are and they have the proper permissions to do so. Thistrust is
not adomain trust, but, rather recognition tha the company giving out the
certificates is a recognized and Above-board Company that is cgpable of actually
verifying that the person using oneof their cettificates is who they say they are.
This type of authenticaion is accessible to IE 4.0 and Netscapev4. It does
require that a certificaebe installed on the client, and that the server being logged
on to recognize that certificate authority asvalid. This does provide for a
transparent logon fromthe client side because, once the certificae is validated,
the client is allowed access; no passwords have to be exchanged.

Fortezza Authenti cation

This type of authentication is not widely used asyet. It enploys a combination of
hardware and software (asmart card with digital signaures stored on it). Thisisa
suite of security measures tha currently is being expanded and brought into use
on amoredaily basis. A good example of thistype of technology is the American
Express BLUE® Credit card that has an embedded chip to store information about
shipping, purchases, etc. on the card itself. Thistype of authentication is not a& a
level where it can be widely implemented for use on the Intemet. The cost and
complexity involved rule it out as an option for the mgjority of web servers in use
today.

For the majority of web sites, Anonymous and/or Basic is what will be implemented as

an encryption method. M ost sites will simply be set up as anonymous as it is more secure
than Basic.
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Permissions and Auditing in 11S 5.0.

There are file and share permissions that have to be set on folders and files fromthe
Operating System, and there are file and folder permissions tha havetobeset in 1S
itself. These two sets of permissions work in concert to secureyour dataand provide
only the level of accesstha you desire your visitors/users to have. As ageneral rule, a
folder should never have both Writeand Execute Permissions set on it. This will allow
an attacker to upload and execute malicious code on your site. Other permissions such as
Directory browsing should bedisabled. This will allow an attacker to look through the
folders on your siteand see what they can find to make mischief with. [1Shasaset of
Default Permissions, Script Only and Read. This will allow a user to executeascript tha
has been loaded to a directory to which they have been given Read and Script Only
acoess.

It is agood practiceto make directories for the various types of files that you will be
using on your web site and assigning the proper level of permissions to them. For
example, you might want to createal listing like the following:

Scripts— Contains all script files (CA, VBS, etc.) for your site, this folder
has Script Only Rermission set on it.

BIN — Contains any files that must be directly accessed in the execution of
something on thesite. This folder should beset up with Script and
Execute Permissions only.

Static — This isthe location for storing any stétic files like HTM or
HTML.

Adive—This is the locaion for storing any A ctive Server Pages or
DHTML Pages.

One last thing to do is to securethe 11S Metabase and the location tha the metabase is
backed up to. This istheitemtha controls almost every aspect of the 1S configuration.
This includes passwords, etc., which are all stored in clear text within the metabase.
There are a couple of fairly simple thingsto do that will allow you to securethe
metabase. Following is astep-by-step procedure for this.

Move all HTTP/FTP root folders off the %systemroot% volume (these should not
be here anyway)
Consider renaming and r moving the Metabase (difficult to do, think aout this)
Secure the registry key that determines the M etabase locaion
Set up Auditing to log all failed access atemptsto edit the M eabase
Deletethe file lissync.exe from the %systenroot%o\system32\ineserv folder
Set new NTFS Rermissions on the M etabase file to the following:
=  Administrators— Full Control
= System-— Full Control
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To securethe backup location for the M etabase perform the following steps:

M ake abackup of the M etabase after you finish configuring 11S. This will create
afolder called %systemroot%o\system32inetsenAM etaBack and store the file
inside it.
Audit all failed attempts to access the \M etaBack folder
Set NTFS Rermissions on the \MetaBack Folder to the following:

=  Administrators— Full Control

= System-— Full Control

One last detail to secure the Metabase is to secure utilities that can be used to edit the
Meabase. Follow this procedureto completethis task:

Move the\Inetpub\Adminscripts folder, which contain all theadministraive
scripts for I1S.

Move M etaedit.exe and Metautil.dll fromthe\Program Files folder to the
Ysystemroot%\system32\Inetserv folder and adjust the start menu shortcut.

Audit all failed attempts to acoess the \Adminscripts folder.

Set NTFS Rermissions on the %systenmroot%dsystem32\csript.exe. This is the
executable for .VBSfiles. Setthepermissionsto: Administrators— Full Control.
Set NTFS Rermissions on the \Adminscripts folder to: Administrators— Full
Control.

With thesetasks complete, the server is almost ready to bring online as atrue
Internet server. Before allowing access to the site, we must configure an Auditing
routine for thisserver. Auditing is anecessity for Intemet servers, this isthe main
method of determining if thesite /server is under atack, or if either has been
compromised. If you esteblish auditing on thesystem, it will serveno purpose if
you do not set aside time each day to go through the logs and check for
anomalous activity. Audit logs areonly useful if you actually check them. This
is avery difficult thing to set time aside for as there are many, more pressing,
issues eachday. You haveto consider this: what if an attack has been mounted
against your systemand you do not know about it. Cluesto this intrusion might
be inthe Audit log but, unless they are analyzed, you might not know until it is
too late. Thereareseveral commercially available toolsthat can aid in this task.
Thesetools performfunctions like gathering all the logs fromyour servers & a
predetermined time and merging, sorting, and categorizing the events so you can
check themin amoreefficient manner. If you are unsure what ty pes of eventsto
audit, consider using this list as abaseline for your site. This listing has been
adapted from Faossen’s text Securing Internet Information Server 5.0.

Failed Logons

Failed File and Object Access
Failed Use of User Rights

Failed Change of Security Policies
Failed User/Group Policy Changes
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These items are considered the essentials, but there area few other itens tha
should be audited. These include:

All access to the Scripts and Bin Folders
Consider auditing all access to thedirectories that contain files tha are
published as part of your web site.

Data Protection.

Protection of the data being stored on aserver exposed to the Internet also isa high
priority. In addition to NTFSsettings, regular tape backups are necessary for keeping a
server available when it is exposed to possible attack. In the event aserver is breached, it
is possible to use acurrent backup to get the system restored and back online in ashort
amount of time. As part of your server documentation, a formal backup policy should be
developed. Thispolicy should contain all pertinent information conceming the backup
and restoration policies for the server. These policies should include information that
identifies the following:

Who is responsible for making backups of thedaa and server configuraion?
How often are backups performed?

Wha isthedefault location for backup mediatha has been stored?

Who is authorized to restore data to the system?

Arethere copies of thedaastored off-site?

Who is responsible for maintaining off-site copies of the data?

Once this has been done and a backup procedure is designed, the method, or location of
backup devices should be determined. In most instances a locally configured backup
device s preferred over anetwork backup location. For security reasons alocal backup
device is better since no network connection has to be madeto initiate thebackup. The
first thing to do after completing the installation of the systemis to performa complete
backup of theserver. This will serve as your recovery image in the event of aserver
crash or intrusion incident. You also will have to decidethe frequency and type of
backups to be performed. There are several options available to you, should you do daily
backups? Should the daily backup bea full backup, incremental backup or differential
backup? Thesedecisions must be mede prior to putting the server on line. The backup
policy must be determined and in place before exposing the systemto risk. If aserver is
attacked before a good backup plan is in plece, it istoo lae.
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