Information Security Governance

Leveraging guidelines provided by internal global information services group as basis, modified, implemented and enforced security procedures, standards and guidelines for DMZ user access and machine baseline security standards.  Developed and enforced OS and application rules for access to internet serving, including rules for how to handle connection to non-standard ports (i.e., JDF or other RPC communication)

Risk Management:
Infrastructure:   vulnerability assessments made regularly against DMZ components (hardware, OS, applications) using nessus and regular monitoring of Internet Storm Center (SANS) and CERT information.  Functionality analyzed to determine risk and where threats may emerge from and actions implemented to reduce risk.

Custom software development:  components analyzed for security and risk/threat matrix produced to focus developers energies on high / medium risk areas 

Information Security Program Management

Information Security Management

Response Management:

Installed, tuned and maintained IDS (snort) on DMZ and LAN.   Alerts researched to determine source and users notified of a) inappropriate of use on computers on network; b) if virus/worm, risks of disabling AV (done due to performance problems with developing custom applications).  Leverage global services department for incident response management for reporting violations.  All hardware configuration settings, software configuration files backed up quarterly  into source control repository.  Ghost disk images made of key machines.
