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1. INTRODUCTION

OBJECTIVES OF THE GUIDE

The objective of /T Assurance Guide is to provide guidance on how to use CoBIT to support a variety of IT assurance activities. If
the organisation is already using COBIT as a framework for IT governance, it will enable the leverage of CoBIT when planning and
performing assurance reviews, so that the business, IT and assurance professionals are aligned around a common framework and
common objectives.

This guide is designed to enable efficient and effective development of IT assurance initiatives, providing guidance on planning,
scoping and executing assurance reviews using a road map based on well-accepted assurance approaches. Guidance is also provided
on how the CoBIT resources can be used during these stages supported by detailed tests based on CoBIT’s processes and control
objectives. The guidance and suggested tests, like all the CoBIT resources, are not intended to be prescriptive, but should be tailored
to suit the specific assurance initiative.

This guide is aimed primarily at assurance professionals, but may be of interest to IT professionals and advisors.

SUMMARY OVERVIEW OF CoBIT

Control Objectives for Information and related Technology (CoBIT) is a comprehensive set of resources that contains all the
information organisations need to adopt an IT governance and control framework. CoBIT provides good practices across a domain
and process framework in a manageable and logical structure to help optimise IT-enabled investments and ensure that IT is
successful in delivering against business requirements.

CoBIT contributes to enterprise needs by:
» Making a measurable link between the business requirements and IT goals
* Organising IT activities into a generally accepted process model
* [dentifying the major IT resources to be leveraged
* Defining the management control objectives to be considered
* Providing tools for management:
— Goals and metrics to enable IT performance to be measured
— Maturity models to enable process capability to be benchmarked
— Responsible, Accountable, Consulted and Informed (RACI) charts to clarify roles and responsibilities

CosIT is focused on what is required to achieve adequate governance, management and control of IT, and is positioned at a high
level. CoBIT has been aligned and harmonised with other, more detailed IT frameworks, standards and best practices. COBIT acts as
an integrator of these different guidance materials, summarising key objectives under one umbrella framework that also links to
governance and business requirements. In this context, the Committee of Sponsoring Organisations of the Treadway Commission
(COSO) Internal Control Framework and similar compliant frameworks are generally seen as the internal control frameworks for
enterprises. COBIT is generally seen as the management and control framework for IT.

The benefits of implementing CoBIT as a governance framework over IT include:
* Better alignment of business and IT, based on a business focus

* Shared understanding amongst all stakeholders, based on a common language

* An understandable view of what IT does for business management

* Clear ownership and responsibilities, based on a process orientation

» Widespread acceptance by third parties and regulators

* Fulfilment of the COSO requirements for the IT control environment

The CoBIT framework is summarised in figure 1.

© 2007 IT Governance Institute. All rights reserved. www.itgi.org 9



Figur CosIT Framework

BUSINESS'OBJECTIVES
GOVERNANGE OBJECTIVES

ME1 Monitor and evaluate IT performance. PO1
ME2 Monitor and evaluate internal control. P02
ME3 Ensure compliance with external requirements. P03
ME4 Provide IT governance. PO4

Define a strategic IT plan.

Define the information architecture.

Determine technological direction.

Define the IT processes, organisation and relationships.
PO5 Manage the IT investment.

P06 Communicate management aims and direction.

PO7 Manage IT human resources.

P08 Manage quality.

P09 Assess and manage IT risks.

INFORMATION PO10 Manage projects.
CRITERIA

MONITOR AND §
EVALUATE PLAN AND
ORGANISE
IT RESOURCES

o Applications
o Information
o Infrastructure
« People

DELIVER AND
SUPPORT

DS1 Define and manage service levels.
DS2 Manage third-party services.

DS3  Manage performance and capacity. Al1 Identify automated solutions.

DS4 Ensure continuous service. Al2 Acquire and maintain application software.

DS5 Ensure systems security. Al3 Acquire and maintain technology infrastructure.
DS6 Identify and allocate costs. Al4 Enable operation and use.

DS7 Educate and train users. Al5 Procure IT resources.

DS8 Manage service desk and incidents. Al6 Manage changes.

DS9 Manage the configuration. Al7 Install and accredit solutions and changes.
DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.
DS13 Manage operations.

The CoBIT products have been organised into three levels designed to support:
* Boards of directors and executive management

* Business and IT management

 Governance, assurance, control and security professionals

Figure 2 illustrates the CoBIT products within the IT governance body of knowledge aimed at each of these three levels.
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Figure 2—Major CoBiT-based Products
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v v v

™ IT Governance
Corsfl;fnngv\éﬂ(g Implementation Guide, IT Assurance Guide
2nd Edition
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CosIT Control Practices,
27 Edition

Key management
practices

This CoBIT-based product diagram presents the generally applicable products and their primary audience. There are

also derived products for specific purposes (/T Control Objectives for Sarbanes-Oxley, 2 Edition), for domains such as security
(CosIT Security Baseline and Information Security Governance: Guidance for Boards of Directors and Executive Management),
or for specific enterprises (Cos/T Quickstart for small and medium-sized enterprises or for large enterprises wishing to ramp

up to a more extensive |T governance implementation).

For more details on each product, see appendix X, CoBIT and Related Products. For the most complete and up-to-date information
on CoBIT and related products, case studies, training opportunities, newsletters and other CoBIT-specific information, visit
www.isaca.org/cobit.

TARGET AUDIENCE

This IT Assurance Guide provides detailed guidance for assurance and IT professionals on how CoBIT can be used to support a
variety of assurance activities for each of the 34 IT processes. Assurance steps and advice are provided for:
* Generic controls that apply to all processes (identified within the CoBIT framework by a PCn identifier)
* Application controls (identified within the CoBIT framework by an ACn identifier)
* Specific process controls (identified within the CoOBIT framework by domain identification and process number,
e.g., PO6.3, Al4.1)

Assurance steps and guidelines are provided to:

* Test the control design of the control objective

* Test the outcome of the control objective (operational effectiveness)
* Document control weaknesses and their impact

It is assumed that users of this guide are familiar with the concepts of CoBIT and have a level of knowledge equivalent to at least the
CosBIT foundation level (which can be tested online to obtain the CoBIT* Foundation Certificate). If this is not the case, it is
recommended that the reader undertake the CoBIT Foundation Course™. Information on these opportunities is available from
education@isaca.org and at www.isaca.org/cobitcampus.

The guide also assumes that the readers are familiar with assurance concepts in general.

© 2007 IT Governance Institute. All rights reserved. www.itgi.org 11



CosIT GUIDANCE FOR IT ASSURANCE ACTIVITIES

The CoBIT framework, represented in figure 3, provides the basis for two guides:

o IT Governance Implementation Guide: Using CoBIT* and Val IT™, 2" Edition, which provides a road map and process guidance
on how to implement IT governance using the COBIT resources

o IT Assurance Guide: Using CoBIT, which provides professional guidance for the assurance team and offers a structured assurance
approach linked to the CoBIT framework that business and IT professionals can understand

As seen in figure 3, each guide is fed with different inputs. The /T Governance Implementation Guide leverages CosiT Control
Practices, whilst the IT Assurance Guide is based on assurance steps. The two inputs (control practices and assurance steps) are
considered mutually exclusive, allowing the guides’ users to focus on either part of the IT governance process (implementation

or assurance).

Figure 3—Implementation and Assurance Guides

WHAT
HOW HOW
| Framework |
Management
Control Guidelines
Objectives Maturity
Models &
Executive Audit Director
Baseline for l» Baseline for
IT Governance Control ) IT Governance
(in development) Objective Value|| Risk (future development)
IT Governance CCOB/T Assurance
ontrol ur it
Implementation Guide: Practices, Steps IT Assurance Guide:
Using CosiT and Val IT, ond Edition Using CosIT
2nd Edition
* Board Briefing on IT Governance, 2" Edition

IT Assurance Guide provides assurance advice at different levels. At the process level, process-specific advice is provided on how to
test whether control objectives are being achieved and on how to document control weaknesses. At the control objective level,
assurance steps are provided to test the control design for each specific control objective based on its control practices. This detailed
guidance can be found in appendices I through VI. In chapter 6, Assurance Guidance for CoBIT Processes and Controls, some
examples can be found on how the detailed guidance can be leveraged for a specific assurance initiative.

At the different levels, generic advice is also provided. Generic advice applies to all processes or control objectives and can be used
in addition to, or as an alternative to, the specific advice. These processes are further described in chapter 6.

For the testing steps of the execution stage, this guide provides generic guidance as well as specific, more detailed guidance to assist
the IT assurance professional. Generic advice means that it can be applied to any process, control objective or control practice
depending on the type of advice. Specific advice refers to advice provided for a specific process, control objective or control
practice. An overview of the IT assurance framework that underpins this process is shown in figure 4.

COMPONENTS OF IT ASSURANCE GUIDE

The content of the detailed assurance guidance is organised around the 34 CoBIT processes and contains the following components:
* Control objectives—Increasingly, organisations are recognising that control of IT is critical for ensuring that IT delivers value to
the organisation, risks are managed, regulatory requirements are met, and investments in IT deliver a reasonable return.

IT control objectives are statements of the desired result or purpose to be achieved by implementing control practices in a
particular IT process and often relate directly to specific activities within the process.

CoBIT’s control objectives are high-level requirements to be considered for effective control of each IT process. They are written as
short, action-oriented management practices. Wherever possible, they follow a logical life cycle sequence.

Enterprise management has choices relative to control objectives. Members of management should:

— Select applicable control objectives

— Balance the investment required to implement management practices required to achieve each control objective with the risk that
arises in not achieving it

12 © 2007 IT Governance Institute. All rights reserved. www.itgi.org



Figure 4—Overview of the IT Assurance Advice Provided
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— Decide which control practices to implement
— Choose how to implement each control practice

CoBIT’s more than 200 control objectives define what needs to be managed in each IT process to address business requirements
and manage risk. They help to define clear policies, foster good practices for IT controls and encourage process ownership. They
also provide the reference point for linking good practices to business requirements. Constructed by harmonising more than 40
different control guidance sources, COBIT can be integrated with other standards and practices that focus on specific areas, such as
the ISO/IEC 27000 series on information security-related standards, ISO/IEC 9001:2000 Quality Management Systems—
Requirements, IT Infrastructure Library (ITIL), Capability Maturity Model® Integration (CMMI®), Projects in Controlled
Environments 2 (PRINCE2) and A4 Guide to the Project Management Body of Knowledge® (PMBOKY).

Value and risk drivers—Value and risk drivers provide valuable inputs to professionals for use in communicating a business

justification for achieving particular control objectives and implementing associated control practices. The value drivers provide
examples of the business benefits that can result from good control, whilst the risk drivers provide examples of the risks that may
need to be avoided or mitigated. They provide to assurance professionals and IT governance implementors the argument for
implementing controls and substantiate the impact of not implementing them.

» Assurance testing steps—The assurance testing steps provide guidance at the control objective level for assurance professionals
conducting an IT assurance process. The steps are derived from the control practices, which, in turn, are derived from each control
objective. The assurance testing steps:

— Evaluate the design of the controls
— Confirm that controls are placed in operation
— Assess the operational effectiveness of the control

These different testing steps are elaborated in more in detail in chapter 6, Assurance Guidance for CoBIT Processes and Controls.
Generic assurance steps cover the existence and design effectiveness of the proposed control design as well as the associated
responsibilities. Specific assurance steps test the effective operation of controls and are stated at the control objective level. In
addition, assurance steps are provided to test the outcomes of control weakness or failure.

The assurance testing steps are designed to provide the first level of the development of an assurance programme by an internal or
external assurance professional. The objective is not to provide a detailed assurance programme that can be used as is and
executed. Rather, the intent is for an assurance professional with some experience to use it as the basis for efficiently developing
customised assurance programmes that can be used and executed by staff members with less experience. The assurance
professional should take the testing steps as a foundation for implementing the assurance initiative. He/she should adjust the
testing steps for the reality of the organisation and the objectives of the assurance initiative. The steps are guidance only—they are
not a cookbook.

The combination of all assurance components provides a testing method to assist in forming opinions against assurance objectives
by combining one or more of the following test types:

* Enquire (via a different source) and confirm.

* Inspect (via walk-through, search, compare and review).

© 2007 IT Governance Institute. All rights reserved. www.itgi.org 13



* Observe (i.e., confirmation through observation).
* Reperform or recalculate and analyse (often based on a sample).
* Collect (e.g., sample, trace, extract) and analyse automated evidence.

RELATIONSHIP WITH CoBIT CONTROL PRACTICES

IT Assurance Guide is part of the CoBIT family of products. The assurance test steps have been derived from the CosiT* Control
Practices: Guidance to Achieve Control Objectives for Successful IT Governance, 2" Edition, and are expressed in a form usable
by assurance professionals for testing activities.

CosIT Control Practices extends the capabilities of the COBIT framework and provides an additional level of detail. The CoBIT IT
processes, business requirements and control objectives define what needs to be done to implement an effective control structure.
CosIT Control Practices provides the more detailed guidance at the control objective level on how to achieve the objectives. The
control practices consist of the following elements for each of the COBIT control objectives:

* Value and risk drivers, providing ‘why do it’ guidance

* Control practices to be considered when assessing IT processes and implementing improvements

For each of the control objectives, a list of specific control practices is defined. In addition, three generic control practices are
defined, which are applicable to all control objectives. The complete set of generic and specific control practices provides one control
approach, consisting of practices that are necessary for achieving the control objective. They provide high-level generic guidance, at a
more detailed level under the control objective, for assessing process maturity, considering potential improvements and implementing
the controls. They do not describe specific solutions, and further guidance may need to be obtained from specific, relevant standards
and best practices, such as ITIL or PRINCE2. The control practices meet the following design criteria in that they:

* Are relevant to the purpose of the control objective

* Can be executed in a timely fashion

* Are realistic and cost-effective

* Are measurable

* Provide for a definition of the roles involved and segregated roles, where appropriate

* Are action-oriented

* Are life-cycle-based, wherever possible

Control practices help ensure that the solutions put forward are more likely to be completely and successfully implemented, by
providing guidance on why controls are needed and what the good practices are for meeting specific control objectives.

The control practices are designed to support two audiences:
* Implementors of IT governance (e.g., management, service providers, end users, control professionals)
* Assurance professionals (e.g., internal and external assurance professionals)

For assurance purposes, all the control practices were used to develop detailed assurance steps. The assurance testing steps are
designed to provide the first stage of the development of an assurance programme by an internal or external assurance professional.
Therefore, professionals using this assurance guide need to take into account that the assurance steps are derived from the control
practices. The control practices themselves are not provided in this guide.

The table in figure 5 provides an overview of the control material that is provided by CoBIT and forms the basis for the assurance
material in this guide.

Figure 5—Control Objectives and Control Practices

CONTROL
Control Objectives Control Practices
The CosIT framework provides six process When translating control objectives into practices,
controls that apply to each process. When the first steps are always the same and cover
Generic reviewing a process, these control objectives designing, recording and communicating the
and the associated practices and assurance steps | approach for achieving the objective, and
should be added to the specific control assigning responsibility and accountability for
objectives material. making it happen.
For each process, a number of specific control CosIT provides specific practices for each
objectives are provided in the CosIT framework. | control objective. Together with the generic
Specific practices they provide a control design consisting
of the necessary and sufficient steps to achieve
the control objective.
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The table in figure 6 describes the assurance material that is derived from the CoBIT control material and provided in this guide.

Figure 6—Linking General and Specific Advice to Classes of IT Assurance
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measurements, cases).
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assurance steps. Gombined with | test the outcome of the control document control weaknesses,
Specific the generic practices assurance objectives of the process. The relating to the goals, metrics,
steps, they provide a complete generic advice can be used as activities and control objectives
test of the control design of an alternative or to complement | of the process.
the objective. the specific advice.

Finally, additional advice is provided on testing the six application controls (as provided in CoBIT), again addressing design,
outcome and impact testing.

CosIT, and many of its supporting products, provides detailed support in a wide range of IT assurance activities.

DOCUMENT ROAD MAP

The main sections of this document follow the structure of a suggested IT assurance road map. That road map will be explained in
more detail in chapter 2, IT Assurance Principles and Context. The main sections or titles of this road map are:
* Planning
* Scoping
* Execution, including:

— Refining the understanding of the IT assurance subject

— Refining the scope of key control objectives

— Testing the effectiveness of control design

— Testing the outcomes of key control objectives

— Documenting the impact of control weaknesses

— Developing/communicating conclusions and recommendations

Planning is elaborated in chapter 3, Assurance Planning. Scoping is addressed in chapter 4, IT Resource and Control Scoping, and
chapter 5, Assurance Initiative Execution, addresses all of the execution steps.

Chapter 6, Assurance Guidelines for COBIT Processes and Controls, explains the structure of the assurance guidance provided

for the CoBIT processes and control objectives. Chapter 7 explains how CoBIT components support IT assurance activities.
Appendices I-VI provide the actual assurance tests.

HOW TO USE THIS GUIDE

Even though CoBIT has a wide potential audience and can be used by many within an organisation, this guide is particularly
intended for internal and external assurance professionals.
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A major benefit of this guide is that users can rely on the consistency of the CoBIT framework and its related products. The CoBIT
framework is increasingly being used as an IT governance framework, helping align business and IT management and providing a
basis for improving IT’s performance. If assurance professionals base their reviews on the same framework as business and IT
managers who are improving IT governance and IT performance, everyone involved will be using a common language and it will
be easier to agree and implement any necessary control improvements.

This guide can be used by the assurance professional for many different purposes, including:

* Obtaining a view on current good practices on assurance and testing principles

* Learning how using different CoBIT components and related concepts can help in planning and scoping assurance initiatives

* Having available a comprehensive reference of all CoBIT control objectives and supporting control practices and how they can be
tested to obtain assurance that they are effective
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2. 1T ASSURANCE PRINCIPLES AND CONTEXT

INTRODUCTION

This section describes the overall principles, components and context of IT assurance and explores the IT assurance road map,
providing a high-level description of the major steps involved.

The objective of IT Assurance Guide is not to provide detailed assurance guidelines. Instead, the objective is to provide high-level
guidance on conducting assurance initiatives, and explain briefly a number of fundamental principles for understanding assurance
and some related techniques and contributory activities.

Formal standards such as the International Auditing and Assurance Standards Board’s (IAASB’) International Framework for
Assurance Engagements (IAASB Assurance Framework) may be referenced. However, in this manual, ‘assurance’ is the term used
consistently, as it is broader than the term ‘audit’. Assurance also covers evaluation activities not governed by internal and/or
external audit standards.

To be called an assurance initiative, five components must be present, as prescribed in the IAASB Assurance Framework and as
listed in figure 7.

Figure 7—The Five Components of an Assurance Initiative
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The objective of an assurance initiative is for an assurance professional to measure or evaluate a subject matter that is the
responsibility of another party. For IT assurance initiatives, there is generally also a stakeholder involved who uses the subject matter
but who has delegated operation and custodianship of the subject matter to the responsible party. Hence, the stakeholder is the end
customer of the evaluation and can approve the criteria of the evaluation with the responsible party and the assurance professional.

The conclusion of the evaluation provides an opinion as to whether the subject matter meets the needs of the stakeholder. Figure 8
summarises the relationships in an assurance initiative.

Figure 8—Relationships in the Assurance Initiative
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ASSURANCE APPROACH AND ROAD MAP

IT Assurance Road Map

To provide assurance, it is important to follow a consistent methodology or approach. Whilst the specific approach may be unique to
each organisation and type of initiative, for the purposes of this guide a fairly common approach is used. It is based on three stages:
planning, scoping and execution, with the final stage broken down into six steps. The stages and steps of the road map are presented
in figure 9.

Figure 9—IT Assurance Road Map
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For more significant assurance initiatives, additional information on breaking down the initiative into objectives, actions and
deliverables can be found in appendix VIIL, IT Scoping. This breakdown provides more detailed guidance that can be applied to IT
assurance activity scoping and IT control scoping.

PLANNING

The establishment of the IT assurance universe for the assurance assignment serves as the beginning of every assurance initiative. To
create a comprehensive plan, the assurance professional needs to combine an understanding of the IT assurance universe and the
selection of an appropriate IT control framework, such as CoBIT. The aggregation of these two allows for risk-based planning of the
assurance initiative. To set the correct assurance objectives, first a high-level assessment needs to be performed. The end deliverable
of this stage is the IT assurance plan (usually annual).

SCOPING

The scoping process can be performed in three different ways:

* The most detailed scoping approach starts from defining business and IT goals for the environment under review and identifying a
set of IT processes and resources (i.e., assurance universe) required to support those goals. The goals that are subject to the IT
assurance initiative can be scoped down to a lower granularity (i.e., key control objectives customised for the organisation).

* A high-level scoping approach may start from benchmarking research executed by ITGI, providing generic guidelines on the
relationship of business goals, IT goals and IT processes, as described in CoBIT. This generic cascade of goals and processes can
be used as a basis for more detailed scoping, as required for the specific environment being assessed.

* A hybrid scoping approach combines the detailed and high-level methods. This approach starts from the generic cascade of goals
and processes, but is adapted and modified to the specific environment before continuing the scoping to more detailed levels.

The end deliverables of this stage are the scope and objectives of the different IT assurance initiatives.

EXECUTION

The third stage of the IT assurance road map is the execution stage. Figure 10 describes an approach that assurance professionals
can follow as they execute a particular assurance initiative. These steps cover the core testing activities that the assurance
professional executes. Chapter 5, Assurance Initiative Execution, describes each of the steps in more detail. The end deliverable of
this stage is the conclusion of the individual IT assurance initiative.
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Figure 10—Execution Road Map
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IT Assurance Activities

The approach presented in the previous section, IT Assurance Road Map, describes the stages and steps for providing assurance
services and provides the structure for this guide. Some of the typical IT assurance activities that may be performed under each of
these assurance approach stages are listed in figure 11.

Figure 11 introduces the typical assurance activities that can be used—and for which advice is provided—in the different stages and
steps of the IT assurance road map. Sometimes the step is the activity; sometimes an activity can be leveraged in several steps.

Figure 11—IT Assurance Activities

e Plan:
Perform a quick risk assessment.
Assess threat, vulnerability and business impact.
Diagnose operational and project risk.
Plan risk-based assurance initiatives.
— ldentify critical IT processes based on value drivers.
— Assess process maturity.
e Scope:
— Scope and plan assurance initiatives.
— Select the control objectives for critical processes.
— Customise control objectives.
e Execute:
1. Refine the understanding of the IT assurance subject:
— Identify/confirm critical IT processes.
— Self-assess process maturity.
2. Refine the scope of the key control objectives for the IT assurance subject:
— Update the control objective selection.
— Customise control objectives.
— Build a detailed audit programme.
3. Test the effectiveness of the control design of the key control objectives:
— Test and evaluate controls.
— Update/assess process maturity.
4. Test the outcome of the key control objectives:
— Self-assess controls.
— Test and evaluate controls.
5. Document the impact of control weaknesses:
— Diagnose residual operational and/or project risk.
— Substantiate risk.
6. Develop and communicate overall conclusion and recommendations:
— Report assurance conclusions.

Whilst most of the advice in this guide focuses on the execution stage of the road map in figure 12 and Chapter 7, How CoBIT
Components Support IT Assurance Activities, additional advice is provided for the assurance activities listed, by identifying the
CoBIT components that can provide a particular benefit for each of these activities. All IT assurance initiatives include most of
these activities; therefore, most of the CoBIT components can be leveraged in all types of IT-related assurance initiatives.

Figure 12 demonstrates a linkage between assurance activities and where CoBIT components can provide a particular benefit.
In addition, chapter 7, How CoBIT Components Support IT Assurance Activities, provides suggestions on how the different
CoBIT components can be leveraged to improve the effectiveness and/or efficiency of different IT assurance activities.
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Reference to Other Assurance Models

Assurance professionals may be familiar with the standards set by organisations, such as IAASB within the International Federation
of Accountants (IFAC). IAASB has defined within its International Standards on Auditing stages of conducting an assurance
engagement in the context of the financial statement audit. Whilst these stages are specifically defined for the purposes of financial
statement audits, they are consistent with the suggested IT assurance processes in this guide. This is illustrated in figure 13.

Figure 13—Correlation of IT Assurance and Assurance Stages
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The first two steps of the execution stage refine the analysis of the planning and scoping stages and, therefore, map in the same
manner to the IAASB standard. For internal assurance, the planning activity is considered to be the annual plan activity and
‘refining the plan’ refers to planning aspects of individual assignments; whereas, for external audit, these two levels of planning may
happen at the same time.

The suggested approach for IT assurance is to make a clear distinction amongst:
* Testing the design of a control objective

* Testing the outcome of a control objective

* Documenting the impact of the weaknesses identified

Each of these three steps deals with collecting and assessing evidence, but in a different manner.

Type of Assurance Advice Provided

For the testing steps of the execution stage, this guide provides generic guidance as well as more specific advice to assist the IT
assurance professional, as shown in figure 14. The graphic summarises relationships amongst the key CoBIT components (process,
control objective and control practice) with the steps in the IT assurance road map.

Generic advice means that it can be applied to any process, control objective or control practice depending on the type of advice.
Specific advice refers to advice provided for a specific process, control objective or control practice.

The Historical Context—Statutory Audit (Financial Statement Audit)

It is important to understand that, historically, IT assurance started in support of financial statement audits. This class of assurance is
still of great relevance, especially in light of the US Sarbanes-Oxley Act and similar regulations internationally.

The purpose of a financial audit is, typically, to express an opinion on financial statements, notably in respect of the following

assertions:

» Existence or occurrence of the assets/liabilities/transactions reflected in the financial statements

» Completeness of all financial information presented

* Rights, obligations and relevant commitments appropriately presented in the financial statements

* Valuation or allocation of the value of financial statement captions on a fair and consistent basis

* Presentation and disclosure of values in the appropriate captions of the financial statements and relevant accounting principles or
additional information to help ensure correct interpretation
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Figure 14—Types of Advice Provided in This Guide
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Together, these assertions, when met, allow the auditor to form and report an opinion on the financial condition of the related entity.

RELEVANT GENERAL STANDARDS AND GUIDANCE

Current recognised guidelines for the external financial statement audit process are embodied in the International Standards on
Auditing (ISA).!

ISA 315 sets out the requirements of the assurance professional to obtain an understanding of internal control relevant to the audit,
which includes the following components:

* The control environment

* The entity’s risk assessment process

* The information system, including the related business processes relevant to financial reporting, and communication

* Control activities

* Monitoring of controls

The ISA recognises that, generally speaking, IT provides potential benefits of effectiveness and efficiency for an entity’s internal
control, but also that it poses specific risks.

With respect to IT, the financial statement assertions can be translated into the following information processing objectives:
» Completeness

* Accuracy

* Validity

* Restricted access

The minimum requirement for the assurance professional is to understand the information systems underpinning business processes
relevant for financial reporting and how the entity has responded to risks arising from IT. Since the use of IT affects the way control
activities are implemented in the business and related financial reporting, the assurance professional needs to consider whether the
entity has responded adequately to the risks arising from IT by establishing effective general IT controls and application controls.

The ISA define general IT controls as policies and procedures that relate to many applications and support the effective functioning
of application controls by helping to ensure the continued proper operation of information systems. General IT controls are
categorised in the ISA as follows:

* Data centre and network operations

* System software acquisition, change and maintenance

! International Standards on Auditing (ISA) are professional standards for the performance of financial audit of financial information. These standards are issued by
International Federation of Accountants (IFAC) and cover respective responsibilities, audit planning, internal control, audit evidence, using work of other experts,
audit conclusions and audit report, and specialised areas.

22 © 2007 IT Governance Institute. All rights reserved. www.itgi.org



* Access security
* Application system acquisition, development and maintenance

ISA 330 gives guidance on the nature, timing and extent of audit procedures to be adopted in response to identified risks. Some

specific requirements are set out in the ISA in relation to internal controls validation, including the following:

* When the assurance professional’s assessment of risks of material misstatement at the assertion level includes an expectation that
controls are operating effectively, the assurance professional should perform tests of controls to obtain sufficient appropriate audit
evidence that the controls were operating effectively at relevant times during the period under audit.

* When the assurance professional has determined that it is not possible or practicable to reduce the risks of material misstatement at
the assertion level to an acceptably low level with audit evidence obtained only from substantive procedures, the assurance
professional should perform tests of relevant controls to obtain audit evidence about their operating effectiveness.

The ISA also specify on the type of procedures to be carried out, stating that, ‘the assurance professional should perform other audit
procedures in combination with inquiry to test the operating effectiveness of controls’.

RELEVANCE FOR IT ASSURANCE

Specifically in relation to IT, the ISA state that the assurance professional considers the need to obtain audit evidence supporting the
effective operation of controls directly related to the assertions, as well as other indirect controls on which these controls depend,
such as underlying general IT controls. For that purpose, the CoBIT framework provides abundant guidance, and this guide provides
an assurance approach that is in line with ISA guidance.

Because of the inherent consistency of IT processing, audit evidence about the implementation of an automated application control,
when considered in combination with assurance evidence obtained regarding the operating effectiveness of the entity’s general
controls (and in particular system development life cycle controls, including change controls) may provide substantial assurance
evidence about its operating effectiveness during the relevant period. More guidance on these aspects is provided in chapter 6,
Assurance Guidance for CoBIT Processes and Controls.

Materiality

When conducting or supporting financial statement audits, assurance professionals ordinarily measure materiality in monetary
terms, since what they are auditing is also measured and reported in monetary terms. IT assurance professionals may conduct
assurance on non-financial items and, therefore, alternative measures are required. With respect to a specific control objective, a
material control is a control or group of controls without which control procedures do not provide reasonable assurance that the
control objective will be met.

ISACA IS Auditing Guideline G6 (www.isaca.org/standard/guideline.htm) specifies that where the IT assurance objective relates to
systems or operations processing financial transactions, the value of the assets controlled by the system(s) or the value of
transactions processed per day/week/month/year should be considered in assessing materiality.

For systems and operations not affecting financial transactions, the following are examples of measures that should be considered to

assess materiality:

* Criticality of the business processes supported by the system or operation

* Cost of the system or operation (i.e., hardware, software, staff, third-party services, overheads, a combination of these)

* Potential cost of errors (possibly in terms of lost sales, warranty claims, irrecoverable development costs, cost of publicity required
for warnings, rectification costs, health and safety costs, unnecessarily high costs of production, high wastage, etc.)

* Number of accesses/transactions/inquiries processed per period

* Nature, timing and extent of reports prepared and files maintained

* Nature and quantities of materials handled (e.g., where inventory movements are recorded without values)

* Service level agreement (SLA) requirements and cost of potential penalties

* Penalties for failure to comply with legal and contractual requirements

Assurance Risk

Assurance risk is the risk that an incorrect opinion is reported by the assurance professional in the presence of material misstatement
of the subject matter. Assurance risk is a function of the risk of material error and the risk that the assurance professional will not
detect associated errors or control failures.
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The risk of material error has two components:

* Inherent risk—The susceptibility of an assertion by the responsible party to a misstatement that could be material, individually or
when aggregated with other misstatements, assuming that there were no related internal controls

* Control risk—The risk that a misstatement that could occur in an assertion and that could be material, individually or when
aggregated with other misstatements, will not be prevented or detected and corrected on a timely basis by the entity’s internal control

Detective risk is the risk that the assurance professional’s procedures will not detect a misstatement that exists in an assertion that
could be material, individually or when aggregated with other misstatements. It is important when planning an assurance initiative to
assess assurance risk and design an approach to ensure that the assurance objectives are met.

* These definitions are drawn from the International Accounting and Assurance Standards Board.
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3. ASSURANCE PLANNING

INTRODUCTION

The first phase of the IT assurance framework (illustrated in figure 9) is the planning phase. Before beginning an assurance
initiative, the work of the IT assurance professional should be planned in a manner appropriate for meeting the assurance objectives.
For an internal assurance function, the assurance plan should be developed/updated/reviewed at least annually. The plan should act
as a framework for assurance activities and serve to address responsibilities set by the assurance charter. For an external IT
assurance initiative, a plan should normally be prepared for each initiative. Each type of assurance plan should clearly document the
objectives of the initiative and reflect the intended user’s strategy and priorities.

As part of the planning process, IT assurance professionals should obtain a good understanding of the assurance universe and the
organisation’s business goals for IT, IT goals, and how they are planned to be realised through IT processes and IT resources. The
extent of the knowledge required is determined by the nature of the organisation, its environment, risks and the objectives of the
assurance initiative. To execute the assurance initiative and assurance planning work according to a standardised and structured
approach, the IT assurance professional should also identify appropriate control frameworks that could be useful for the assurance
initiatives (e.g., COSO, CoBIT) or IT management frameworks or standards (e.g., ITIL, ISO/IEC 27000).

IT ASSURANCE UNIVERSE

The IT assurance universe defines the area of responsibility of the IT assurance provider; it is usually based on a high-level structure
that classifies and relates IT processes, resources, risks and controls, allowing for a risk-based selection of discrete IT assurance
initiatives. The assurance universe needs to be defined at the enterprise level and must be composed of subjects, units, processes,
procedures, systems, etc., that are capable of being defined and evaluated. The building blocks of the assurance universe are units
under which assurance can be conducted. For the purpose of /T Assurance Guide, COBIT provides a structure to define the IT
assurance universe built around the four types of IT resources and 34 IT processes categorised into four domains. The four domains
cover the traditional responsibilities in IT of plan, build, run and monitor.

The IT resources identified in CoBIT are defined as follows:

» Applications—The automated user systems and manual procedures that process the information

* Information—The data input, processed and output by the information systems, in whatever form is used by the business

* Infrastructure—The technology and facilities (i.e., hardware, operating systems, database management systems, networking,
multimedia, etc., and the environment that houses and supports them) that enable the processing of the applications

* People—The personnel required to plan, organise, acquire, implement, deliver, support, monitor and evaluate the information
systems and services. They may be internal, outsourced or contracted as required.

The four domains defined by CoBIT are Plan and Organise, Acquire and Implement, Deliver and Support, and Monitor and
Evaluate. As shown in figure 15, IT processes deliver information to the business, run the applications, and need infrastructure and
people. Together, they constitute the enterprise architecture for IT.

Figure 15—Enterprise Architecture for IT
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The portfolio of assurance activities within the assurance universe needs to be prioritised by risk level, technological complexity,
time since the most recent assurance initiative, strategic importance, age in technology, known control weaknesses, etc. By doing so,
assurance resources can be assigned to the units carrying the highest risk for the organisation. The prioritisation is driven by
business and governance objectives (regarding functionality, agility, return, compliance and comfort), implying specific value and
risk drivers, as illustrated in figure 16. This figure also illustrates that it helps to think in terms of IT resources for translating
business goals into IT goals (i.e., in terms of the services and information required) and in terms of the infrastructure and people
resources required to provide and support the services and information needed. CoBIT provides tables of generically applicable
enterprise and IT goals that can—after adaptation to the situation at hand—help in determining the subjects in the assurance
universe that need the most attention.

Figure 16—Business and IT Goals as Drivers for Assurance Planning
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IT Processes

The assurance universe resulting from the analysis work described previously results in most cases in a two-dimensional matrix,
with one dimension describing the relevant elements from the enterprise architecture for IT and the other dimension indicating the
possible control objectives, as shown in the left part of figure 17.

Figure 17-Linking the Enterprise Architecture and Control Objectives
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Because the recommended framework is CoBIT, with its process structure, a first step in scoping the assurance initiative can consist
of selecting the processes, thereby reducing the control objectives in scope on the horizontal dimension. This also allows for
simplifying the vertical dimension by concentrating on the IT resources because the processes have been dealt with in the horizontal
control objective dimension. This then produces the right side of figure 17. If other control frameworks are used that are not
process-oriented, the processes need to be retained in the vertical dimension. But even then, most frameworks can be mapped to
CoBIT (see www.isaca.org/cobit) so that after mapping the simplified version can be used.

26 © 2007 IT Governance Institute. All rights reserved. www.itgi.org



Other forms of representing the assurance universe are possible. Whatever representation is chosen, balance between completeness,
consistency and manageability has to be preserved. Through the proposed technique, all relevant units can be identified and
described. Some examples are:

* Applications can either be grouped (in line with the major business processes they support, e.g., sales, logistics, administration,
manufacturing, human resources) or listed individually; one can then identify a subset of the IT processes and control objectives to
the applications to identify (e.g., an assurance initiative on applications) the development cycle or portfolio management. Projects,
which are very often reviewed through project assurance initiatives, can be considered as applications in the making.

* People and the way they are organised (i.e., organisational units) are part of the assurance universe horizontal dimension, allowing,
for example, assurance on organisational entities.

* Infrastructure elements (e.g., data centre, networks, IT platforms) are another horizontal dimension, allowing identification of, for
example, security reviews of operating systems and networks, or physical reviews of data centres.

¢ Information includes databases, master files and transaction logs.

Specific topics currently high on the agenda of many IT departments include outsourcing projects and a variety of compliance
requirements. Through the process dimension of the assurance universe, the assurance professional can identify the relevant IT
processes that manage outsourced IT services, for example, DS1 Define and manage service levels and DS2 Manage third-party
services. By doing so, this specific topic can be included in the overall assurance universe.

RISK-BASED ASSURANCE PLANNING

The assurance professional should use an appropriate risk assessment technique or approach in developing the overall plan for the
effective allocation of IT assurance resources. Risk assessment is a technique used to examine units in the assurance universe and
select those areas for review that have the greatest risk exposure. The risks associated with each IT layer cannot be determined by
reviewing the IT-related risks in isolation, but must be considered in conjunction with the organisation’s processes and objectives.

Risk has two major attributes (probability and impact) and has a complex relationship amongst the attributes of the objects involved,

which are:

» Asset—Something of value (tangible or intangible) worth protecting

* Threat—Any situation or event that has the potential to harm a system

* Threat agent—Methods and things used to exploit a vulnerability (e.g., determination, capability, motive, resources)

» Threat event—An instance of a threat acting upon a system vulnerability in which the system is adversely affected

* Vulnerability—A weakness that could be exploited by a threat (e.g., an open firewall port, a password that is never changed, a
flammable carpet). A missing control is also considered a vulnerability.

* Countermeasure—A synonym for control. The term ‘countermeasure’ can be used to refer to any type of control, but it is most
often used when referring to measures that increase resilience, fault tolerance or reliability of an IT service.

* Risk—The potential that a given threat will exploit vulnerabilities of an asset to cause loss or damage to the asset

* Residual risk—The risk associated with an event when the control is in place to reduce the effect or likelihood of that event being
taken into account

Figure 18 provides the relationship amongst the different components and the major attributes of each. These attributes are essential
to analyse the contribution of each component to the risk analysis process. A suggested approach for this process is provided in
figure 19.

The suggested risk analysis approach starts from the valuation of assets, which in the CoBIT framework consists of the information
that has the required criteria to help achieve the business objectives (including all the resources necessary to produce that
information). The next step is the vulnerability analysis, which identifies the vulnerabilities that apply to the assets (e.g., a business
process that needs to comply with data privacy, a business product that deals with financial transactions or infrastructure elements)
that determine the availability of many information services. The next phase identifies significant threats that may be able to exploit
a given vulnerability (e.g., unintentional events such as errors, omissions and accidents; intentional actions such as fraud, hacking or
theft). The probability of the threat, the degree of vulnerability and the severity of the impact are combined to develop
threat/vulnerability scenarios and assess their risk. This is followed by the selection of countermeasures (controls) and an evaluation
of their cost and effectiveness. After considering the impact of implementing selected controls, residual risk can be determined. The
conclusion is an action plan after which the cycle can start again.
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Figure 18—Relationship and Attributes of the Risk Analysis Components
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Figure 19—A Risk Analysis Approach Leveraging the Risk Components and Their Attributes
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HIGH-LEVEL ASSESSMENTS

High-level assessment can provide support in assurance planning by identifying processes where the maturity/control gap between
as-is and to-be is the most significant. Several assessment techniques exist (covering the evaluation against performance and risk
attributes, process maturity attributes, control objectives and maturity attributes) resulting in, for example, process compliance
profiles as shown in figure 21.

The results of such high-level assessment can be used to prioritise the IT assurance work. Specific benefits of such high-level
assessments are:

» Making members of IT management aware of their accountability for controlling IT and gaining their buy-in

* High-level checking of compliance with established IT control requirements

* Optimising and prioritising IT assurance resources

* Bridging to IT governance

DEFINE THE SCOPE AND OBJECTIVES OF THE ASSURANCE INITIATIVE

IT assurance professionals should also clearly define the scope and objectives of the assurance work and perform a preliminary
assessment of internal control/maturity of the function/activities being reviewed to provide reasonable assurance that all material
items will be adequately covered during the assurance initiative.

To execute high-level planning assessments, CoBIT Quickstart can provide hands-on support (see www.isaca.org/cobit). Figures 20
through 22 also demonstrate other possible templates that can be used for high-level control and maturity assessments. The first
template, shown in figure 20, is a management awareness diagnostic that evaluates processes against some performance and risk
attributes. Completing this template for specific IT processes provides a quick insight into the risks associated (importance and
performance), the responsibility (who does it), the formality (documentation), the assurance history and the accountability.

Figure 20—Management Awareness Diagnostic

Risk _ L Who Does It?
Importance = How important for the organisation on a
scale from 1 (not at all) to 5 (very)
Performance = How well it is done from 1 (very well)
to 5 (do not know or badly)
Formality = Is there a contract, an SLA or a clearly
@ documented procedure (Y, N or ?) =
Q| S Audited?=Y Nor? , e Who Is
=|  Accountable = Name or ‘do not know E |. | 2| Accountable?
S| £ oo (B |=
€l = S| o|l®|®
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ElS CoBIT P HEEE:
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P01 Define a strategic IT plan.

P010 Manage projects.

Al6 Manage changes.

DS2 Manage third-party services.

DS5 Ensure systems security.

ME1 Monitor and evaluate IT performance.

The next two templates provide examples of how to execute a process maturity assessment, using the maturity description or
maturity attributes. The first template in figure 21 starts from the process maturity description, which needs to be broken down into
several maturity statements. For each of the statements, a compliance value needs to be defined, which enables the IT assurance
professional to calculate a ‘compliance profile’.

Another approach in assessing process maturity is to leverage the maturity attributes (CoBIT maturity models as explained in the
CoBIT framework). The maturity of a process can be assessed against six maturity attributes:

* Awareness and communication

* Policies, plans and procedures

* Tools and automation

» Skills and expertise

* Responsibility and accountability

* Goal setting and measurement
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Figure 21—Assessing the Process Maturity Compliance Profile
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Figure 22—Assessing Process Maturity Attributes

Policies, Plans
and Procedures

Tools and
Automation

Skills and
Expertise

Responsibility and
Accountability

Goal Setting
and Measurement

5 There is advanced,
forward-looking
understanding of
requirements.

Proactive communication
of issues based on trends
exists, mature

are applied, and integrated
communication techniques
communication tools are
in use.

External best practices and
standards are applied.

Process documentation is
evolved to automated
workflows. Processes, policies
and procedures are
standardised and integrated
management and

to enable end-to-end
improvement.

Standardised tool sets are
used across the enterprise.

Tools are fully integrated
with other related tools to
enable end-to-end
support of the processes.

support improvement of the
Tools are being used to
process and automatically
detect control exceptions.

The organisation formally
encourages continuous
improvement of skills, based
on clearly defined personal
and organisational goals.

Training and education support
external best practices
concepts and techniques.

and use of leading-edge
Knowledge sharing is an
enterprise culture, and
knowledge-based systems

are being deployed.

External experts and industry
leaders are used for guidance.

Process owners are
empowered to make
decisions and take action.
The acceptance of
responsibility has been
cascaded down throughout
the organisation in a
consistent fashion.

There is an integrated
performance measurement
system linking IT performance
to business goals by global
application of the IT balanced
scorecard. Exceptions are
globally and consistently
noted by management and
root cause analysis is applied.
Continuous improvement is

a way of life.

4 There is understanding
of the full requirements.

Mature communication
techniques are applied and
standard communication
tools are in use.

The process is sound and
complete; internal best
practices are applied.

All aspects of the process

are documented and repeatable.
Policies have been approved
and signed off on by
management. Standards for
developing and maintaining the
processes and procedures are
adopted and followed.

Tools are implemented
according to a
standardised plan, and
some have been
integrated with other
related tools.

Tools are being used in main
areas to automate management
of the process and monitor
critical activities and controls.

Skill requirements are routinely
updated for all areas,
proficiency is ensured for all
critical areas, and certification
is encouraged.

Mature training techniques

are applied according to the
training plan, and knowledge
sharing is encouraged. All
internal domain experts are
involved, and the effectiveness
of the training plan is assessed.

Process responsibility and
accountability are accepted
and working in a way that
enables a process owner to
fully discharge his/her
responsibilities. A reward
culture is in place that
motivates positive action.

Efficiency and effectiveness
are measured and
communicated and linked to
business goals and the IT
strategic plan. The IT balanced
scorecard is.implemented

in some areas with exceptions
noted by management and
root cause analysis is being
standardised. Continuous
improvement is emerging.

3 There is understanding
of the need to act.

Management is more formal
and structured in its
communication.

Usage of good practices
emerges.

The process, policies and
procedures are defined and
documented for all key
activities.

A plan has been defined
for use and standardisation
of tools to automate the
process.

Tools are being used for their
basic purposes, but may not all
be in accordance with the
agreed plan, and may not be
integrated with one another.

Skill requirements are defined
and documented for all areas.

A formal training-plan has
been developed, but formal
training is still based on
individual initiatives.

Process responsibility and
accountability are defined
and process owners have
been identified. The process
owner is unlikely to have
the full authority to exercise
the responsibilities.

Some effectiveness goals and
measures are set, but are not
communicated, and there is a
clear link to business goals.
Measurement processes
emerge, but are not
consistently applied.

IT balanced scorecard areas
are being adopted, as is
occasional intuitive
application of root cause
analysis.

2 There is awareness of the
need to act.

Management communicates
the overall issues.

Similar and common
processes emerge, but are
largely intuitive because of
individual expertise.

Some aspects of the process
are repeatable because of
individual expertise, and some
documentation and informal
understanding of policy and
procedures may exist.

Common approaches to

use of tools exist but are
based on solutions
developed by key individuals.

Vendor tools may have been
acquired, but are probably not
applied correctly, and may
even be shelfware.

Minimum skill requirements
are identified for critical
areas.

Training is provided in
response to needs, rather
than on the basis of an
agreed plan, and informal
training on the job occurs.

An individual assumes his/her
responsibility and is usually
held accountable, even if this
is not formally agreed. There
is confusion about
responsibility when problems
occur, and a culture of

blame tends to exist.

Some goal setting occurs;
some financial measures are
established but are known
only by senior management.
There is inconsistent
monitoring in isolated areas.

1 Recognition of the need for
the process is emerging.

There is sporadic
communication of the
issues.

There are ad hoc approaches
to processes and practices.

The process and policies
are undefined.

Some tools may exist;
usage is based on standard
desktop tools.

There is no planned
approach to the tool usage.

Skills required for the
process are not identified.

A training plan does not
exist and no formal training
oceurs.

There is no definition of
accountability and
responsibility. People take
ownership of issues based
on their own initiative on a
reactive basis.

Goals are not clear and no
measurement takes place.

Assessment of these attributes on a template, as shown in figure 22, provides the IT assurance professional with a ‘rising star
scheme’, indicating significant gaps between as is and to-be, areas as where attention is needed, and potential quick wins.
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4.IT RESOURCE AND CONTROL SCOPING

INTRODUCTION

The second stage of the IT assurance framework (illustrated in figure 23) is the scoping stage. This stage determines which

IT resources and control objectives are covered within a given IT control framework in the execution stage of the initiative.
Scoping consists of linking applicable IT resources (e.g., applications, information, infrastructure, people) to applicable IT control
objectives and then assessing the materiality of the impact of not achieving a specific control objective. Figure 23 illustrates the
eight-step scoping process.

Figure 23—IT Scoping Road Map

A. Framework Criteria

¢ A common language
for IT activities and key

h 4

© Establish drivers for the
assurance initiative

(clarify through interviews
with stakeholders).

© Document the enterprise
architecture for IT

(clarify through interviews

with key IT staff members).

h 4

© Choose an IT control
framework [A]
(verify that it responds to
minimum criteria).

© Select the IT process [B]

(document and validate the

link amongst business goal,
IT goal and IT process).

@ Select IT component [B]
(record the important activities
and resources for the
processes selected).

v

© Refine component
selection with
cause/effect analysis[B]
(use the goals and metrics
chain: business-
IT process-activity).

© Select initial
control objectives [B]

(leverage control
framework mappings).

v

O Refine control
objectives selection
with risk analysis[B]
(linking significant threats to
applicable vulnerabilities
to material impact).

management practices

* Business focus

* Governance
expectations

o |T tasks and activities
organised into
discrete processes

* Consistent with
generally accepted
IT good practices and
corporate governance
standards

B. Deciding What Is In

* Select
* Weigh
o Cut off
* Customise

Setting the scope for the initiative too narrowly may result in material factors not being considered. Setting the scope for the
initiative too broadly may result in inefficiencies and incorrect conclusions because of limited resources and time. Appendix VIII,
IT Scoping, sets out a generic scoping methodology that can be applied to IT assurance initiatives and a variety of other

IT governance programmes.

STEPS IN SCOPING IT RESOURCES AND CONTROL OBJECTIVES

Figure 24 describes the eight steps within the scoping phase of conducting the IT assurance initiative. These steps are described in
more detail as follows.

Step 1—Establish Drivers for the Assurance Initiative

In the first step, the drivers for the assurance initiative and the corresponding assurance objective are identified. As noted in chapter
1, there are many possible drivers for assurance, including process improvement and meeting compliance needs in support of the
financial statement audit. Verifying the drivers for the assurance initiative can be accomplished by activities such as interviewing
key stakeholders or inspecting assurance plans or charters.
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More specifically, the boundaries of the entity under review need to be unambiguously described, together with the current roles and
responsibilities and the resources required by IT to support the defined business needs of the entity under review.

The assurance professional needs to interview appropriate management and staff members to obtain an understanding of:
* Business requirements and associated risks

¢ Organisation structure

* Roles and responsibilities

* Policies and procedures

» Laws and regulations

* Control measures in place

» Management reporting (status, performance, actions)

* Past issues and corrective actions taken

* Current issues and concerns

* What management hopes to obtain as a result of the assurance initiative

Step 2—Document Enterprise IT Architecture
In the second step, the enterprise IT architecture is documented. The concept and elements of the architecture are set out in
chapter 3. The enterprise IT architecture can also be validated by interviews with key IT staff members.

Step 3—Select Control Frameworks
Appropriate control frameworks are selected in the third step. Typically this will be CoBIT, but for some initiatives it may be COSO,
similar entity-level control frameworks, or more detailed frameworks or standards, such as one of the relevant ISO standards.

Step 4—Identify IT Processes

After the appropriate control framework is chosen, the appropriate IT processes are selected and linked to appropriate IT resources
in the next step. IT processes in scope can be identified through analysis of the relationship amongst business goals, IT goals
and IT processes.

Step 5—Select IT Components

Step five is described in chapter 2. IT resources are made up of:
* Applications

* Information

* Infrastructure

* People

A number of inputs can be used to determine the IT resources that are relevant to the initiative. The priority here should be on
completeness because the subsequent risk analysis determines items that can be excluded from the scope of the initiative. However,
efficiency needs to be taken into account as well, to keep the matrix to a reasonable/workable size. The different inputs are:

* Drivers for the initiative—The drivers for the assurance initiative are the most important factors for determining the IT
components and the control objectives to review. Typical examples are major service breakdown, organisational change and
regulatory compliance.

* Business control requirements—Given the focus of this guide on IT assurance, it is assumed that the analysis of the required
and applicable business controls has occurred so that the scoping of IT controls is limited to how IT supports automated
business controls.

* Enterprise architecture for IT—The enterprise architecture encompasses the processes involved to deliver the information
services, the portfolio of applications and systems in use by the organisation, the technology used to run them, and the people
needed to plan, build, operate and support the applications. The relevant IT resources or groups of IT resources can be deduced
from the architecture.

Step 6—Refine IT Component Selection

In the initial linking of processes to resources, the assurance professional may derive a rather large portfolio, perhaps broader than
can be cost-effectively reviewed within the terms of the assurance initiative. In the sixth step, the assurance professional should
refine the selection of IT resources by ensuring that the resources have a direct relationship to the processes relevant to the initiative.
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Step 7—Select Control Objectives

The assurance professional makes a first selection of the COBIT control objectives that are relevant for the IT processes that are in
scope for the assurance initiative. Often the control objectives need to be customised for the realities of the particular enterprise
situation. For most initiatives, scoping IT resources does not require substantial analysis, because it starts from a specific enterprise
situation. Conversely, scoping the control objectives needs more analysis because it starts from one or more generic frameworks.
CoBIT provides material that can support the latter step, by describing a ‘risk and value’ statement for each of the control objectives,
demonstrating why specific controls are needed. Some mapping is required as well as customisation of the selected control
objectives to the enterprise environment and the objective of the assurance initiative.

Step 8—Refine Control Objectives Selection

Finally, in the eighth step, the assurance professional links the refined portfolio of IT resources set out in step six to the first cut of
control objectives selected in the seventh step. In an iterative process, the professional refines and often reduces the list of control
objectives that are relevant for this particular assurance initiative. The process of linking IT resources to control objectives is
illustrated in figure 24.

Figure 24—Risk-based IT Resource and Control Scoping
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In this step, the assurance professional should analyse the risk of not achieving the selected control objectives for the selected IT

resources, and retain only the IT resources and control objectives that have a material effect if the control objective is not achieved.

The assurance professional should:

* Review the horizontal lines of the matrix (figure 24) to determine if there is sufficient risk to keep the IT resource in scope and to
identify the resources with high risk that may require more in-depth review and testing

* Review the vertical lines of the matrix (figure 24) to remove the control objectives that are low risk and to identify objectives that
require enterprisewide solutions as opposed to point solutions

The critical conclusion of this step, illustrated in figure 24, is to answer the question, ‘Will not achieving this control objective for
this class of IT resource be material for this particular assurance initiative?” Only the cells for which the answer is ‘yes’ should be
retained in the final IT control scope.

IT-RELATED BUSINESS GOALS AND IT GOALS

To assist the IT assurance professionals in assurance planning, CoBIT provides a detailed cascade from [T-related business goals to
IT goals to IT processes. COBIT defines 17 generic business goals, which encompass business drivers and services that directly
impact IT. These are translated into supporting IT goals that, in turn, are linked to IT process goals (see appendix 1 in CoBIT 4.1).
This cascade of business, IT and process goals is particularly useful when analysing the assurance initiative drivers and how they
impact the assurance universe.

© 2007 IT Governance Institute. All rights reserved. www.itgi.org 33



This cascade of goals can help guide the assurance planning work. As shown in figure 25, if the assurance work focuses on a
specific business function, IT-related business goals and IT goals can be valuable input for the assurance planning work. Assurance

work that focuses on a specific organisational component (e.g., a process) can use IT goals and IT process goals as a source of
information for assurance planning.

Figure 25—IT-related Business, IT and IT Process Goals for IT Assurance Planning
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5. ASSURANCE INITIATIVE EXECUTION

INTRODUCTION

The third stage of the IT assurance framework (previously illustrated in figure 10) is the execution stage. Figure 10 describes a
road map that assurance professionals can follow as they execute a particular assurance initiative. The remainder of this section will
analyse the road map in detail.

Figure 10—Execution Road Map
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STEP 1—REFINE UNDERSTANDING

The assurance steps to be performed document the activities underlying the control objectives and identify the stated control
measures/procedures in place.

The first step of the execution stage is refining an understanding of the environment in which the testing is performed. This implies
understanding the organisation to select the correct assurance scope and objectives. The assurance scope and objectives need to be
communicated to and agreed upon by all stakeholders.

The output from this step consists of documented evidence regarding;:

* Who performs the task(s), where the task is performed and when the task is performed
* The inputs required to perform the task and the outputs generated by the task

* The stated procedures for performing the task

The assurance professional can structure this step along the following lines:

* Interview and use activity lists and RACI charts.

* Collect and read process description, policies, input/output, issues, meeting minutes, past assurance reports, past assurance
recommendations, business reports, etc.

* Prepare the scoping task (objective of process, goals and metrics of process to be reviewed).

* Build an understanding of enterprise IT architecture.

STEP 2—REFINE SCOPE

The assurance steps to be performed determine the scope of the assurance project.

Based on the current and detailed understanding of the IT environment, any revisions that may have been made to the business
and/or assurance objectives, and whilst planning a cost-effective testing plan, it may be appropriate to adjust the scope.

The scoping phase performed earlier may, therefore, need to be refined to determine a finalised subset of the assurance universe
(e.g., process, system, application) and a set of controls to be reviewed.

Analyse Business and IT Goals

The assurance objectives and approach to the current business objectives should be realigned, and the understanding of business
processes, the business goals, and the relevance of IT to the processes and objectives should be updated. The IT goals may need to
be adjusted, bearing in mind the latest assurance requirements and the IT organisation.
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Select Processes and Controls

The selection of the in-scope IT processes, IT control objectives and IT resources (i.e., applications, information, infrastructure,
people) should be refined to establish the assurance boundaries. The selection of the processes, objectives and related resources is
performed by assessing if it is likely that non-achievement of the control objective for the IT component will have a material effect.

Analyse Risks
The scope may need to be further adjusted, based on an assessment of the inherent risk of material control objections not being met.
This risk-adjusted scope determines the amount of assurance review and testing required.

Finalise Scope

The assurance strategy should be set, and the scope and focus of the assurance approach should be finalised based on the latest
understanding of objectives, optimum testing approach and assessed risk, as described previously. The IT processes, IT resources
and IT control objectives selection should be adjusted as required by the strategy defined. The documentation required and the
testing approach should be determined to ensure the most effective and efficient coverage of assurance objectives.

STEP 3—TEST THE CONTROL DESIGN

This section lists the different techniques that will be used in the detailed assurance steps.

Testing is performed, covering the following main test objectives (also to be found in SAS 70° and SysTrust™* assurance):
* Evaluate the design of the controls.

* Confirm that controls are placed in operation.

* Assess the operational effectiveness of the controls.

In addition, control efficiency may also be tested.

In the testing phase, different types of testing can be applied. Five generic testing methods include:
* Enquire and confirm:

— Search for exceptions/deviations and examine them.

— Investigate unusual or non-routine transactions/events.

— Check/determine whether something has (not) occurred (sample).

— Corroborate management statements from independent sources.

— Interview staff members and assess their knowledge and awareness.

— Reconcile transactions (e.g., reconciling transactions to bank statements).

— Ask management questions and obtain answers to confirm findings.
* Inspect:

— Review plans, policies and procedures.

— Search audit trails, problem logs, etc.

— Trace transactions through the process/system.

— Physically inspect presence (documentation, assets, etc.).

— Walk through installations, plans, etc.

— Perform a design or code walk-through.

— Compare actual with expected findings.
* Observe:

— Observe and describe the processes.

— Observe and describe the procedures.

— Compare actual with expected behaviour.
* Reperform and/or recalculate:

— Independently develop and estimate the expected outcome.

— Attempt what is prevented.

— Reperform what is detected by detective controls.

— Reperform transactions, control procedures, etc.

— Recalculate independently.

— Compare expected value with actual value.

— Compare actual with expected behaviour.

— Trace transactions through the process/system.

* Statement on Auditing Standards (SAS) No. 70, Service Organizations, is an internationally recognised auditing standard developed by the American Institute of
Certified Public Accountants (AICPA).
* SysTrust is an assurance service developed by the AICPA and the Canadian Institute of Chartered Accountants (CICA).

36 © 2007 IT Governance Institute. All rights reserved. www.itgi.org



» Review automated evidenced collection:
— Collect sample data.
— Use embedded audit modules.
— Analyse data using computer-assisted audit techniques (CAATS).
— Extract exceptions or key transactions.

The assurance steps to be performed assess the adequacy of the design of controls. The following three assurance steps should be

performed:

* Observe/inspect and review the control approach, and test the design for completeness, relevancy, timeliness and measurability.

* Enquire whether and confirm that the responsibilities for the control practices and overall accountability have been assigned. Test
whether accountability and responsibilities are understood and accepted. Verify that the right skills and the necessary resources are
available.

* Enquire through interviews with key staff members involved whether the control mechanism, its purpose, and the accountability
and responsibilities are understood.

In summary, the assurance professional must determine whether:
* Documented control processes exist

* Appropriate evidence of control processes exists

* Responsibility and accountability are clear and effective

» Compensating controls exist, where necessary

Additionally and specifically in internal audit assignments, the cost-effectiveness of the control design should be verified with the

following assurance steps:

« If the design of the control practice set is effective, investigate whether it can be made more efficient by optimising steps, looking
for synergies with other control mechanisms and reconsidering the balance of prevention vs. detection and correction. Consider the
effort spent in maintaining the control practices.

« If the control practice set is operating effectively, investigate whether it can be made more cost-effective. Consider analysing
performance metrics of the activities associated with this control practice set, automation opportunities and/or skill level.

STEP 4—TEST THE OUTCOME OF THE CONTROL OBJECTIVES

The assurance steps to be performed ensure that the control measures established are working as prescribed, consistently and
continuously, and conclude on the appropriateness of the control environment.

To test the outcome or effectiveness of the control, the assurance professional needs to look for direct and indirect evidence of the
control’s impact on the quality of the process outputs. This implies the direct and indirect substantiation of measurable contribution
of the control to the IT, process and activity goals, thereby recording direct and indirect evidence of actually achieving the outcomes
as documented in COBIT.

The assurance professional should obtain direct or indirect evidence for selected items/periods to ensure that the control under
review is working effectively by applying a selection of testing techniques as presented in step three. The assurance professional
should also perform a limited review of the adequacy of the process deliverables and determine the level of substantive testing and
additional work needed to provide assurance that the IT process is adequate.

STEP 5—DOCUMENT THE IMPACT OF CONTROL WEAKNESSES

The assurance steps to be performed substantiate the risk of the control objective not being met by using analytical techniques
and/or consulting alternative sources.

When control weaknesses are found, they have to be properly documented, taking into account their often sensitive and confidential
nature. In addition, particular care is required to correctly analyse and assess the severity of the observed weaknesses and the
potential business impact they may have.

The objective of this step is to conduct the necessary testing to provide management with assurance (or non-assurance) about the
achievement of a given business process and its related control objectives. More detailed analysis should occur when:

* No control measures are in place

* Controls are not working as expected

* Controls are not consistently applied
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This should result in a thorough understanding of the control weaknesses and the resulting threats and vulnerabilities, and an
understanding of the potential impact of the control weaknesses.

The following assurance steps can be performed to document the impact of not achieving the control objective:

* Relate the impact of not achieving the control objective to actual cases in the same industry and leverage industry benchmarks.

* Link known performance indicators to known outcomes and, in their absence, link the cause to its effect (cause/effect analysis).

* [llustrate what the impact would affect (e.g., business goals and objectives, enterprise architecture elements, capabilities,
resources).

* [llustrate the impact of control weaknesses with numbers and scenarios of errors, inefficiencies and misuse.

* Clarify vulnerabilities and threats that are more likely with controls not operating effectively.

* Document the impact of actual control weaknesses in terms of bottom-line impact, integrity of financial reporting, hours lost in
staff time, loss of sales, ability to manage and react to the market, customer and shareholder requirements, etc.

* Point out the consequence of non-compliance with regulatory requirements and contractual agreements.

* Measure the actual impact of disruptions and outages on business processes and objectives, and on customers (e.g., number, effort,
downtime, customer satisfaction, cost).

* Document the cost (i.e., customer and financial impact) of errors that could have been caught by effective controls.

* Measure and document the cost of rework (e.g., ratio of rework to normal work) as an efficiency measure affected by control weaknesses.

* Measure the actual business benefits and illustrate cost savings of effective controls after the fact.

* Use benchmarking and survey results to compare the enterprise performance with others.

* Use extensive graphics to illustrate the issues.

CoBIT provides support in the following ways:

* The business, IT and process goals and the information criteria in the process descriptions indicate what business values are at risk
if controls are not implemented properly.

* For each control objective, there are value and risk driver statements that indicate the benefits to be gained and the risks to be
avoided by improving controls.

* The RACI charts demonstrate which roles might be affected by the risk and, therefore, should be informed of the substantive
testing outcome.

* Maturity models can be leveraged to benchmark internally and against other industries or competitors in an easy, accessible and
understandable manner, helping to influence management. Benchmarking data are available in CoBIT Online.

STEP 6—DEVELOP AND REPORT OVERALL CONCLUSION
AND RECOMMENDATIONS

The assurance steps to be performed communicate the substantiated risk of the control weaknesses to the different stakeholders of
the assurance initiative.

The assurance professional should document any identified control weaknesses and resulting threats and vulnerabilities, and identify
and document the actual and potential impact (e.g., through root cause analysis). In addition, the assurance professional may provide
comparative information (e.g., through benchmarks) to establish a reference framework in which the test results ought to be
evaluated. As potential guidance to this, a generic maturity model for internal control is provided in chapter 7, Maturity Model for
Internal Control, showing the status of the internal control environment and the establishment of internal controls in an enterprise. It
shows how the management of internal control, and an awareness of the need to establish better internal controls, typically develops
from an ad hoc to an optimised level.

The objective is to identify items of significance to be able to articulate to the stakeholder the recommended actions and reasons for
taking action. This phase includes aggregating the results of the previous phases, developing a conclusion concerning the identified
control weaknesses and communicating:

* Recommended actions to mitigate the impact of the control weaknesses

* Performance comparison to standards and best practices for a relative view on the results

* The risk position regarding the process

The formulated conclusion and recommendations should allow the responsible party to take further steps and remedial actions.

When the assurance initiative is performed within an assurance context, the assurance professional needs to be thoughtful of formal
assurance communication and compliant with assurance reporting standards and guidelines (available at www.isaca.org).
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6. ASSURANCE GUIDANCE FOR COBIT PROCESSES AND CONTROLS

INTRODUCTION

This section describes the structure of the detailed testing guidance based on COBIT, covering six generic controls applicable to all
IT processes, IT general controls based on the 34 CoBIT IT processes and six application controls.

Guidance is provided for testing control design, testing control outcome and documenting the impact in appendices I through VI,
according to the layout in figure 26.

Figure 26—Structure of the Detailed Assurance Advice in Appendices | to VI

Control Objective Value Statements Risk Statements

Assurance Steps for Testing Control Design

Assurance Steps for Testing the Outcome of the Control Objectives

Assurance Steps for Documenting the Impact of Control Weaknesses

GENERIC PROCESS CONTROLS

Each CoBIT process has generic control requirements that are identified by generic process controls within the Process Control (PC)
domain (see appendix I). These are applicable for all COBIT processes and should be considered together with the detailed CoBIT
control objectives to have a complete view of control requirements.

The six generic process controls, detailed in appendix I, Process Control, are:
* PC1 Process goals and objectives

* PC2 Process ownership

* PC3 Process repeatability

* PC4 Roles and responsibilities

* PC5 Policy, plans and procedures

* PC6 Process performance improvement

GENERIC CONTROL PRACTICES

Three generic control practices and, consequently, three generic assurance steps are defined. They are:
 Approach

* Accountability and responsibility

* Communication and understanding

The complete set of generic and specific control practices provides one consistent control approach necessary and sufficient for
achieving the stated control objectives. Other control approaches with different sets of practices may exist; hence, there is a need to
always verify the appropriateness of the control design at the outset of control implementation or at the outset of assurance activities.

Approach

The generic approach control practice consists of:

¢ Generic control practice—Designs the control approach for achieving this control objective, and defines and maintains the
control practices that implement this design

* Assurance step—Enquires whether and confirms that a set of practices has been defined to achieve the objective;
observes/inspects and reviews the control approach, and tests the design for completeness, relevancy, timeliness and measurability
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Accountability and Responsibility

The generic accountability and responsibility control practice consists of:

* Generic control practice—Defines and assigns accountability and responsibility for the control objective as a whole, and
responsibility for the different control practices (see RACI charts in CoBIT); makes sure personnel have the right skills and
necessary resources to execute these responsibilities

¢ Assurance step—Enquires whether and confirms that responsibilities for the control practices as well as overall accountability
have been assigned in a cost-effective and efficient manner; tests whether accountability and responsibilities are understood and
accepted; verifies that the right skills and necessary resources are available

Communication and Understanding

The generic communication and understanding control practice consists of:

* Generic control practices—Ensures the control practices, as implemented, address the control objectives and are communicated
and understood

¢ Assurance step—Enquires through interviews with key staff members involved whether the control mechanism, its purpose, and
the accountability and responsibilities have been communicated and are understood

IT GENERAL CONTROLS

General controls relate to the environment within which automated application systems are developed, maintained and operated and
which are, therefore, applicable to all the applications. They ensure the proper development, implementation and maintenance of all
automated applications, and the integrity of program and data files and of computer operations.

Guidance is provided on how to test CoBIT’s 34 IT processes, organised into four appendices (see appendices II-V) based on
CosIT’s four domains.

APPLICATION CONTROLS

Application controls relate to the transactions and standing data pertaining to each automated application system and are specific to
each such application. They ensure the completeness and accuracy of the records and the validity of the entries made in the
transactions and standing data resulting from both manual and automated processing. They are defined further in the Application
Control (AC) domain in appendix VL.

Relative to IT assurance, a distinction is made between application and general controls. General controls are controls embedded in
the IT organisation, its processes and services. Examples include:

* Systems development

* Change management

* Security

» Computer operations

Controls embedded in business process applications, on the other hand, are commonly referred to as application controls.
Examples include:

» Completeness

* Accuracy

* Validity

* Authorisation

* Segregation of duties

Therefore, the objectives of application controls generally involve ensuring that:

* Data prepared for entry are complete, valid and reliable

* Data are converted to an automated form and entered into the application accurately, completely, and on time

* Data are processed by the application completely and on time, and in accordance with established requirements

* Output is protected from unauthorised modification or damage and distributed in accordance with prescribed policies

CoBIT assumes the design and implementation of automated application controls to be the responsibility of IT, covered in the
Acquire and Implement (AI) domain, based on business requirements defined using CoBIT’s information criteria. The operational
management and control responsibility for application controls is not with IT, but with the business process owner. IT delivers and
supports the applications’ services and the supporting information databases and infrastructures. Therefore, the COBIT IT processes
cover general IT controls but not application controls, because these are the responsibility of business process owners and, as
described previously, are integrated into business processes.
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Business controls are not in the scope of COBIT and /T Assurance Guide. Figure 27 sets the boundaries of IT general controls and
application controls, delineating at the same time the extent to which CoBIT handles business controls.

Figure 27—IT General Controls and Application Controls
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For automated services, the business is responsible for defining functional, as well as control, requirements to be included in all
business processes supported by applications. Subsequently, IT responsibilities include automation of the business functional and
control requirements and establishment of controls to maintain the integrity of the business applications.

Just as for the IT general controls and generic process controls, guidance is provided for testing the design and outcome and
documenting impact for each of the six CoBIT application controls, detailed in appendix VI, Application Control:

* AC1 Source document preparation and authorisation

* AC2 Source document collection and data entry

* AC3 Accuracy, completeness and authenticity checks

* AC4 Data processing integrity and validity

* ACS Output review, reconciliation and error handling

» AC6 Transaction authentication and integrity

Application control weaknesses may have an impact on the entity’s ability to process business transactions through the impacted
business processes and applications. Application controls are a subcomponent of the entity’s business controls. Weaknesses in
application controls may be mitigated by compensating manual business and organisational control activities. The impact of
application control weaknesses should be considered in the context of the underlying business process nature and related
transactions and the impact of other business process controls and, as such, should be considered in consultation with the business
process assurance provider.

EXAMPLES OF THE USE OF DETAILED ASSURANCE STEPS

Some illustrative examples of how the assurance testing steps could be applied follow.

Example 1—Testing of Control Design

SITUATION
General computer controls are reviewed in a transaction processing organisation with assessment of the process Al6 Manage
changes, control objective Al6.2 Impact assessment, prioritisation and authorisation.

OBSERVATIONS

For the selected systems (e.g., application, platform, network), the assurance professional inventoried the types of changes that can
be implemented, the procedures (formal or informal) currently in place, all parties involved in the change management process,
tools used, etc. This was done through interviews with involved persons and inquiries for documented procedures. The result of this
work was a comprehensive and correct flowchart of the change management process.
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The assurance professional reviewed the identified process flow to determine whether there was a step defined in the procedure to assess
the impact of a change by a competent person or group of persons. The assurance professional observed that the template for requesting
and approving changes included a section on impact assessment. However, the change management procedure did not mention that this
information is mandatory, and the absence of this information did not lead to a rejection of the change request. In addition, the procedure
did not mention any documentation standards or required verification and approval steps for the impact assessment.

CONCLUSION

The design of this control is flawed because a fundamental component of the control (i.e., impact assessment) is incomplete at best.
It is possible that changes have been implemented without proper risk assessment, which can lead to unplanned and difficult-to-
contain operational disruptions or malfunctions.

Example 2—Testing for the Effectiveness of the Control

SITUATION
General computer controls are reviewed in a transaction processing organisation with assessment of the process Al6 Manage
changes, control objective Al6.3 Emergency changes.

OBSERVATIONS

As part of the evaluation of the control design, the assurance professional identified that, for all relevant change management
procedures, there is a control defined to help ensure that emergency change requests are reintroduced into the normal change
management cycle. In addition, the assurance professional found that there is a procedure that ensures that all emergency changes
are appropriately logged in a change management tool.

As part of the control effectiveness testing, a sample of emergency change requests was selected from the change management tool
and traced to its reintroduction as normal changes. This tracing included verification of whether the emergency change was actually
introduced again as a normal change and whether it was processed following the normal change management procedure.

The assurance professional observed that from the sample of 25 emergency changes selected, three of them were not subsequently
reprocessed as normal changes. In addition, the assurance professional found that from the 22 emergency changes that had been
duly reintroduced, only 10 were discussed at the change management board—or at least that there was a trace available that
indicated that the 10 changes were discussed (trace included information stored in the change management tool).

CONCLUSION

The emergency change procedure is not effective for two reasons:

* Not all emergency changes are reintroduced in the system, leading to a risk of losing emergency changes from sight and not
learning from them.

* Emergency changes that have been reintroduced are most likely inadequately discussed and documented, leading to the same risk.

Example 3—Documenting the Impact of Control Weaknesses

SITUATION
General computer controls are reviewed in a transaction processing organisation with assessment of the process Al6 Manage
changes, control objective Al6.3 Emergency changes.

OBSERVATIONS

Using the situation as described, the assurance professional needed to gain additional information and perform further analysis to
assess and document the impact of the control weaknesses. For the aforementioned examples, the assurance professional needed to
consider the types and numbers of changes affected by the control weaknesses.

Some of the required information might/should already be gathered at the planning stage. This information should be used to
evaluate the materiality of the weaknesses noted. Notably, the changes affected should be mapped back to the relevant infrastructure
components and the applications/information they support/process. In addition, SLA penalties might apply. Furthermore, analysis of
problems noted in the past can help establish the real potential impact of the weaknesses noted.

In this case, it turns out that, after discussion with the responsible change manager and confirmation with other change management board
members, the missing emergency changes relate to non-critical systems and the missing documentation was only a documentation issue,
whereas the actual change, its cause and consequences had indeed been discussed but were not formally documented.

CONCLUSION
Although the control weaknesses remain as they have been observed, further analysis and documentation showed that the
weaknesses were of a lesser importance than originally assessed.
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7. How CoOBIT COMPONENTS SUPPORT IT ASSURANCE ACTIVITIES

INTRODUCTION

Figure 28 links the list of typical IT assurance activities to the CoBIT components that can be leveraged to make the activities more
efficient and effective. It demonstrates how COBIT can support specific assurance-related activities, often performed as stand-alone
tasks, in addition to how CoBIT has provided support to the suggested IT assurance road map, described in the previous sections.

Links have been indicated only where there is specific and strong support for an IT assurance activity. There are some key
components, however, that support all activities. In practice, users of CoBIT adapt and tailor the CoBIT resources for their specific
purposes and discover how CoBIT can add value to a particular task. The table is, therefore, only a guide.

Two of the most useful components are the goals and outcome measures and the RACI charts (key activities and responsibilities).
They capture the essence of IT, its processes, activities and objectives and, hence, support all aspects of planning, scoping and
assurance execution. Another important component for IT assurance activities is COBIT Online—its searching and browsing
functions enable easier access to all the main CoBIT content as well as useful benchmarking data. Those CoBIT components
important for assurance activities are shaded in figure 28.

Figure 28 —Linking IT Assurance Activities and CoBIT Components
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The following sections summarise the most important relationships in figure 28, first from the components point of view and
then from the activities point of view. To conclude, the strongest links between activities and components are circled in figure 28.

CoBIT COMPONENTS

Control objectives and practices are mostly useful for testing related activities, although since the control objectives are high-level
and similar to key management practices, they can be considered during planning activities. Both are also helpful for the selection
and customisation of control objectives for an assurance initiative.
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The list of CoBIT processes and the domains provide a responsibility structure for IT and help ensure the completeness of the
assurance coverage. The list is useful in the planning phase and also when summarising the conclusions of an assurance initiative.
Similarly, information criteria provide a generic and simple high-level structure of the objectives of IT processes and are equally
useful for structuring assurance plans and conclusions.

Maturity models are very useful tools for high-level assessments of processes, identification of key processes, planning which processes
need most attention in the assurance programme and also when summarising the assurance conclusions. The maturity attributes provide
more details for process maturity assessment, and because they are generic for all processes, they are also an alternative to the specific
process maturity descriptions provided for each CoBIT process. Because maturity models describe zow processes are managed, the
detailed attributes can be used to further customise control objectives, which usually describe only what needs to be done. Maturity
models are increasingly being used by IT management for self-assessment and can, therefore, provide a common approach for both the
assurance and IT professionals to understand and agree upon priorities and areas on which to focus attention.

Whereas performance drivers play an important role for assurance activities in the planning and reporting phases of an IT assurance
road map, they are also a good source for customising control objectives because they imply that certain actions need to happen or
conditions need to exist that will increase the probability of successfully achieving the process’s objectives and goals.

Value and risk statements provide the arguments to justify controls but are also primary inputs when performing high-level or
detailed risk assessments. They are also starting points when identifying critical processes and IT components.

The management awareness and diagnostic tools are provided in Supplemental Tools and Materials, available online and on
CD-ROM with the IT Governance Implementation Guide: Using COBIT and Val IT, 2" Edition. They are tools to perform initial
high-level assessments of process importance, significant risks and the state of process controls, typically done in the early stages of
the IT assurance initiative.

The assessment form presentation of CosIT Quickstart lends itself easily for quick or high-level assessments as well as for efficient
self-assessments.

Benchmarking data and functionality as provided in CoBIT Online are useful to portray how the entity compares on process
management and controls with other enterprises in the same industry, geography or size segment. The comparison is supported with
pie chart and spider diagrams. Such benchmarks lend a lot of credibility to the conclusions of assurance activities but can also be
used earlier in the assurance life cycle (e.g., to identify processes that need early or in-depth assurance coverage because of gaps
with the rest of the industry).

IT ASSURANCE ACTIVITIES

To gain insight into the entity where the IT assurance activities are to be performed, the CoBIT components that provide the best
support for the assurance professional are the process structure, maturity models, goals, outcome measures and performance drivers.

Risk-based IT assurance planning has become common practice and is well supported by CoBIT’s maturity modelling and CoBIT
Online’s benchmarking to identify where the highest potential risks are. The risk and value statements of the control objectives
provide additional support if more detailed risk assessment is required to drive the assurance plan. Quickstart as well as the
awareness and diagnostic tools are aids to perform high-level assessments quickly and efficiently.

Planning and reporting—and scoping to a lesser extent—use most of the CoBIT components but usually only as input or reference.
On the other hand, detailed planning and scoping, as well as testing, are activities that use fewer of the CoBIT components but they
tend to use them more intensely. Planning, scoping and testing are also the IT assurance activities that extensively use the material
that is at the ‘heart” of CoBIT: the control objectives.

THE STRONGEST LINKS

Some of the strongest links between CoBIT components and IT assurance activities (i.e., where activities can benefit the most from
the CoBIT materials) are as follows:

* Goals and outcome measures with planning risk-based assurance initiatives

* Risk and value statements with risk assessments and risk substantiation

* Key activities and RACI charts with detailed assurance planning

* Control objectives and practices with testing and evaluating controls

* Maturity models and attributes with process maturity and other high-level assessments

The ITGI publication /7 Control Objectives for Sarbanes-Oxley, 2 Edition, also provides strong links between COBIT components
and IT assurance activities.
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APPENDIX [—PROCESS CONTROL (PC)

PC1
PC2
PC3
PC4
PC5
PC6

Process Goals and Objectives
Process Objectives

Process Repeatability

Roles and Responsibilities

Policy, Plans and Procedures
Process Performance Improvement
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APPENDIX II—

PLAN AND ORGANISE (PO)

PO1
PO2
PO3
P04
PO5
PO6
PO7
POS8
PO9
PO10

Define a Strategic IT Plan

Define the Information Architecture

Determine Technological Direction

Define the IT Processes, Organisation and Relationships
Manage the IT Investment

Communicate Management Aims and Direction

Manage IT Human Resources

Manage Quality

Assess and Manage IT Risks

Manage Projects
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Take the following steps to test the outcome of the control objectives:

* Confirm through interviews with steering committee members and other sources that the steering committee members are
appropriately represented by IT and business unit leadership (e.g., awareness of roles, responsibility, decision matrix and their
ownership).

* Review the approved steering committee charter and assess for relevance (e.g., roles, responsibility, authority, accountability, scope
and objectives are communicated and understood by all members of the committee).

* Inspect business cases to determine that the documentation has appropriate content (e.g., scope, objectives, cost-benefit analysis,
high-level road map, measures for success, roles and responsibilities, impact of existing IT investment programmes)
and that the business cases were developed and approved in a timely manner. Confirm through interviews whether
IT-enabled investment programmes, IT services and IT assets are evaluated against the prioritisation criteria (review the
documented prioritisation criteria).

* Confirm through interviews with members of IT management that they are informed of future business directions and goals, long-
term and short-terms goals, mission, and values.

* Enquire whether and confirm that enterprisewide goals and objectives are incorporated into IT strategic and tactical planning
processes and that the strategic planning process includes all business and support activities.

* Confirm by examining documentation, such as meeting minutes or correspondence, that business and IT are both involved in
leveraging current technology to create new business opportunities.

¢ Confirm that a report on current information systems (including feedback on the system, use of the system improvements of
changes done on the system) is maintained on regular basis.

* Review the achievement of agreed-upon targets defined within the previous tactical IT plan (e.g., outcome of the performance
evaluation could include, but may not be restricted to, current requirements, current delivery compared with requirements, barriers
to achieving requirements, and the steps and costs required to achieve agreed-upon business goals and performance requirements).

* Enquire whether and confirm that the risk and cost implications of the required IT capabilities have been documented in the IT
strategic plan.

* Confirm that the outcome measures that relate to business-identified benefits have been signed off on by the stakeholders and that
the feedback from stakeholders has been taken into consideration.

* Enquire whether and confirm that the approved IT strategic plan is communicated and that there is a process to determine that the
plan is clearly understood.

¢ Confirm through interviews, meeting minutes, presentations and correspondence that the IT strategic plan has been approved by
the IT steering committee and the board. Enquire whether and confirm that a formal approval process was followed.

* Enquire whether and confirm that tactical plans are aligned to strategic plans and regularly updated. Confirm through interviews
that tactical plans are used as the basis for identifying and planning the projects, acquiring and scheduling resources, and
implementing monitoring techniques.

* Enquire whether and confirm that the content of the tactical plans includes clearly stated project definitions, project time frames
and deliverables, the required resources and the business benefits to be monitored, performance indicator goals, mitigation plan,
contingency plan, communication protocol, roles, and responsibilities.

* Confirm that the selected portfolio/project has been translated into the required effort, resources, finding, achievement, etc., and is
approved by business (e.g., meeting minutes, senior management review records).

* Confirm that the required authority to launch the approved projects within the selected programmes has been obtained (meeting
minutes, formal approval process, communication of approved project) from business and IT.

* Confirm that projects that have been delayed or postponed or that have not proceeded are communicated to business owners and
involved IT staff members.

Take the following steps to document the impact of the control weaknesses:

* Assess the risks (e.g., threats, potential vulnerabilities, security, internal controls) due to the improper allocation of
IT investment.

* Assess the additional cost due to the return on investment (ROI) not being maximised in terms of business goals.

* Assess the risks (e.g., threats, potential vulnerabilities, security, internal controls) due to the IT investments not being properly
aligned with the overall business strategy.

* Assess the impact of the business investing in self-contained IT systems to meet its requirements.

* Assess the possibility of business dissatisfaction with IT service delivery.

* Assess the risks (e.g., threats, potential vulnerabilities, security, internal controls) due to the inability to execute IT strategic plans.

* Assess the risks (e.g., threats, potential vulnerabilities, security, internal controls) due to projects being started and then failing or
incurring unnecessary expenditure.

* Assess the additional cost due to the implementation of a suboptimal solution.

* Assess the risks (e.g., threats, potential vulnerabilities, security, internal controls) due to business outcomes not being understood
and, hence, being less effective.
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Take the following steps to test the outcome of the control objectives:

» Review documentation of the information architecture model to determine whether it addresses all significant applications and
their interfaces and relationships.

* Review information architecture documentation to verify that it is consistent with the organisation’s strategy and strategic and
tactical IT plans.

* Ensure that changes made to the information architecture model reflect those in the IT strategic and tactical plans and that
associated costs and risks are identified.

* Enquire whether and confirm that business management and IT understand relevant parts of the information architecture model
(e.g., data ownership, accountability, data governance).

* Enquire whether and confirm that the information architecture model is regularly checked for adequacy, flexibility, integrity and
security and that it is subject to frequent user reviews (e.g., impact of information system changes).

* Enquire whether and confirm that data administration controls exist, and co-ordinate the definitions and usage of reliable and
relevant data consistent with the enterprise information model.

* Review the data dictionary and verify that all significant data elements are described properly as per the defined process.

* Verify defined data syntax rules, data validation rules and business rules as per the defined process.

» Enquire whether and confirm that metadata in data dictionaries are sufficiently detailed to communicate syntax in an integrated
manner across applications and that they include data attributes and security levels for each data item.

* Enquire whether and confirm that data dictionary management is implemented, maintained and reviewed periodically to manage
the organisation’s data dictionary and data syntax rules.

* Verify whether the system covers all relevant data elements by comparing a list of data with actual implementation in the tool.

* Enquire whether and confirm that a data quality programme is implemented to increase data integrity, standardisation, consistency,
one-time data entry and storage (e.g., use automated evidence collection when possible to test data integrity, standardisation,
consistency, one-time data-entry and storage from sample data, embedded audit modules, data analysis using audit software or
other integration tools). Use automated tools (e.g., computer-assisted audit techniques [CAATs]) to verify data integrity.

* Enquire whether and confirm that a data classification scheme is defined and approved (e.g, security levels, access levels and
defaults are appropriate).

* Enquire whether and confirm that data classification levels are defined based on organisation needs for information protection and
the business impact of unprotected information.

* Verify that business owners review the actual classification of information and are aware of their roles, responsibilities and
accountability for data.

* Enquire whether and confirm that components inherit the classification of the original assets.

* Verify that all deviations from the data classification inheritance policy have been approved by the data owner.

* Enquire whether and confirm that information and data (including hard copies of data) are labelled, handled, protected and
otherwise secured in a manner consistent with the data classification categories.

* Inspect evidence that the required integrity and consistency criteria for data are defined and implemented (e.g., data stored in
databases and data warehouses are consistent).

* Enquire whether and confirm that a data quality programme is implemented to validate and ensure data integrity and consistency
on a regular basis.

Take the following steps to document the impact of the control weaknesses:

* Assess the impact of inconsistency amongst IT plans described in strategic planning and the enterprise information
architecture model.

* Assess the impact of ineffective interface between business and IT decision making.

* Assess the vulnerability to disclosure of sensitive information.
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Take the following steps to test the outcome of the control objectives:

* Review the result of the SWOT analysis to verify that business systems architecture, technological direction, migration strategies
and contingency aspects are included in the technological direction and infrastructure plans.

* Review appropriate documents to confirm whether market evolutions, legal and regulatory conditions, and emerging technologies
(e.g., technological developments, competitor activities, infrastructure issues, legal requirements and regulatory environment
changes, third-party experts) are being monitored (e.g., review the output and results of the monitoring activity and verify the
action taken based on the analysis).

* Review the IT strategy and IT technological infrastructure plan to ensure that it is aligned with the latest developments in IT that
have the potential to impact the success of the business.

* Confirm with the chief architect that ongoing assessments of current status vs. planned infrastructure are taking place. Review the
corrective actions identified and executed, and compare these against the approved technology infrastructure plans.

* Inspect the technology infrastructure plan to confirm that changes in the competitive environment, economies of scale for
information systems staffing and investments, and improved interoperability of platforms and applications are identified.

* Enquire whether the technology research budget is used in an effective and efficient manner (e.g., number of improvements based
on research, improvement in services).

* Inspect technology guidelines to determine that they appropriately support the technological solutions, accurately represent the
organisation’s technological direction and provide sufficient direction for a wide range of problems.

* Enquire whether and confirm that an IT architecture board has been established and roles, responsibility and accountability have
been formally defined.

¢ Confirm with members of the IT architecture board that meetings are held frequently (e.g., periodic/event basis).

* Determine that all agreed-upon actions from IT architecture board meetings are appropriately recorded, tracked and implemented.

Take the following steps to document the impact of the control weaknesses:

* Assess the risks (e.g., threats, potential vulnerabilities, security, internal controls) that the organisation may not select appropriate
technologies that achieve business goals or create new business opportunities (e.g., market leadership).

* Assess the risks (e.g., threats, potential vulnerabilities, security, internal controls) that the technology plans may not consider
changes in the competitive environment.

* Assess the impact of economies of scale for information systems staffing and investments that are not achieved.

* Assess the opportunity cost of not realising opportunities to integrate platforms and applications.

* Assess the opportunity cost that potential business opportunities may not be realised.

* Assess the opportunity cost that technology trends may not be taken into account in the development of the IT technology
infrastructure plan.

* Assess the risk of non-compliance to legal and regulatory regulations.
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Take the following steps to test the outcome of the control objectives:

* Review the IT process framework and determine if it supports the IT strategic plan and integrates with the business process, IT
processes and enterprise portfolio management.

* Enquire through interviews whether this framework is being communicated, executed and understood by business and IT.

* Enquire whether and confirm that the IT process framework has been integrated with the quality management system and internal
control framework.

* Enquire whether and confirm that the scope, membership, responsibilities, etc., of the IT strategy committee are defined, that the
committee is composed of board and non-board members, and that each has appropriate expertise.

* Confirm through interviews, meeting minutes and reports to the board of directors that the IT strategy committee reports to the
board on governance and IT strategic issues.

* Enquire whether and confirm that senior IT management understands which processes are used to monitor, measure and report on
IT function performance.

* Confirm the existence of an IT steering committee with representation from the executive level, key business operations areas, [T
and key business support areas.

* Enquire whether and confirm that formal documentation of the role and authority of the IT steering committee includes key
sponsorship at the executive level.

* Inspect documents such as meeting minutes and an IT steering committee charter to identify the participants involved in the
committee, their respective job functions and the reporting relationship of the committee to executive management.

¢ Enquire whether and confirm that IT is headed by a CIO or similar function and the reporting line is commensurate with the
importance of IT.

* Confirm through interviews and organisational chart reviews that no individual user groups/departments can exert undue influence
over the IT function (e.g., reporting relationship of the IT function and its independence from a single business unit or department,
and identifying how projects are funded).

* Confirm through interviews and documentation reviews that the IT function is adequately resourced and funded to support the
business function (e.g., review the business case, IT strategy and IT tactical plan for resource requirements).

* Enquire whether and confirm that periodic reviews of the IT organisational structure occur, with the aim of ensuring that they
reflect business needs.

* Confirm with the head of IT administration that access to external resources is available as needed.

¢ Confirm through interviews with IT personnel that a role has been assigned to each with corresponding IT tasks (e.g., assess
whether personnel understand the role and tasks that have been assigned and the tasks are being performed).

* Enquire whether and confirm that responsibilities have been assigned to roles (e.g., verify that each role has the necessary
responsibilities to execute the role).

* Enquire whether and confirm that role descriptions have been created, and delineate authority and responsibilities.

* Enquire whether and confirm that a QA function exists.

* Determine the role of the QA functions (e.g., monitoring processes to ensure compliance with the organisation’s QA-related
policies, standards and procedures; and acting as a centre of expertise for the development of QA-related policies, standards and
procedures).

* Enquire whether and confirm that the QA function is adequately staffed with the appropriate skills.

* Enquire whether and confirm that members of senior management have established risk management and information security
functions that are accountable for the respective areas.

* Enquire whether and confirm that the reporting line of the risk management and security function allows it to effectively design,
implement and, in conjunction with line management, enforce compliance with the organisation’s policies and procedures.

* Enquire whether and confirm that a process is in place to obtain senior management guidance on the acceptable level of risk
associated with IT.

* Enquire whether and confirm that roles and responsibilities for the risk management and information security function have been
formalised and documented and that responsibilities have been appropriately allocated. Review the documentation and determine
whether roles and responsibilities are being fulfiled as outlined.

 Enquire whether and confirm that resource requirements are assessed regularly and are provided as needed. Assess whether the
staffing levels are appropriate based on the the results of the resource requirement assessments.

* Confirm through interview and documentation reviews that an inventory of information assets has been created, tracked and
maintained.

* Confirm through interviews that supervisors have the required skill set to perform supervisory functions (e.g., tracking of critical
tasks, key performance indicators, staff performance appraisals and risk assessment).

* Review the escalation procedure and verify that it has been implemented and is being applied consistently (e.g., issues are
recorded, tracked and analysed periodically).

* Enquire whether and confirm during periodic employee reviews that supervisory skills are assessed and required actions are taken
to ensure competency.

* Enquire whether and confirm that there is a process to identify conflicting functions.

* Enquire whether and confirm that conflicting functions have been remediated.

* Enquire whether and confirm that procedures address how appropriate segregation is maintained during periods when typical
personnel are unavailable.
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* Enquire whether segregation of duties is reviewed when job roles and responsibilities are created or updated and whether
responsibilities are reassigned where necessary. Determine whether the changes are implemented (e.g., job descriptions clearly
delineate authority and responsibility).

* Enquire whether and confirm that compensating controls have been designed and implemented as necessary (e.g., confirm with
senior IT management or supervisors on the effectiveness of the compensating controls). Enquire whether and confirm that
management periodically reviews staffing requirements in consideration of business/IT environment and strategy, and identifies
skills and resource gaps.

* Enquire whether and confirm that management is evaluating sourcing strategies (e.g., business/IT staff co-location, cross-
functional training and job rotation) in conjunction with reviewing staffing requirements.

* Enquire whether and confirm that management periodically identifies key processes, skills required to support the processes and
key areas that lack job redundancy (e.g., determine the availability of individuals with relevant skills, experience and knowledge to
fulfil the critical roles, and inspect documentation that lists the key processes and the designated individuals who support them).

* Enquire whether and confirm that management has considered outsourcing or other support arrangements to provide job
redundancy for key processes (e.g., inspect available contracts with third parties to identify the existence of outsourcing
provisions).

* Confirm the existence and maintenance of key contact lists and their availability to the appropriate personnel in a timely manner.
Confirm that backup personnel are cross-trained.

* Enquire whether and confirm that the policies, procedures, rules and responsibilities are being communicated to the contractor and
that the contractor understands that management reserves the right to monitor and inspect all usage of IT resources.

 Enquire whether and confirm that an appropriate individual has responsibility for reviewing the contractor’s work and approval
of payments.

* Enquire whether and confirm that IT management has defined the key stakeholders and relationships and that roles and
responsibilities are communicated with stakeholders (e.g., users, suppliers, security officers, risk managers, regulators).

* Confirm with management that appropriately skilled IT personnel are assigned to manage the relationship (e.g., inspect documents
that list the IT contact for each key stakeholder).

* Enquire whether and confirm that feedback is obtained from the key stakeholders (e.g., issues, action items, reports), and assess
whether the feedback is being properly used to drive continuous improvement.

Take the following steps to document the impact of the control weaknesses:

* Assess the risk (e.g., threats, potential vulnerabilities, security, internal controls) that a road map to achieve the strategic goals will
not be established.

* Assess the risk and additional cost due to IT not being organised optimally to achieve strategic goals.

* Assess the risk (e.g., threats, potential vulnerabilities, security, internal controls) that an IT strategic plan may not be effectively
executed.

* Assess the risks (e.g., threats, potential vulnerabilities, security, internal controls) of overreliance on key IT personnel.

* Assess the additional cost of staffing requirements and sourcing strategies not being adjusted to meet expected business objectives
and changing circumstances.

* Assess the additional cost of personnel performing unauthorised duties relevant to their respective jobs and positions.

* Assess the risks (e.g., threats, potential vulnerabilities, security, internal controls) that uncontrolled activities of external personnel
may compromise the organisation’s information assets.
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Take the following steps to test the outcome of the control objectives:

* Enquire whether and confirm that a financial management framework, processes and responsibilities have been defined and
maintained to enable fair, transparent, repeatable and comparable estimation of IT costs and benefits for input to the portfolio of
IT-enabled business programmes.

* Assess whether the financial management framework provides information to enable effective and efficient IT investment and
portfolio decisions, enables estimation of IT costs and benefits, and provides input into the maintenance of IT asset and services
portfolios. Determine whether the financial management framework and processes provide sufficient financial information to
assist in the development of business cases and facilitate the budget process.

« Verify that investments, IT assets and services are being taken into account in preparing IT budgets.

* Enquire whether and confirm that the current IT budget is tracked against actual costs and that variations are analysed.

* Enquire whether and confirm that information provided by the budgeting process is sufficient to track project costs and assist in
the allocation of IT resources.

* Enquire whether and confirm that an effective decision-making process is implemented to prioritise all IT initiatives and allocate
budgets accordingly.

* Enquire whether and confirm that a methodology has been implemented to establish, maintain and communicate for change and
approval of a formal IT budget.

* Enquire whether and confirm that process, service and programme owners as well as project and asset managers have been
instructed in how to capture budget requirements and plan budgets.

* Confirm that there is a budgeting process and that this process is reviewed/improved on a periodic basis.

* Review the cost management framework and verify that it defines all IT-related costs. Verify that the tools used to monitor costs
are effective and used properly (i.e., how costs are allocated across budgets and projects, how costs are captured and analysed, and
to whom and how they are reported).

* Enquire whether and confirm that the allocation of the budget across time is aligned with IT projects and support activities to
allow for meaningful analysis of budget variances.

* Enquire whether and confirm that IT financial management members have been instructed in how to capture, consolidate and
report the cost data.

* Enquire whether and confirm that the appropriate level of management reviews the results of cost analysis and approves
corrective actions.

* Enquire whether and confirm that responsibility and accountability for achieving benefits as recorded in the business case have
been assigned.

* Enquire whether and confirm that the metrics for monitoring IT’s and the business’s contribution to the business case are collected,
reported and analysed at regular intervals.

* Enquire whether and confirm that the identified budget deviations are approved by business and IT management.

Take the following steps to document the impact of the control weaknesses:
* Assess the risks (e.g., threats, potential vulnerabilities, security, internal controls) that:
— Input into business cases may not take into account current IT asset and service portfolios
— New investment and maintenance may not influence the future IT budget
— Cost/benefit aspects of projects may not be communicated to the budget prioritisation, cost management and benefit
management processes
— The allocation of IT resources may not be prioritised as a result of IT’s contribution to optimising ROI
— Ongoing review, refinement and approval of the overall budget and the budgets for individual programmes may not occur
— Cost deviations may not be identified in a timely manner and the impact of those deviations may not be assessed
— Opportunities to improve IT’s contribution to business solutions may not be considered
— Not all benefits may be identified in a cost-benefits analysis, resulting in poor prioritisation of projects and projects that could
have been considered may be rejected

© 2007 IT Governance Institute. All rights reserved. www.itgi.org 83



“JUSWUOIIAUD [013U0d [ [ Yy 3oddns (1noraeyeq [eoryioun 10§ saduanbasuoo ojeridordde
‘UOTIBIUOWINIOP JONPUOD JO 9PO PAUSIS ‘SAIY MU J0J Sururen; ssoudreme ‘syuedrdde qof uo s)oayd punoidyoeq “3-9) sarorjod YH Jey} WIFUOD Pue Ioyoym dambuy .
‘JUSWIUOIAUD UISUBYD S,UONESIUBSIO
oY} YIM pausI[e SI J1 jey) amsud 03 nadde JSLI pue JUSWUOIIAUD [013U0D Y} JO Aoenbape oy ssassear (A[fenuue 1sed] je) A[[esrporrad 03 $3S1x9 $59901d € JI QUIIINA(] o
‘soonoeld pue sarorjod osoy) uo Sururen; sSaUAIEME OIPOLIdd JO JOUIPIAD 10 J0dSU] o
‘(S99 punoidyoeq ‘sardrjod asn 9[qeidaosoe 3°9) JuswuoIIAuS [013u09 Y} 1oddns 03 saonoeld pue sarorod JO 90UI)SIXS AY) ULILJUO)) «
"2IN}[NO [01IUOI Y} JO SUOHBIIUNIUIOD ) SUIIOJUIAI PUEB JUIYSI[qe)Sd J0J S[enPIAIPUL 0} PAUSISSe Ud2q dABY AN[IqISuodsal pue AJI[IqBIUN0IOE JOYIAUYM QUIULIN(] e
“JUSWUOIIAUD [0JJUOD PUR YSLI [BIOUAF S,UONEBSIUBSIO U} YHIM SUSI[E I1 JBY} 2INSUD PUB JUSWUOIIAUD [0UOD PUR YSLI [ ] 9y} 95BULW PuR duljop 0) pausisop (sojdrourrd
Surpms3 10 uoIsIA I ‘s[rew-2 drpouad ‘oFed journur 10 J19PI[smau Q) 39) uoneduUNWWod doj Ay Je 2U0), [BULIOJ JO SIUL)ISIXS ) ULIFUOD PUB JoyIaym annbuy .
ugisaq [03u0) ay3 359

‘[1om (2In[rey Surpnjour) SUoneIAdp ssa001d so[puey pue guowosoxdur ssoooxd

sonssI AJLMdas pue douerdwo)) « snonunuod pue oduer[dwod sajoword S1omuwes) pue uoneIddo-0d [BUOISIAIP
JUSUWIUOIAUD [ONU0J ] Judredsuen oN] » SAOIAIDS -SSOI0 S98BINOJUD ‘SYSII JUBDLJIUSIS FUISeURW JS[IYM AIJAI[Op anjea syroddns
S9A1)03[qO SsauIsnq S UOIIBSIULSIO LI pue suonedrjdde jo osn 1odoig « Jey) I[N B UO Paseq 9q P[NOYS JUSWUOIIAUS [0NU0D oY |, “AIjIqisuodsar

AU} YIM PAuSI[E JOU SUONOY o UOISSTUI S,UON)ESIUB3IO pue AI[Iqeiunodde 9oudjedwod Jjeys ‘sanfea [edryid Ajuagaur st 10y anadde
parardioyursiu A} JO SSOUAIBME PISBAIIU] o ‘SJUQUU)SIAUIL [ ] WOIJ aNJBA JO AIAI[OP Surpredar syjudwarmbai/suoneoadxa

Aydosoqmyd sjuswageuey « sarorod I T JO 39 dAIsUayIdwo)) « IpN[oul P[NOYS SHUW[D 3sAY ], 9[A1s Sunerado pue Aydosorryd juswoSeuew

UOISSIUI [BUOBSIUBSIO JUQUWIUOITAUD s,os11d1uo oy) Yum pauFIfe ‘1] JOJ JUSWUOIAUD [0JIUOD B JO SJUSWAS oy} dUIJo(

INOgE SUONEBIIUNUIIOISIIA [01U09 [ dAIsuoya1dwo)) « JUAWUOIIAUF [013u0)) pue Ad1jod LI ['90d

sovaeu fll - semaenen 2320l onod

‘suonje[n3o1 pue SMEJ JUBAJ[I [3IM 0UBI[dW0D SaInsua $so001d dY ], "UOIOAIIP PUB SIAI0S[QO ‘SSII 1| pue Ssouisnq JO SUIpULISIOPUN PUE SSQUOILME
SOINSUD PUE SAANDA(qO ] JO JuowaAdryoe sproddns uonesrunuiuod oy “juowedeuew 4q peyoddns pue pasoidde 030 ‘sainpasord pue sarorjod ‘soAnos[qo 99IAISS “UOISSTW
oy} ojernonte o3 pajuowdjdur st owwreiSold uonesrunwiod SuroSuo Uy 'sAII[od SOIEOIUNIOd PUB SOULJOP PUB SI0MIWERL) [013u0d [ ] ostidiojud ue sdojoAdp justwoSeue|y

uonoalig pue swiy juswageuel) a1ed1unwiwo) 90d

© 2007 IT Governance Institute. All rights reserved. www.itgi.org

84



‘S[enPIAIPUL 9[qEIUNOIIL 0} PAUSISSE U2aq dARY Ssa001d JuoweSeuewr Ao170d ay3 JO SJUSWA[Q [[e Jey} 2ISud 0} sarorjod

Surjonuod pue Supeurwassip ‘Furkjrer ‘Sunuownoop ‘Surdojossp ‘Funenuiioy J0j PAIUSWINOOD PUL PAUIJOP Udaq Sey AJ[IqeIUN0IOE JBy} WILJUOD Pue Jay3oym a1nbuy «

-oouerjdwoos-uou Jo seduenbasuod surjop pue aduerduwiod yoes 03 9oe[d ur are saIpaooid Jey) WIJUod pue JayIeym anbuy «
"SMSIARI [ENUUE ‘WNWIUIW 18 ‘SaImbal jey) pauLyap uaaq sey ssa00id ayepdn Aorjod e jey) WIjuod pue Ioyioym a1mbug «

sy Kjaadoxd

[eNIO9[[AIUL PUE SOIYI ‘S[ONUOD [BUINUI AI[eRUIPLIU0 AInodds Ayfenb se yons ‘sordoy Aoy JueAd[a1 uo 3s1x0 sa1o1j0d d1J109dS Jey) WILJU0d pue Ioyjaym axmbuy «
“JUSWUOIIAUD [013U0D PUB A39)ensS I ] oy} [3Im USI[B pue pajeaId uddq dAeY SaInpadold pue spiepuess ‘sarorod Jo 39S [BOIYOIRION B JBy) WILJUOD PUB JayIdyMm aunbuy «

ugisaq |013u0) 3y} 1S9

Kouaredsuen Jo Joe «

21N AJLNOS [BUOIESIUBSIO 100 «

sardrjod jodwodur 1o ayep-Jo-ng) .
SUONOQIIP pUL SwWIe

S, JuourageurwW JO SUIPUBISIOPUNSIIA] o

sarorjod umousjun 10 pojdooseun) «
SoyoeaIq

K)1moas Jo joeduwr pue Joquinu IJBAIL) o

SI19ALA YSIY

S[OAQ[
A1Inoas pue A391e1s ‘SHJOUdq ‘$)S0d
LI Jo Surpuejsiopun pue Aouaredsuel], e
SOOIAIRS
LI pue suoneordde jo asn 1odoid «
uonesiuesIo ay) urgm Kieng) «
uonesIuesIo oy 10y
sampoooid pue sarorod jerdoiddy «

SI9AlQ 9n[ep

‘A[ren3ax paroidde pue powIIjuod 9q pinNoYs 99UBA[AI JIAY ],

"SouI[OpmMS pue sprepue)s ‘sampadoid 03 saouaIdfar pue ‘yoeordde souerdwoo
tssooo1d uondaoxa ‘sanrfiqisuodsar pue sojox udjur Aorjod apnjour pnoys
sarorjod asay 1, A393ens [ [ 1oddns 03 sarorjod jo 308 & urejurew pue dofoasq
JudWISEURA SII[0d LI €90d

aAnoalqQ [onuo)

‘KoueAd[aI pue

Koenbope )1 ureUIBW 0) YIOMAWERIY [01U0D Pue JSLI [T oy (A[[enuue Ajqerojord) maraar A[resrporrad 03 aoeqd ur st $s0001d & Jey) WIFU0O Pue IOYIoym dInbuy .

‘sjenprarpur gjerrdoxdde

0} pauSisse pue pajeIs A[Tea[o Ueaq SABY SANI[IQISUOdSaI pue PauIJap [[oM SI JIOMIWEIJ [ONU0D Pue MSI ] Y} JO dIonns oy} Jey) WLIFuod pue Iayjeym axnbuy «

“PaT[ONU0d 29 0)

SPa3u JeyM JO Suonedadxa sjuswaseuew saurpno pue asodmnd pue adooss syt SA1J109ds JI0MOWEL} [013UOD PUR JSLI [ ] Y} ey} WLIJUOD PUB IOIAYM d1mbuy .
“[AS] 99URIS[0) NSH OSHIAINUS AU} SIOPISUOD PUB JIOMIWERI) [0NUOD PUR JSLI 9SLIAIONUD S,UONESIURSIO U} YIM PAUSI[E SI SIOMIWERIJ [0NUOD PUR SLI [ [ OY) JOYJAYM SSISSY o

(L1goD

INIA-0SOD ‘0SOD “S-0) seonoeld Surpeay/sprepue)s ANSNpul paSpo[MOUNoe UO PAsEq SISIX SLOMIWEIJ [01UO0D PUR JSLI ] [EWLIO] © JBY} ULILJUOD PUe Joyjoym onmnbug .

ugisaq |013u0D) 8y} 3sa)

sanssI JLmnoas pue douedwo)) «

SOSSO] [RIOUBUL] o

PA1JIUSPI JOU SANLIB[NSILI] »
PEN RN

uopeuLIOuI 9)e10dI0d QANISUIS o

SI9ALQ YSIY

Ino90
sansst pouuejdun pue pauueld uoym

joedur ssaursng 9AE39U JO UOONPY o
Surpuejsiopun

PUE SSOUAIBME [O1UOD PUB YSLI [ e
SIoMoweL}

SSH PUE [01U0d ] 2AISuUayIduio)) «

SI9AlQ anjep

(‘3u02) uonosaiiqg pue sully juswidsgeueyl ajeaunwiwo) 90d

“SHOMIWEI [013U0D pue MSLI ostIdIsjue oy pue

JUSWIUOIIAUS [013U0D pue Ao1jod I ] 9y3 Y31 suSi[e Jey) pue [013U0D pue S ]| 03
yoeoxdde [[e10a0 sos11dI0jus 9 SOULIOP By} JIoMowelJ & ureyurew pue dojeasq
yIomdweL] [013u0)) pue Ysiy L] astadiuyg 7°90d

2A1303lQ [043U0)

85

© 2007 IT Governance Institute. All rights reserved. www.itgi.org



*030 ‘sarmpaooid
pue sarorod 3onpuod/sory)e Jo opod Afenb ‘Sjonuod [BUINUI AILINOIS ‘SIANIA[QO IOTAIS ‘UOISSTUE o) JOA0D A3} JBY) AJLIOA PUB SUOIIEOIUNUIWIOD JSed MITADY «
“POOISIOPUN PUB PAJBITUNITIOD A[TBI[O U QABY SIANIA[QO ] 1By} S[OAS] JUIYIP I SIdquuow Jje)s Jo ojdures oAnejuasardar & Yym AJLIOA «
"UONOAIIP Puk SIANDA[qO [ Sjeorunuwuuod Apremnsar 0} sassad01d Juswaseuew e 1Y) ey} WLIJUOD PUR JAYIaym dImbuy «
ugisaq [0/3uU0) 3y} }saL

oImyno
AJIINJ3S PUB [ONUOD Ul UMOPYBI e
uoIssIuI S9A1302[qO ssauIsng s,UONESIUB3I0
S, LI UI JSn1) PUB 90USPIJUOD JO YO » oy} YIIM PIUTI[R SUOISIIA( »
SUONOQMP PUE SWIE S,JUIWOTeUBI uonesuesIo
JO Surpuejsiopun Jo Joe e oY UMM 039 ‘SOATIR[qO AIIMo9s
Jouuew Ajown ‘SY[SLI JO SUIPUB)ISIOPUN PUB SSOUIIBMY o
B UI PIIJIJUIPI JOU SYBAIY) SSaulsng e UOISSIW §,U0NEesIuesIo
Korjod [euonesmuesio ) A} JO SSOUDIBME PISBAIOU] o -asudious oy noysnoay) s1asn pue sipoyayels Aedordde o3 uonsarrp
Jo Surpuejsiopun 1o 9oue}doode 100J o Aydosoryd PUR S9AR03[qO [ [ pue SsauIsng JO SUIPUL)SIOPUN PUB SSOUATEME 9JBOIUNUIIO))
PAASIYIE. J0U SOANI[QO ] » JUSUWIAZRURW PAJROTUNTUTIO A[IBI)) o uondAI(J pue saANRIqO LI Jo uonedunuwmwo)) s'90d

sovaeu fllsemaenen an320la onod

‘ynogjox Aorjod j10ddns 03 oqe[reAt are S90IN0SAI PI[INS PUR JUIADIYNS IAYIOyM dambuy .
‘(Ajenuuerq “3-9) paysaiyar A[edrporod 9q PInoys JUSUAZPI[MOUOE oY [, *SeInpaooid pue
sprepue)s ‘sarorjod ] jueadar 3doode pue pueisIapun PaAadl Aay) Jey) 93pa[mou[oe APIdrjdxa 0} s1asn axmbar 03 ooeyd ur st ss9001d & JRY) WILIUOD pue Jayjaym a1mbuy «
‘saro1jod yyIm pauSI[e dIe SWSIUBYOIW JANUIOUI PUB $]OBNUOD JudwAo[dwo ey} ULIjuod pue Joyjaym annbuy .
‘sampaooid jeuonerado ojur sprepuels pue sarorjod [ oje[suen o3 ade[d ur s1 $s9001d B JBY) WIJUOD PuR Joym arnbuy «
ugisaq [013u0) 3y} 3sa)

Pamoj[oJ jou sampasoid
pue saro1[0d JO JSLI ssauIsng o
paydasoe SOOIAIOS
JOU JO PO0JSIOPUNSIW SAIIT[O o LI pue s921n0sa1 ] ] Jo asn 10doi{ «
swire sjuswageueu $39SSE S, uonesIuesIo
)M pauSIfe Jou IM[ND [0NUO)) « oy} JO JUSWOSBULW JUIIIIH o
SUONOAIIP PUE SWIE S,JUSWFeURW S9A1}09[qO ssauIsnq S uoNEeSIUESIO
JO uonesIuNWIWOoD JO JIBT o AU} [PIM PIUSI[B SUOISIOA(T o ‘suonerodo asudiajuo jo jred [eidour ue
Pa1doooe jou 10 umous[un sAINpadoid S}OSSE S, UOesIuB3IO oI pue Ojul J[Ing 2Ie A3Y) OS ‘JJBIS JUBAQ[AI [[B 0} SAIdI[od ][ 99I0JUS PUE INO [[0Y
pue sprepue)s ‘sarorjod s, uonesiuesIQ) « oy Jo uonddyoid endorddy « INO[[0Y SAINPIV0IJ pue paepuels ‘AdN[od +90d

sioauavisi | sidwuganiep | 2A199[d0 [03U0Q
("auo02) uonosaiig pue sully usawaseue) ajedunwuIo) 90d

© 2007 IT Governance Institute. All rights reserved. www.itgi.org

86



Take the following steps to test the outcome of the control objectives:

* Assess the frequency, format and content of the communication of the ‘tone at the top’ messages to determine if it will effectively
define and reinforce the control culture, risk appetite, ethical values, code of conduct and requirements of
management integrity.

* Inspect for evidence of periodic awareness training on policies and practices that are relevant to support the control environment
(e.g., annual code of conduct or ethics training, periodic acknowledgement of acceptable use policies). Assess employees’
understanding of IT management’s philosophy and risk appetite to determine the extent to which it is aligned with management.
Assess through inquiry and observation whether there is a general understanding of key risks and regulatory requirements that
affect the IT control environment, or a general understanding of the importance of adhering to IT policies and procedures.

* Determine whether there is an IT risk and control framework that defines the enterprise’s overall approach to IT risk and control
and that aligns the IT policy and control environment to the enterprise risk and control framework.

* Determine whether the responsibilities associated with implementing and maintaining the IT risk and control framework are being
adequately carried out by qualified individuals. Inspect defined risks and controls to determine their adequacy in controlling the
confidentiality, integrity and availability of information systems and networks.

* Review IT policies to determine the frequency of updates and whether a re-evaluation has occurred at least annually. Make
necessary adjustments and amendments, and determine whether updated IT policies are appropriately communicated across
the enterprise.

¢ Confirm through interviews that resources have been allocated to those who perform appropriate roles and responsibilities for
formulating, developing, documenting, ratifying, disseminating and controlling IT policies.

* Verify that sufficient and skilled resources have been allocated to support the rollout process, including monitoring and enforcing
compliance. Examine and verify through interviews that operational procedures that support the IT policies and standards have
been communicated, understood and accepted by appropriate staff.

* Inspect documentation of acknowledgement and acceptance of IT policies for a sample of employees to determine that it is being
consistently administered and periodically refreshed.

* Inspect evidence to ensure that communication takes place to articulate IT objectives and direction and that management
support is visible.

* Enquire whether and confirm that the communication process has the necessary resources and skills for effective communication.

Take the following steps to document the impact of the control weaknesses:

* Determine whether lack of appropriate IT policy management has resulted in lack of adequate control over IT resources and lack
of achievement of business objectives.

* Determine whether lack of adequate communication, monitoring, and enforcement of IT policies and standards has resulted in a
lack of compliance with those standards and the associated non-achievement of business goals.

* Determine whether lack of awareness of IT objectives and direction has resulted in the lack of achievement of business goals.
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Take the following steps to test the outcome of the control objectives:

* Inspect the IT human resource plan to verify that the IT needs of the organisation are defined. The IT human resource plan should
be based on organisational objectives and include strategic initiatives, applicable regulatory requirements and the associated IT
skills required.

* Ensure that current and future needs are assessed against currently available skills and that gaps are translated into action plans.

* Inspect the IT HR management plan and determine whether it addresses retention practices within the IT organisation, including
the identification of critical and scarce skills, consideration of personal evaluations, compensation and incentives, development
plans, and individual training needs.

* Verify that job descriptions are periodically reviewed and that job descriptions include skill set competencies and qualifications of
current personnel. Compare the skill sets of current employees to job description requirements. Inspect professional development
plans from a sample of employees to determine the adequacy of career planning. Development plans should include encouragement
of competency development, opportunities for personal advancement and measures to reduce dependence on key individuals.

* Review job descriptions to ensure that each is current and relevant. Include the employee handbook/third-party agreements to
confirm that the obligations of employees and third-party personnel are clearly stated and appropriate for the given role. Inspect
for employee acknowledgement of conditions for employment, including responsibility for information security, internal control,
regulatory compliance, protection of intellectual property and non-disclosure of confidential information. Observe whether the
amount of supervision applied to high-risk roles is appropriate. Review procedures governing the activities of high-risk roles to
determine if supervisory approval is required and has been performed for critical decisions.

* Determine whether appropriate benchmarking of human resource management activities has been performed against similar
organisations, appropriate international standards or industry best practices on a periodic basis. Confirm that the level of
supervision is appropriate for the sensitivity of the position and responsibilities assigned.

* Inspect automation controls to track changes to privilege user permissions.

* Verify that the personnel training process is being delivered to all new users prior to granting access and is redelivered on an
annual basis. Inspect the personnel training programme content for completeness and appropriateness (such as education on the
organisation’s requirements for internal control and ethical conduct).

* Inspect delivery mechanisms to determine if information is delivered to all users of IT resources, including consultants, contractors
and temporary staff members. Where applicable, it should include customers and suppliers as well.

« Verify that the personnel training programme includes certification and recertification processes for appropriate roles.

* Enquire whether and confirm that training materials and programmes have been reviewed regularly for adequacy and include
impact on all necessary skills.

* Confirm that a process exists to measure the completion and effectiveness of critical employee training and awareness programmes
and requirements.

* Review documented strategies for the reduction of dependence on single individuals in critical roles. Verify the inclusion of
segregation of duties. Inspect the process to identify roles suitable for rotation, and confirm that rotation is occurring. Enquire of
employees to determine whether knowledge sharing is occurring.

* Inspect the compiled performance evaluation information to assess whether it was compiled completely and accurately. Validate
that the information is used in an appropriate manner. Enquire of employees whether management provides appropriate feedback
regarding performance during, and following, the performance evaluation. Determine that performance is evaluated against the
individual’s goals and performance criteria established for the position. Determine if the performance evaluation process is applied
consistently and is in line with performance goals and organisational policies.

* Inspect exit procedures and processes for evidence of consistent application throughout the organisation.

» Review the appropriateness of access rights (logical and physical access) related to job changes. Determine the effects on
segregation of duties and compensating controls if old access permissions are retained during a period of transition.

* Verify that user accounts have been disabled for terminated users and appropriate access has been applied for transferred users.

Take the following steps to document the impact of the control weaknesses:

* Assess the organisation’s dependency on key individuals to ensure that loss of capability and historical knowledge is not realised.

* Assess whether appropriate monitoring and supervision exist to ensure adherence to management policies and procedures, code of
ethics, professional practices, terms and conditions of employment, internal controls, information security policy and procedures,
and compliance with regulatory requirements.

* Assess the level of awareness for security requirements to ensure compliance with regulatory requirements, protection of
intellectual property, organisational reputation and strategic position.

* Determine the adequacy of personnel training programmes to ensure the organisation’s ability to attract and retain
qualified personnel.

* Assess dependence on key individuals and the IT organisation’s ability to provide continuous support of business processes in an
efficient and effective manner. Determine whether appropriate segregation of duties exist for key roles to ensure that critical
controls function as intended.

* Assess the appropriateness of security-checking mechanisms for key employees to ensure that control over threats within the
organisation, such as theft, disclosure and compromise of sensitive corporate assets, is appropriately addressed.

* Determine whether a well-defined, timely and consistently applied performance evaluation process exists and results in the
efficient and effective use of IT resources.

« Assess the level of appropriateness and consistency applied to job change policies and procedures to ensure that disruptions of
business-critical operations and unauthorised access to secure environments and organisational assets do not occur.
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Take the following steps to test the outcome of the control objectives:

* Inspect the QMS to verify that it provides a standard and continuous approach for quality management.

* Verify IT management’s approval of the QMS.

* Review the periodic performance reviews to determine whether the review programme includes all necessary elements.

* Inspect the results of the periodic independent performance reviews of the QMS.

* Inspect whether follow-up reviews in quality assurance plans exist where significant findings have arisen, and inspect the follow-
up reviews to verify that corrective action has been effective.

* Inspect QMS benchmark results to determine if appropriate industry guidelines, standards and enterprises were included in the
comparison.

* Inspect the authorisation of deviations to IT standards to validate adherence to or non-compliance with stakeholder requirements.

* Inspect major milestones to verify that the QMS is in operation.

* Inspect the customer quality standards and metric requirements for completeness (i.e., questionnaires, surveys, feedback forms,
interviews).

* Inspect the outputs from the QMS follow-up process to determine if the feedback is organised and useful for improving the
complaint-handling process.

* Inspect the documentation of roles and responsibilities to determine if it allows for effective conflict resolution of customer
complaints.

* Inspect the training programme to verify the existence of customer care content.

» Walk through the periodic performance reviews to determine whether the review programme includes necessary QMS elements.

* Inspect the results of the periodic independent performance reviews of the QMS.

* Inspect whether the quality metrics incorporate the achievement of business and IT strategy, financial cost, risk ratings, and
available industry data.

* Review whether the monitoring process enables corrective and preventive actions to take place.

* Perform a walk-through of the QMS process to verify that it considers relevance, applicability, latest industry data and the value of
contribution to the continuous improvement programme within the organisation.

* Determine the reliability of quality assurance activities by assessing alignment with industry best practices and gaps between
current procedures and business expectations.

Take the following steps to document the impact of the control weaknesses:

* Determine the level of compliance with organisational IT standards and quality practices to assess deviations that may result in
incompatible system architecture, leading to increased costs and the project not meeting goals and objectives.

* Determine if development and acquisition standards include processes for accurate estimation of project timescales and budgets to
ensure efficient and effective use of IT and business resources and the attainment of strategic goals and objectives.

* Confirm that quality management processes include mechanisms for conflict resolution and the determination of consistency of
understanding regarding customer expectations and product/process capability.

* Assess whether customer requirements align with IT standards.

* Determine whether the continuous improvement policy and procedures enable the organisation’s ability to maintain a
competitive advantage.

* Assess whether quality measurement processes and reporting mechanisms enable corrective actions to be performed in a
timely manner.

© 2007 IT Governance Institute. All rights reserved. www.itgi.org 97



‘PO0ISIdPUN PUB PAJBITUNTITIOD ST IXIUOD NSII [ ] AU} JOYIOYM SUIILIANO( o

‘POpN[oUl 9q P[NOYS SI0JOBJ JSII [BUINXS PUL [BUIIU] "SIJIAIOS puk suonerodo ] Jo juowoSeurwl ‘S9[0Ad 9f1] aremijos uonedrjdde JuowoSeuewr jos(o1d ‘Swa)sAs se yons
‘sassa001d sopnpour pue sojdrourid pue sarorjod juswageurwr NS ASLIAINUD YIIM SUI] UI PAULJIP UIQ SeY 1xu0d suI ojerrdordde ue jey) wiijuod pue Ioyjoym aambuy .
ugisaq |04ju0) 3y} 3saL

SYSII JO UONESNLION] o

JUOWISSISSE SYSI JUBOLJIUSIS PUE JULAS[QI UO SNOOJ Y o "PojEN[BAD QT SYSLI YOIy SureSe BLIojLIo

Ssu 03 yoeoidde ojeridorddeuy « Spaau ssoursnq 03 senriond oy} PuE JUOWSSISSE Y} JO (80T OY) JUSIUSSOSSE NSLI OB JO IXOJUOD [BUIOIXO
uonuaye juoweSeurw S JO JUOWUSIY o pue [euzojul oy} SUTUTWLISJOP 9PN[OUl PNOYS SIY [, ‘sewono dyeridordde amsuo

oerrdoidde uaAIg jou sySII JULOIFIUSIS » SYSII JO JuowaSeurw J0J 0} parjdde s1 1MoL} JUSWISSOSSE JSLI A} YOIYM U IX0JU0D Y} YSI[qeIsq
juerodulr PoIopISUOD SYSLI JUBAS[OLI] « | | SOOINOSAI JO oSN JUAIOIJO PUB QANIOYH o JX9JU0)) YSIY JO IUdWYSIqeIsq T'60d

aARoalqQ [013U0D

s19AU@ YSIY s19AU(@ dnjep

‘suefd o1303ens 1] JO MOTAAI PUE JUSWAO[oASD AU} UT PAIOPISUOD dIe SYSII ] ] JOUIUYM AJIIOA o
Spomowresy juoweSeuew S ostdIoyue oy ypm pausife senijiqeqoid pue JSi
[enpisa1 jo ooueydosoe ‘joedurr apnjour A9y} JoyoyM pue pasnLIoLd pue pasIpIEpuL)S oI SJUSWIAINSEAW JSLI ] ] JOyIoyMm 30adsu] Spromouresy juowadeuew ysi ostdIojue
o) WOJJ SONSLIOJOLIBYD JO JS UOWIIOD B UO Paseq 1e A3y} Jey) AJLI9A 0) SUOIBIIJISSE[O S ] AU} Ma1A0Yy ‘suonerado pue s3oafoxd ‘sownurerdord A3eyens 1oy syuouodwoo
USALIP-SSAUISNq Sapn[oul pue (esudig)ua) uonesuesIo ay) Jof JI0MIWERI) JUSUIOTeURW YSLI 3 YA SUSI[E JIoMIWEL) JustoSeurw YSL [T oy} JoyIayMm 10adsu] «
ugisaq [043u0) 3y} 3S9L

JuswageURW JOIUAS Aq
JUQWISSAsSe YSLI 10 310ddns oAn095oU] »
IXQJUO0D [[BIJAO UB UI UBL]}
Joyjel 1821y J[SUIS B SB UdSS YSLI YOorH o yoeoxdde
JuQwoseuLRW JuSWOSBURW YSII [ ] PUpLOId «
3[SHI JOJ [0I13U0J SO JO OB e UoNEsIuBSIO Ay} 0} S)BAI} PUB SYSLI
Pjod)apun ssauIsng L] JUS1IMD JO UONEN[BAD SNONUNUOY) e
oy} uo YSu I ] ue Jo joeduwr oy . SYSII ] ] JO JUSWIOSBUBW QANIJH e “SIomawrel) JuswoFeuru Jsi (S,os1dI19)us)
Apuapuadopur JuswdFeuew S,UON)BSTUBSIO ) 03 PAUSIJE SI Jey) SIoMIWLT) JUdWISeueu JSLI | U YSI[qeISH
padeuew SYSLI SSOUISN] PUE SYSLI [ o ysu 1] 1oj yoeoidde juojsisuo)) . SA0MIWR.I] JUIWRSRUBIAl ST LI I'60d

soviaye fll = samgenen anyo0fa0 10302

"00URIO[0) JO [0A9] d[qeidadoe ue
0} [SLI uSI[e 0} SIOP[OYINLIS S[qBUD O} ‘SULIS} [BIOUBUIJ UI PIssaIdXd pue SIOP[OYONeIS o) O} S[BPUEISIOPUN ST JUUSSISSE dU}) JO J[NSAI oY, [9AJ] pordoooe ue 0) JSLI [enpisal
osrwrurw 03 pojdope a1e so130jens UONEIHIW JSTY "PISSISSE pue PasA[eue ParJIIuapI SI JudAd pouue[dun ue £q pasnes uonesiue3io ay) Jo s[eosd ay) uo joedwr [enusjod Auy
"SY[SLI [enpISal PUe saI3orens uonednIu ‘sysu [ ] JO [9A9] uodn-poaiSe pue uowod € SJUSWNIOP SIOMIWE] d [, "POUIB)UTBW PUE PJBIID ST JTOMIWELJ JUSWITeuBW JSLI

sysiy 1] aSeuely pue ssassy 60d

© 2007 IT Governance Institute. All rights reserved. www.itgi.org

98



synsax joedwr pue pooyI[aYI] JUAIWIP APUBIIJIUSIS $9S0dX3 1 Jey) AJIIOA 0) UOIR[ALIOD AUB MIIADY “PIIJIIUIPL SI SYSLI UIIM]O( UONB[ALIOd AUB I9y3aym Joadsur 1o axmbuy .
‘K[oanemuenb 1o AjoAneyenb pooyr[ayI] ay) 2INseaw 0) SUOHBUILLINAP AJ[Iqeqold pue sISA[eue [eo1sIe)s Jo asn ) 30dsu] «
"9[qQBUOSBAI I SISAJRUE O} UI PASN UOHBWLIOJUI JO S9IINOS Y} JI JUIWLIAIAP 0} $59901d o) ySnoIy) N[ep «

"JUQUISSASSE YSLI oAneIuenb 1o aAneyfenb jo ssousjeridordde oy ssasse 03 uoneIuaWNIOP I9Y)0 pue 309(o1d 3oodsuy »
‘Aoanemuenb Jo/pue AjoAneienb sYSLI PIIJNUIPI SISSISSE $S9001d JuSTOFRUBW JSLI AU} JBY) WLITJUOD PUB IAIoyM aanbuy «
“PJUSWNOOP PUE PAUIJIP SI€ SYSII [ENPISAI PUE JUSISYUI JT QUIULIAP 0} $S9001d JusteSeuewt JSLI aY) YSNOoIy) J[BA o

‘(s)diysuonear yons woly SuIsLe

ugisaq [01ju0) 3y} 1S9

S)osse [

Jo yoea1q A)13ayur 10 A[ENUIPIFUOD) «

S)OSSE [ JO SSOT e

passtur Ajqrssod SYSLI JuBdJTUSIS o
JuswdSeur

03 sy[s11 Jued1yrudis urejdxe 0y Aqiqeuy .
JXUOD [[BISAO UE UI UBY)

JIOUJEI JUIAD J[JUIS B SB UIIS JSLI [OBH .

Jueltodwl POISPISUOD SYSLI JUBAS[LI] o

s19AUQ YSIY

SSQUQIEME ONJBA JOSSE ] JO UOTIBAIL)) o
s1oeuew

S[SLI U9aM)9q JJSuBI) AFpI[MOouy| »
SUIB9) UONOUNJ JUSUISSISSE

SSH 1] JO AN[IQIPaIo [eUOnesIueSIQ) o
S9OINOSAI PUE S[[IS JUSWIFeULR

ysu 11 Jo asn pue Suruue[d pasoiduy «

S19AUQ dNjep

'siseq orjoypod & uo pue

K1030380 Aq ‘A[[enprAIpUl POUTULIOIOP 9q P[NOYS JSII [ENPISAI PUL JUSIOYUT (M
pajeroosse joedw pue pooyiayI] Ay, 'SPoydw 2Aneuenb pue aane)enb Juisn
‘SY[SLI PAIJUAPI [[€ JO Joedul pue poOYI[ayI] Y} SISEq JUSLINII B UO SSASSY
JUIUWISSISSY SN $°60d

2A)Ro9fqO [03U0D

“SYS11 93pn[ pue 10931 AJNUAPI 0] $53001d Y} JO SSOUATIIYYS Ay} IsA[eur pue ‘Joedur Jo oouerodull pue SANI[IGRIUNA JO JOUBDLJIUSIS ‘SJBAIY) JO JOUBAJ[I
10J AnSI391 JS1I oY) JO J[dwes B MIIAJY "SINIANIR UOHEIIJNUIPI JordWI PUB JUIAD JUDIQPIP AU} Ul PIAJOAUL IR SWEI) [euonounj-sso1d ajerdordde soyjoym anmbuy .
“A3ojoururio)
SIoMaWely JudwFeuRW JSLI ASHIdIoIUS oY) Yim PAuSI[e pue JudLINd ‘9)o[duwod ST ANSISor Y} JI SUIULIANOP 03 AISISAI YSLI oy} 03 S}oeduwll PIAIJIIUIPI 90BI], “SISAJRUR
MO[J ssa001d pue sdoyssrom ‘sISIPOAYD SUIsn ‘SJUSPIOUT PAIJIUAPI pue SUONOAASUI ‘SIpPNE JOWLIOY JO SINSAI IPN[OUT ABW SJUSAQ [e1juajod JO UONEIIJIUIP] "SIUAD [BUINX
PUR [BUIIUI J0A0D PNOYS SS9001d o) Jo uSISop oy I, ‘SISAJeuE Jy) UI PApN]oul a1 $3ss9001d T [[e J1 QUIULIAIAP Pue SJuaAd [enuajod Ajnuopr 03 pasn ssaoo01d oy 30adsuy «
ugisaQ [013u0) 3y} Is9L

PISSIW QT8 SJUIAD
juepzodur 9IOW JS[IYM UO POSNO0F
PUE POLJIIUOPI SIUOAD NSLI JUBAJ[OLI] o

s19AUQ YSIY

SJUAD JSLI JUBDIJTUSIS UO SNO0 «
uopesynuapl
JUAAD YSII 0} Yoroxdde JU)SISUO)) «

S19AU(Q dNjep

‘Ansi3a1

SSH B UI SYSLI JUBAJ[QI UTRJUIBW PUR PIOOY “UONBULIOJUT SIY) UTBJUIBW PUER
joedWr oY) JO AINJBU AU} UL "S}0adse [euone1ado pue S90INOSAT UBWNY
Jomred Surpen A3ojouyd9) Te39] ‘Aroje[ngar ‘ssaursnq Surpnjour ‘osudioiud

o Jo suonerado 1o s[eoT ayy uo joeduwr aane3au [enuejod € ym (AIjIqeisuna
o[qeordde jueorjIusis e syro[dxa jey) JeaIy) oNsIjeal juelrodwl Ue) SJUIAD AJIuap]
uonesyNuapy JusAY ¢€°60d

2A1R%9fqO [03U0D

(‘3uo02) sysiy 1] a3euelp pue ssassy 60d

929

© 2007 IT Governance Institute. All rights reserved. www.itgi.org



"pAIsnipe pue paurejurew A[ANRdd st ue[d UOROR JSLI oY) JAPAYM 30dsu] «
"PAUAWINIOP PUB PIUFISSE ST dIYSIOUMO IIYIOYM AJLIOA 0] SUOIOR MITADY e
‘sjeaoxdde oyerrdordde 1oy sasuodsar ysix 30adsuy «

‘PoIOIIUOW dIB SUONEBIASP pue ssax3oid j10dar ‘wonnosxe 1oyoym joadsur 1o oxmbuy «

‘ue[d juowoSeurw JSLI Ay} JO SUAWID oy Jo ssoudjeridordde oy ssossy «

‘ue[d UOI}oR YSLI B Ul POPIOdAI puk PISIuS00a1 AJ[ewrio] a1e sySL pajdoose 1oypoym armbuy «

ugisaq [01ju0) 3yj 1S9

SRR [PEIRIINETON S Uneony)

JJRIASD JBY) S[ONU0d Sunesuadwo)) «
papudur se 9jerodo

10U Op By} S[OIUO0D UOHBINIUL ST o

SI19ALQ@ YSIY

uonesruesIo oy} J0J S}eaIy) pue
SYSLI JUALIND JO UOTJEN]EAd SNONUIIUO)) o
SYSLI JO JUSWIASRUBTU JATIOJH o

SI19ALQ dnjep

“JUSWASBURW JOTUSS 0} SUOIBIAD

Aue uo j10dax pue ‘suefd ) JO UONNIIXS JOIUOTA *(S)IUMO SS001d pajose ayp
£Q PIUMO 2IB SUONOE PAPIWILIOD JBY} INSUD PUB ‘SYSLI [ENpPISAI Au. Jo doueydosoe
pUR SuONJe papuAWW02a1 10J [eaoxdde ureiqO ‘uonndaxe 10y Ajiqisuodsax

PUE S)1JoU2q ‘S)SO9 JO UOIEBIIJNUAPI SUIPN[oul AIessa0au Se PIIFIUIPI sasuodsar
SSH Ay Judwa[dur 0} S[IAJ] [[E T8 SANIANOR [0NU0d oY) ue[d pue oSHLIOL]

UB[J UONIY YSIY € JO SULIO)IUOJA] PUE UEBUIUIEIA 9°60d

2ARoalqQ [013U0)

‘uonjesIue3IO AY) Ul YSU d3euell
0} pasn SWISIUBYIAW I} YPIM USI[B PUR JSLI [oBd 1dood. J0 d1eys ‘9oNpal I9jsuel) ‘PIOAL 0) osuodsar Sune3nIuL B 03 PIJLOO[[B AI9M SINSAI JUSUWISSISSE YSLI IoIayM J0ddsuf
ugisaq [013u0) aY3 359

S[onuod 100d SUIISIXO UO JOUBI[ALIAA() «
SYSII 0}

puodsal 0) S92INOSAI JO SN ANIIAU] »

SYSLI SSQUISNq [eNPISAI PIAIJHUIPIU() »

JAIIOJYJQ Jou SASUOdSAL ST o

s19AuQ %Sy

osuodsal YSII 9A1IIJJR-1SO)) e
uonesnIwu

ysu1 10§ yoeoidde Jud)sIsuoy) .

SYSLI JO JUSWASRUBW QA0 o

s19AU(Q dNjep

"S[OAQ] OUEIO[0}

3[SII JOPISUOD PUE (SONI[IqISUOdSal POjeIoosse auruIdlop ‘oouedoooe Jo Surreys
‘uononpal ‘9oueBpIOAL St Yons Ser3ajens MSL AJ1uept pinoys sseooid asuodsar
S[SLI QY ], SIseq SUIURUOd € U0 SYSLI 0 dINS0dXd 9JeSNIW S[ONU0D QAL
-1S09 Jet)} 21nSud 0} pausdisop ssaooid asuodsal JysuI e urejurews pue dojoAdq
asuodsay] sy S'60d

aARoalqo [03U0)

("2u02) sys1y 1] a5euejy pue ssassy 60d

© 2007 IT Governance Institute. All rights reserved. www.itgi.org

100



Take the following steps to test the outcome of the control objectives:

* Enquire whether the IT risk management tolerance levels are aligned with enterprise risk tolerance levels. Determine whether
organisational risk tolerance is used as input for both business and the IT strategy development.

* Enquire whether a process exists to apply enterprise risk tolerance levels to IT risk management decisions. Consider whether
benchmarking of the risk assessment framework against similar organisations, appropriate international standards and industry best
practices has been performed.

« Test whether risk-related accountability and responsibilities are understood and accepted. Verify that the right skills and necessary
resources are available for risk management.

* Enquire through interviews with key staff members involved whether the control mechanism and its purpose, accountability and
responsibilities are understood and applied.

* Inspect whether the activities are effectively integrated into IT management processes.

* Inspect whether the identified impacts are relevant and significant for the enterprise and whether they are either over- or under-
estimated. Determine whether cross-functional teams contribute to the event analysis process. Verify through interviews and
impact reports whether the members of the event identification work group are properly trained on the enterprise risk management
framework. Verify whether interdependencies and probabilities are accurately identified during impact assessment. Review any
correlation to verify that it exposes significantly different likelihood and impact results arising from such relationships.

* Inspect the risk management process to determine if the sources of information used in the analysis are reasonable.

* Inspect the use of statistical analysis and probability determinations to measure the risk likelihood qualitatively or quantitatively.

» Walk through the process to determine if inherent and residual risks are defined and documented.

« Inspect the risk action plan to determine if it identifies the priorities, responsibilities, schedules, expected outcome, risk mitigation,
costs, benefits, performance measures and review process to be established.

« Inspect risk responses for appropriate approvals. Review actions to verify whether ownership is assigned and documented.

* Inspect whether the risk management plan is effectively maintained/adjusted.

* Inspect and review the action plan results to determine if they are performed consistently with the risk framework guidelines and
reflect changes to business objective. Review the plan to verify that it is designed in terms of risk avoidance, reduction and
sharing. Inspect whether the risk responses to be included are selected on benefit and cost considerations.

Take the following steps to document the impact of the control weaknesses:

* Assess the IT risk management strategy to determine whether it is aligned with the enterprise risk management strategy and
organisational risk appetite. Confirm that the potential for unidentified risks, misapplication of IT resources, non-compliance with
regulatory requirements and organisational goals has been addressed.

* Assess the accuracy and completeness of event identification, including undetected risk, inefficient and ineffective cost
containment, unmitigated risks, uncontrolled aggregated risk levels, loss of organisational assets, harmed reputation, unmet
strategic goals, and non-compliance with regulatory requirements.

* Assess the risk action plan’s effectiveness at mitigating risks across the enterprise, and examine the correlation of risk and
mitigation.

* Review the result of the risk action plan to evaluate effectiveness and ascertain whether owners are responsive and timely in
mitigation activities.

» Review risk mitigation activities applied to high-risk threats to assess the effectiveness of the prioritisation.
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Take the following steps to test the outcome of the control objectives:

* Inspect documentation of the programme management framework to verify that the programme adequately assesses the aggregated
portfolio of IT projects against programme objectives. The programme should specify required resources, including funding,
project managers, project teams, IT resources and business resources, where applicable.

* Inspect documentation and trace activities through the process to verify that the programme management team also specifies
required resources, including funding, project managers, project teams, IT resources and business resources, where applicable.

* Inspect documentation and trace activities through the process to verify that the programme management team effectively assigns
accountability for each project and that, where accountability is assigned, such accountability is accepted and the person
accountable has sufficient authority and latitude to act, requisite competence, commensurate resource, clear lines of accountability,
an understanding of rights and obligations, and relevant performance measures.

* Inspect schedules and other documentation to determine whether the programme management team effectively discovered the
interdependencies of multiple projects in the programme and developed a schedule for their completion that enables the overall
programme schedule to be met.

* Inspect communications and other documents to determine that the programme management team effectively determines
programme stakeholders inside and outside the enterprise; establishes appropriate levels of co-ordination, communication and
liaison with these parties; and maintains communication with them for the duration of the programme.

* Inspect periodic assessments and other documents to verify that the project management framework is used effectively as an
integral component of, and is consistent with, the organisation’s programme management approach, and that it is appropriate in
light of changing conditions.

* Inspect major milestones to validate that appropriate sign-offs have been achieved before proceeding to the next phase
(e.g., a review committee consisting of sponsors and end users to ensure that scope and requirements are appropriate).

* Inspect documentation to verify that the programme management team effectively assigns each IT project one or more sponsors
with sufficient authority to manage execution of the project within the overall strategic programme, the assignment is made
unambiguously, roles and responsibilities are made clear, and the responsibility is accepted by the assignee(s).

* Inspect documentation such as meeting minutes and sign-off documentation to verify that the project management team effectively
provides for commitment and participation by key stakeholders, including management of the affected user department and key
users, in the initiation, definition and authorisation of a project.

* Inspect documents such as meeting minutes and sign-off documentation and trace activities through the process to verify that the
ongoing key stakeholder commitment and participation for the remainder of the project life cycle is effectively outlined during the
project initiation and an effective refining process is used further during the process.

* Verify that the project/programme communication plan is effectively maintained throughout the project.

» Sample change requests to verify that stakeholders provided appropriate sign-off.

* Inspect plans, policies and procedures to verify that the project management framework is designed effectively to provide for
designated managers and end users of the affected business and IT functions to approve and sign off on the deliverables produced
in each project phase of the system development life cycle, before work on the next phase begins.

« Inspect documentation to verify that the basis of the approval process is effective to clearly define acceptance criteria agreed upon
with key stakeholders prior to work commencing on the project phase deliverable and, at a minimum, in advance of the completion
of the deliverables for a phase.

* Inspect plans, policies and procedures to verify that phase initiation and approval is designed effectively to consider actual costs,
time and progress management, and to assess significant variances against the project’s expected benefits.

* Inspect plans, policies and procedures to verify that the appropriate programme governance function is designed effectively to
approve assessments of significant variances and that the significant variances are reflected in the programme’s business case.

* Physically inspect documentation and search audit trails to verify that the integrated project plan permits management to control
project progress.

* Inspect documents to evaluate that the integrated project plan and any dependent plans are kept up to date with the agreement plan
holder, to reflect actual progress and material changes from the programme management framework.

* Inspect the project manager organisation chart or RACI chart for completeness.

* Review the project risk assessment and related documentation/meeting minutes to verify that risks (internal and external) are
managed and discussed at an appropriate level within the project governance structure throughout the project.

* Determine that the risk management plan is integrated with the overall project plan.

* Inspect assessments and reassessments of risk, change request assessments, and other documents to verify that periodic
reassessments are effective and responding to changes in risk over the course of the project.

* Verify that any necessary updates are performed to the risk management plan.

* Inspect documents, search audit trails, and trace transactions through the process to verify that project risk management is being
performed effectively, including workarounds for unexpected risks.

* Inspect the project risk log, project issues log and other documents to verify that the project risk log and project issues log are
maintained along with corrective actions.

* Inspect documentation to verify that the scope that documents project objectives and major project deliverables is included and a
quality process is defined.
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Take the following steps to document the impact of the control weaknesses:

* Assess the adequacy of the aggregated portfolio of projects to determine whether it adequately meets business objectives.

* Assess whether resource conflicts exist, project interdependencies are not understood and projects successfully provide ROL

* Assess the organisation’s ability to manage resources effectively and efficiently.

* Assess whether different project management approaches within the organisation utilise resources effectively.

* Assess the organisational reporting structure for appropriate separation of duties.

* Assess project management tools for effective monitoring and reporting.

* Assess compliance with regulatory requirements to determine if resources are utilised effectively to avoid adverse impacts on time,
schedule and performance.

* Assess the project sponsor’s review and approval of the project scope statement to ensure that objectives are clearly defined and
aligned with the IT-enabled investment programme.

« Assess the approved integrated project plan for interdependencies of multiple projects to ensure that project execution and project
control exist throughout the life of the project.

* Assess the changes to the integrated project plan for approval and alignment with the programme and project governance
framework to identify impacts to costs, schedule and performance.

* Assess whether the project has defined an appropriate governance body to review and provide acceptance to major project phases.

* Assess the organisation’s procurement practices to determine whether procurement processes are performed in a timely manner for
acquiring and assigning competent staff members and/or contractors to manage the projects cost, schedule and performance.

* Assess the quality management plan to determine consistent levels of quality assurance activity across the project, including
third parties.

« Assess whether quality management considerations have been incorporated in a timely manner to ensure cost containment and
alignment to the master project plan.

« Assess whether changes are approved or justified and that they meet initial goals and objectives, including any negative impacts to
budget, schedules and performance.

* Assess whether assurance tasks provide an appropriate level of system accreditation to provide assurance that internal controls and
security features meet the defined requirements.

* Assess whether effective reporting mechanisms exist to monitor project progress.

 Determine management’s ability to effectively and efficiently manage project risks.

* Assess project closure for feedback to support future projects of similar type or scope to determine impacts on costs, schedule and
performance (e.g., collection of best practices/lessons learned).
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ACQUIRE AND IMPLEMENT (AIl)

All
Al2
AI3
Al4
AlIS
Al6
Al7

APPENDIX III—

Identify Automated Solutions

Acquire and Maintain Application Software
Acquire and Maintain Technology Infrastructure
Enable Operation and Use

Procure IT Resources

Manage Changes

Install and Accredit Solutions and Changes
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Take the following steps to test the outcome of the control objectives:

* Inspect a selection of correspondence between business sponsors and stakeholders to ensure that key requirements (e.g., definition
of user requirements; formulation of alternative courses of action; identification of commercial software packages; performance of
technology feasibility, economic feasibility, information architecture and risk analysis studies) have been captured and considered.

* Inspect a selection of requirements documentation to determine whether a proposed new or modified system has been clearly
defined, reviewed and approved in writing by the cognisant user before the development, implementation or modification of
the project.

* Inspect a selection of application and infrastructure technical requirements documentation to determine if the requirement meets
the organisation’s information architecture standards and strategic direction (e.g., business continuity planning, disaster recovery
planning, security and legal requirements).

* Inspect a selection of risk analysis documentation, and determine whether business and IT risks are identified, examined, assessed
and understood by both the business and IT and whether internal control measures and audit trails are identified as part of the risk
analysis (e.g., risks on business continuity planning, disaster recovery planning, security and legal requirements).

* Inspect a selection of risk analysis documentation to determine whether risk analysis documentation was signed off on by the key
stakeholders, including representatives from the business and IT.

* Inspect a selection of project, audit or other assessment reports and corroborate through interviews with compliance, audit, risk
management and security staff members to determine whether a proper balance between detection and prevention controls is
considered in the design of the risk response mechanisms.

* Inspect the feasibility study documentation to confirm that technical and economic feasibility met the needs of business and
technical requirements.

« Inspect a selection of the feasibility study documentation to confirm that the plan sufficiently accounts for each stage of the
acquisition or development life cycle and includes go/no-go control checkpoints.

* Inspect a selection of the technological and economic feasibility study documentation to confirm that identifiable costs and
benefits for each of the identified alternatives and system functionalities has been properly supported and included as part of the
required technological and economic feasibility study.

Take the following steps to document the impact of the control weaknesses:
* Assess the impact to the time and cost of the project if requirements do not meet user needs.
* Assess the risks (e.g., threats, potential vulnerabilities, security, internal controls) that were not identified due to system
development efforts not including robust risk analyses.
* Assess the impact to the time and cost of the project if system development efforts do not comply with policies, laws and
regulations.
* Assess the additional cost of the key owner/sponsor not considering alternative courses of action, thereby resulting in a more costly
solution.
* Identify deficiencies in the organisation’s system development life cycle methodology.
* Identify solutions that do not meet user requirements.
* Identify system development efforts that:
— Did not consider alternative courses of action, thereby resulting in a more costly solution
— Did not consider commercial software packages that could have been implemented in less time and at less cost
— Did not consider the technological feasibility of the alternatives or inappropriately considered the technological feasibility of the
chosen solution and, as a result, could not implement the solution as originally designed
— Made erroneous assumptions in the economic feasibility study and, as a result, chose the wrong course of action
— Did not consider the information architecture/enterprise data model and, as a result, chose the wrong course of action
— Did not conduct robust risk analyses and, thus, either did not adequately identify risks (including threats, potential vulnerabilities
and impacts) or did not identify appropriate security and internal controls for reducing or eliminating identified risks
* Identify solutions that:
— Were either overcontrolled or undercontrolled because the cost-effectiveness of control and security was improperly examined
— Did not have adequate audit trails
— Did not consider user-friendly design and ergonomic issues, thereby resulting in data input errors that could have been avoided
— Did not follow the organisation’s established procurement approach and, thus, resulted in additional costs being borne by the
organisation
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Take the following steps to test the outcome of the control objectives:

* Review project design documentation to confirm that the design is consistent with business plans, strategies, applicable regulations
and IT plans.

* Obtain and review a sample of project sign-off documentation to determine whether the projects have gone through QA sign-off
and have proceeded with proper approval of the high-level design by IT and business stakeholders (project sponsors).

* Corroborate with IT management and review relevant documentation to determine if the sampled project design specification
aligns with the organisation’s technological direction and information architecture.

* Review the integration plan and procedures to determine their adequacy.

* Review project documentation to determine if the impact of the new implementation on existing applications and infrastructure
has been assessed and appropriate integration approaches have been considered.

* Review end-of-stage documentation to confirm that all development activities have been monitored and that change requests and
quality performance and design reviews have been tracked and considered at formal end-of-stage discussions. Also confirm that
stakeholders have been fully represented and that the end-of-stage reviews incorporate approval criteria. Inspect problem logs,
review documentation and sign-offs to confirm the adequacy of the development activities and identify deviations.

* Review design documentation to confirm that appropriate solutions and approaches to security and availability are designed to
adequately meet the defined requirements and build on or extend the existing infrastructure capability.

* Review QA documentation and fault logs to ensure that all significant quality exceptions are identified and corrective actions are
taken. Inspect relevant documentation of QA reviews, results, exceptions and corrections to determine that QA reviews are
repeated when necessary.

* Obtain and inspect change requests to determine that they are categorised and prioritised. Confirm with key staff members that the
impact of all change requests has been assessed.

* Review change control documentation to confirm that changes applied without following the formal change management process
have been reviewed and approved and to identify changes that have not been reviewed and approved.

« Inspect the risk analysis documentation, and determine whether business and IT risks are identified, examined, assessed and
understood by both the business and IT and that there is evidence that all stakeholders are involved.

* Review the feasibility study documentation to confirm that both technical and economic feasibility have been
adequately considered.

* Review quality review documentation, compare with original acceptance criteria, and identify exceptions or deviations from
original acceptance criteria.

* Review end-of-stage documentation to confirm that sign-off has been obtained for proposed approaches and/or feedback requiring
further feasibility analysis.

Take the following steps to document the impact of the control weaknesses:

* Identify design specifications that do not reflect user requirements.

* Identify data management requirements that are not consistent with the organisation’s data dictionary rules.

* Identify new system development or modification projects that contain inadequately defined file, programme, source data
selection, input, user-machine interface, processing, and output and/or controllability requirements.

* Identify designs where security and availability were not adequately considered.

* Identify data integrity design deficiencies.

* Identify test plan requirement deficiencies.

* Identify significant technical and/or logical discrepancies that have occurred during system development or maintenance and did
not result in reassessment of the system design and, therefore, went uncorrected or resulted in inefficient, ineffective and
uneconomical patches to the system.
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Take the following steps to test the outcome of the control objectives:

* Review acquisition infrastructure plans to confirm that they have been reviewed and approved and that risks, costs and benefits,
and technical conformance have been considered. Inspect the plans to confirm sign-off by the IT council or equivalent.

* Confirm with key staff members that all security requirements associated with the application software installation and
maintenance processes have been addressed and any new risks have been assessed and actioned.

* Confirm with the training department and key personnel who use sensitive infrastructure components that appropriate training has
been provided.

* Confirm with key staff members that a plan and strategy are in place to guide infrastructure maintenance in line with change
management procedures. Inspect relevant plan documentation to confirm that all aspects of the infrastructure maintenance
requirements (including change requests, patches, upgrades, fixes) are included. Also confirm that the strategy and plan are in line
with the organisation’s technology direction, are reviewed in a timely manner and are approved by the responsible management.

* Confirm that the method used to segregate system environments into development and testing is adequate.

* Confirm that a test environment has been created that appropriately considers functionality, hardware and software configuration,
integration and performance testing, migration between environments, version control, test data and tools, and security.

Take the following steps to document the impact of the control weaknesses:

* Identify performance problems that have impacted the overall performance of the system.

* Identify preventive maintenance problems that have impacted the overall performance of the system.

* Identify weaknesses in the setup, installation and maintenance of system software (including the selection of inappropriate system
software parameters) that have jeopardised the security of the data and programmes being stored on the system.

* Identify weaknesses in the testing of system software that could jeopardise the security of the data and programmes being stored
on the system.

* Identify weaknesses in the system software change control process that could jeopardise the security of the data and programmes
being stored on the system.
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Take the following steps to test the outcome of the control objectives:

» For a selection of solution delivery projects, inspect documentation to determine that user and operational procedures manuals are
in place.

* Assess management’s knowledge to determine if members of management have directed the creation of management procedures
for their business areas (e.g., access approval, privilege management, segregation of duties, automated business controls,
backup/recovery, physical security, source document archival). Confirm that these procedures are integrated with existing
management and control procedures, and investigate to determine if management is aware of discrepancies.

» Walk through new or upgraded applications with business management to identify areas where additional training is needed.
Review and assess the training materials used.

* Inspect a selection of feedback documentation to determine if adequate feedback mechanisms have been used for developing
support documentation, procedures and related training material.

* Assess users’ involvement in the creation of user procedures for their business areas (e.g., training and skills development, training
materials, user manuals, procedure manuals, online help, service desk support, key user identification, evaluation). Confirm that
these procedures are integrated with existing user and control procedures (e.g., system inputs/outputs, system integration, error
messages), and investigate to determine if users are aware of discrepancies.

» Walk through new or upgraded applications and infrastructure with operations management and technical support staft to identify
areas where additional training would be helpful. Review and assess training materials for adequacy.

* Assess operation and technical support staff’s involvement in the creation of operation and technical support staff procedures for
their areas (e.g., training and skills development, training materials, user manuals, procedure manuals, online help, service desk
scenarios). Confirm that these procedures (e.g., backup, restart/restore, reports/output distribution, emergency fixes, operator
command/parameters, problem escalation) are integrated with existing operation and technical support staff members procedures.
Investigate to determine if operation and technical support staff members are aware of discrepancies.

Take the following steps to document the impact of the control weaknesses:
» Assess the cost and operational inefficiency of inadequate training and/or user and operational procedures.
» Identify deficiencies in users, operations and training manuals.
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Take the following steps to test the outcome of the control objectives:

* For a selection of recent procurements, determine if the selection approach was responsive to the unique risks of the procurement
(e.g., meets business functional and technical requirements, addresses risks identified in the risk analysis report, complies with
procurement decisions).

* Inspect evidence of approvals at key decision points for a selection of IT procurements, including evidence of senior management
sign-offs on sections that did not follow standard policies.

* For a selection of contracts, determine if only authorised suppliers were used.

* For a selection of supplier and acquisitions contracts, compare RFIs and RFPs with the predefined requirements, and determine if
established criteria have been met.

* Enquire whether and confirm that software acquisitions include and enforce the rights and obligations of all parties (e.g.,
ownership and licensing of intellectual property; maintenance warranties; arbitration procedures; upgrade terms; fitness for
purpose, including security; escrow and access rights). For a selection of software acquisitions, inspect relevant documentation
and determine if the contractual terms include the rights and obligations of all parties.

* Enquire whether and confirm that acquisitions of development resources include and enforce the rights and obligations of all
parties (verify, for example, ownership and licensing of intellectual property; fitness for purpose, including development
methodologies; languages; testing; quality management processes, including required performance criteria; performance reviews;
basis for payment; warranties; arbitration procedures; human resource management; compliance with the organisation’s policies).

* Determine if legal advice has been obtained for resource development acquisition agreements regarding ownership and licensing
of intellectual property.

* Enquire whether and confirm that acquisitions of infrastructure, facilities and related services include and enforce the rights and
obligations of all parties (e.g., service levels, maintenance procedures, access controls, security, performance review, basis for
payment, arbitration procedures). For a selection of acquisition of infrastructure, facilities and related services, inspect relevant
documentation and determine if the contractual terms include the rights and obligations of all parties.

* Enquire whether and confirm that RFIs and RFPs have been evaluated in accordance with the approved process and criteria.
Determine if documentary evidence is effectively maintained.

Take the following steps to document the impact of the control weaknesses:

* Assess the cost and time impact of IT procurement not being aligned with the organisation’s procurement policies.

* Assess the cost and time impact of IT procurement not meeting business, legal and contractual requirements.

* Assess the legal implications of the supplier and acquisition selection process not complying with legal and contractual
requirements.
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Take the following steps to test the outcome of the control objectives:
* For a sample of changes, confirm that the following have been approved by appropriate stakeholders (business process owners and
IT management):
— Request for change
— Specification of change
— Access to source programme
— Programmer completion of change
— Request to move source into test environment
— Completion of acceptance testing
— Request for compilation and move into production
— Determination and acceptance of overall and specific security impact
* Develop a distribution process.
* Review change control documentation for inclusion of:
— Date of requested change
— Person(s) requesting
— Approval of change request
— Approval of change made—IT function
— Approval of change made—users
— Documentation update date
— Move date into production
— QA sign-off of change
— Acceptance by operations
* For a selection of changes, review documentation to determine the existence of a version control mechanism.
* For a selection of changes related to contracted service providers, inspect implemented changes and determine if they follow
vendor-provided instructions.
* Inspect a selection of changes and determine if requests have been categorised.
* Inspect a selection of changes and determine if changes have been prioritised based on predefined criteria.
* Inspect a selection of changes and determine if changes have been assessed in a structured method (e.g., security, legal, contractual
and compliance implications are considered and business owners are involved).
* Inspect a sample of emergency changes and verify that they have been processed in accordance with the change management
framework. Verify that procedures have been followed to authorise, document and revoke access after the change has been applied.
* Inspect a sample of emergency changes and determine if a post-implementation review has been conducted after the changes were
applied. Consider implications for further application system maintenance, impact on development and test environments,
application software development quality, documentation and manuals, and data integrity.
» Walk through the tracking and reporting system and verify that documentation is kept for rejected changes, the status of approved
and in-process changes, and closed changes, and confirm with users to ensure that the status is current.
* Inspect a selection of change status reports to determine if an audit trail is used to track changes from inception to disposition.
* Inspect a sample of change status reports to determine if performance metrics are used to aid management’s review and
monitoring.
* Inspect a sample of changes to determine if change documentation has been retained in accordance with the appropriate
retention period.
* Inspect business process manuals to determine if they have been updated with new or improved functionality changes in
hardware and software.
* Select a sample of changes and assess the quality of co-ordination with third parties.
* Confirm the process of assessing the performance of the change management process. Assess any potential improvements
identified that resulted in recommendations to IT management to improve the change management process.

Take the following steps to document the impact of the control weaknesses:

* Assess the time and cost of lack of formal change management standards and procedures (e.g., improper resource allocation,
unclear roles and responsibilities, security breaches, lack of rollback procedures, lack of documentation and audit trails, inadequate
training).

* Assess the time and cost of lack of formal impact assessment to prioritise and authorise changes.

* Assess the time and cost of lack of formal emergency change standards and procedures (e.g., compromised security, failure to
properly terminate additional access authorisations, unauthorised access to corporate information).

* Assess the impact (e.g., insufficient allocation of resources, lack of priority management, changes not recorded and tracked,
unauthorised changes to the productive environment undetected) of lack of tracking and reporting changes.

* Assess the impact (e.g., increased dependence on key individuals, configuration documentation not reflecting the current system
configuration, documentation lacking business processes, failure of updates for hardware and software changes) of lack of system
and user documentation.

* Assess the impact (e.g., failure of systems to meet end users’ needs, lack of cost and resource control for changes, loss of business
focus for changes, failure of return on investments to meet management’s expectations, unavailability of new systems for the
business processes) of lack of evaluation of the change process.
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Take the following steps to test the outcome of the control objectives:

* Inspect the training plan to determine if it clearly identifies learning objectives, resources, key milestones, dependencies and
critical path tasks. Confirm that the training plan considers alternative training strategies depending on the
business needs.

* Inspect training plan documentation to confirm that:

— It identifies the staff members who must be trained

— The training was delivered in a timely manner

— A cost-effective approach is selected and used (e.g., train the trainer, end-user accreditation, intranet-based training)

— Feedback (e.g., evaluation forms, comment sheet) is received and used in identifying areas of potential improvements in
the system

— Planned changes are considered training requirements

— It aligns with the project quality plan and relevant organisational standards

— Test plans were communicated to appropriate business owners and IT stakeholders

* Inspect test documentation to determine if testing was performed based on the project’s risk assessment. Confirm that all
functional and technical testing requirements are covered (e.g., performance, stress, usability, pilot and security testing) and that
the test plan addressed any requirement for internal or external accreditation.

* Inspect test documentation to determine if resources were identified for executing the test and evaluating the results (e.g.,
construction of test environments and staff members for the test group, including potential temporary replacement of test staff
members in the production or development environments).

» Review a sample of test scripts to ensure that they adequately address each test criterion.

* For a sample of system development, implementation or modification projects, inspect test documentation to determine if
appropriate test phases are performed (e.g., unit test, system test, integration test, user acceptance test, performance test, stress test,
data conversion test, security test, operational readiness test).

* For a sample of test plans, inspect documentation to determine if the:

— Criteria for measuring success for each testing phase are considered
— Test plans are approved
— Test database uses only sanitised data and is protected against disclosure

* Inspect conversion plans for adequacy, and confirm with the data owners the results of the conversion for completeness
and integrity.

* Inspect and evaluate documentation for fallback/backout plans.

* Verify that error logs include audit trails to facilitate timely bug fixing and remediation.

* Review the final acceptance testing activities to evaluate whether the scope effectively covered all components and effectively
addressed the acceptance criteria.

* Review acceptance testing results and evaluate the effectiveness of their interpretation and presentation.

* Inspect results of testing to verify that formal sign-off exists prior to promotion to production.

* Inspect source program libraries to verify that they are updated to the current versions and that prior versions are clearly labelled
and retained for a reasonable period of time.

* Evaluate the effectiveness of the control to verify that distribution occurs only to authorised and correctly identified destinations.

* Inspect the log and verify that a procedure has been implemented to ensure its integrity and completeness.

* Physically inspect implementation orders/instructions on file.

* Select a sample of system development, implementation or modification projects and inspect change documentation to determine
if management sign-off is performed to ensure that the change is authorised, tested and properly documented before software is
released to production.

» Walk through the archive environment, and physically inspect archived versions and documentation.

* Assess the effectiveness of the change handover process in ensuring that only authorised, tested and documented changes are
accepted in production.

* Assess the effectiveness of the process in ensuring that software implemented is unchanged from what has been tested.

* Select a sample of build requests and inspect documentation to determine if media preparation is based only on formal build
requests.

* Confirm the effectiveness of the backout or reversal procedures.

* Confirm that a distribution audit trail includes the software and configuration items that have been distributed, to whom they have
been distributed, where they have been implemented and when each has been updated.

¢ Confirm that automated software distribution occurs only to authorised and correctly identified destinations.

* Confirm that post-implementation procedures identify, assess and report on the extent to which business requirements have been
met; expected benefits have been realised; the system is considered usable; internal and external stakeholders’ expectations are
met; unexpected impacts on the organisation may have occurred; key risks are mitigated; and the change management, installation
and accreditation processes were performed effectively and efficiently.

* Enquire whether and confirm that requirements for post-implementation review arising from outside business and IT are
considered.

» For a sample of system development or implementation projects, confirm that outside business and IT requirements (e.g., internal
audit, enterprise risk management, regulatory compliance) are included in the post-implementation review.
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* Select a sample of system development and implementation projects and confirm that the post-implementation plan includes an
action plan to address the issues identified. Confirm that business process owners and IT technical management are involved in the
development of action plans.

* Assess the effectiveness of the process for verification of success or failure of changes.

* Assess the configuration inventory to determine if changes are reviewed and accepted.

* Identify:

— Any changes that were made without approval
— Any changes not accounted for
— Current libraries (source and object) not reflecting the most recent changes
— Change control procedure variances
* Assess the impact of failed or erroneous changes.
* Assess the impact of late or delayed changes.

Take the following steps to document the impact of the control weaknesses:

 Assess the cost and operational inefficiency (e.g., failure to detect problems promptly, gaps in knowledge to perform the duties) of
lack of training.

* Assess the impact (e.g., insufficient testing by automated test scripts, failure to detect performance problems, lack of cost control,
undefined roles and responsibilities) due to the lack of a test plan.

* Assess whether the implementation plan has been reviewed and approved by major stakeholders to ensure that appropriate
commitment exists throughout the life of the project.

* Assess the existence of a test environment to mirror production and provide a reliable future state for changes to business
operations.

* Assess the data conversion plan for completeness to ensure that it includes audit trail, rollback procedures and fallback procedures.

« Assess changes that are tested independently in accordance with the defined test plans prior to migration into production.

* Assess the test plans to include a test to validate security and performance requirements.

* Assess the outcome of the testing process to identify errors requiring timely remediation prior to promotion to production.

* Assess the impact of a the lack of a post-implementation plan.
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APPENDIX IV —
DELIVER AND SUPPORT (DS)

DS1 Define and Manage Service Levels
DS2 Manage Third-party Services

DS3 Manage Performance and Capacity
DS4 Ensure Continuous Service

DS5 Ensure Systems Security

DS6 Identify and Allocate Costs

DS7 Educate and Train Users

DS8 Manage Service Desk and Incidents
DS9 Manage the Configuration

DS10 Manage Problems

DS11 Manage Data

DS12 Manage the Physical Environment
DS13 Manage Operations
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Take the following steps to test the outcome of the control objectives:
* Enquire of senior management, representing the business and IT functions, about their involvement in the design and approval of
the SLA framework.

* Enquire of key staff members if performance critieria have been formalised to support and measure achievement of SLA
objectives, and if a process is in place to monitor and report the attainment of the objectives.

* Inspect the internal and external performance SLAs, and compare actual results for alignment with the expected SLA requirements.

* Confirm that the IT service objectives align with business objectives, and formally define expectations and performance
measurements.

* Inspect service records to ascertain reasons for non-performance, and validate that a performance improvement programme
is in place.

* Analyse the historical performance records, and determine that results are tracked against prior service improvement commitments.

* Enquire of key staff members whether stakeholders agree to, record and communicate the SLA and what is included in the format
and contents.

* Inspect the format of contents of the SLAs to verify that they include exclusions, commercial arrangements and OLAs.

* For a sample of past and in-process SLAs, determine that content includes:

— Definition of service

— Cost of service

— Quantifiable minimum service level

— Level of support from the IT function

— Awvailability, reliability and capacity for growth

— Change procedure for any portion of the agreement

— Continuity planning

— Security requirements

— Written and formally approved agreement between the provider and user of the service
— Effective period and new period review/renewal/non-renewal

— Content and frequency of performance reporting and payment for services
— Realistic charges compared to history, industry and best practices

— Calculation for charges

— Service improvement commitment

— Formal approval of the user and provider

* Confirm that appropriate users are aware and understand SLA processes and procedures.

* Inspect SLAs to verify that the OLAs and UCs support the technical requirements of the SLAs and are delivered in an
optimal manner.

* Select a sample of SLAs, and confirm that resolutions procedures for inappropriate service delivery, specifically non-performance,
are included and being met.

« Inspect the service catalogue and ascertain that all services are defined properly.

* Enquire whether and confirm that distinct IT services to which costs will be allocated have been defined and documented.

* Ascertain whether business process owners have knowledge of those IT services that support their business process.

* Inspect any documentation available that identifies business processes and their supporting infrastructure or IT services, and
determine whether the mapping is accurate and complete. This can be accomplished, for example, by comparing the mapping to
the organisational chart, lines of business, etc.

* Enquire of business process owners and IT service owners whether they have agreed on a mapping of IT services to business
processes.

* Enquire of business process owners and users regarding their degree of satisfaction with IT services provided to identify potential
weak areas. Such enquiries may be conducted in person or via an anonymous survey.

* Inspect documentation that relates to the mapping between IT service areas and business processes to determine if the operational
aspects of the mapping are in place (e.g., SLAs should be examined for appropriateness).

Take the following steps to document the impact of the control weaknesses:

» Benchmark SLAs against similar organisations or appropriate international standards/recognised industry best practices.

* Determine the existence of gaps between service level expectations and delivered services through inquiry and review of
documented disputes and fee discounts.

* Determine if services result in frequent fee surcharges and base fee overruns.

* Determine if service level failures were escalated and resolved in a timely manner.

* Determine if the service catalogue is up to date and aligned with business goals.

* Assess the adequacy of proposed service improvements in comparison with the cost-benefit analysis.

* Determine that gaps in expected services are appropriately prioritised and address control requirements for managing services
based on service characteristics and business requirements.

* Assess the adequacy of the provision, describing, co-ordinating and communicating the relationship between the provider and user
of information services.
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* Assess the adequacy of the provider’s ability to meet improvement commitments in the future.

* Enquire of key management staff members whether service level framework provides assurance that SLAs and contracts are
current and aligned with business objectives.

* Determine whether reports on achievement of the specified service performance are appropriately used by management to ensure
satisfactory performance.

* Determine whether reports of all problems encountered are appropriately used by management to ensure that corrective actions are
taken.

» Assess the services provided to determine whether operational agreements align with SLAs.

* For selected categories of reported SLA information, determine the existence of inconsistency of service delivery.

* Assess users’ satisfaction levels with the current service level process and actual agreements.

* Assess the service level measurement criteria, and determine the effectiveness of the communication flow between all
relevant parties.

» Review SLAs to determine qualitative and quantitative provisions confirming that obligations are defined and being met.

* Assess management’s ongoing review of and corrective action for service level reporting.

* Determine whether financial losses incurred are reflective of insufficient service quality.

« Verify the service catalogues’ completeness by reviewing and reconciling change requests, network plans, server documentation,
incident records, timesheets and other means of communication

* Enquire of IT service leaders regarding daily duties and responsibilities to ascertain whether those duties provide sufficient
coverage of IT infrastructure.

* Corroborate outcomes of discussions with outputs of data centre tours, asset registries, network diagrams or other infrastructure
inventories, and identify infrastructure not linked to an IT leader.

* Inspect asset registries, network diagrams or other infrastructure inventories, and ascertain the percentage of assets that are not
assigned to an IT service area.

» Document the criticality of those assets in light of the service provided.

* Inspect documentation identifying IT services and business processes, and ascertain the degree of unallocated IT service areas.

» Document the criticality of those service areas in light of the affected business processes.

158 © 2007 IT Governance Institute. All rights reserved. www.itgi.org



“diysuonge[ar oy oSeuew A[9A1I0JJ0 0} paIINbal S[[IS [BOIUY03} PUL [0AS] AU} UO PIseq pue 9[qeuoseal si sajol jusuoSeuew o1jddns Jo JuowWUSISSE o) JI SSOSSY o
‘pa1rnbar se pojeroSouas pue paIoyIuoW POUTBIUIBU PaJeald oIk S}OBIUO0D Jey) SuLnsuo Joj

sonriqisuodsar soSeuew dIySUORL[OI JO JOUMO JO JUSWUSISSE PUL ‘S)OBHUO0D JO JUUOD JO UONHIUIJOP ‘S}OBNUOD [BULIOY JOJ POAU oY) SSQIPPE 03 ISIXA $a101[0d J1 oUIULIo)d(] o
"UOIEeSIUESIO AU} UMM POJEITUNIIOD

PUEB POJUSWNOOP U] dABY SO[01 JudtoSeuew Jorddns J1 ouruioop pue ‘saniiqsuodsor pue So[01 PasI[BULIO) JO 9OUIPIAS 10] uonejuawndop Joryddns 9o1a10s 309dsu] «

ugisaq [04ju0) 3y3 3soL

1o11ddns pue 1owoIsnod UGaMIAq
saniiqisuodsar Jo drysioumo Ies[) «
uorn[osar wojqoid pue

Aypenb ao1A108 9)enbapeuy « UONBIIUNUIIIOD JUIIOLLJO PUB QAN o ‘(Sy7IS ySnoryy “3-9) Aouaredsuen pue jsny uo paseq drysuonelar ayj jo Aijenb

POA[OS1 JOU SANSST PUEB SWI[QOI{ o (LI pue ssoursnq 9y 2Insud pue sansst Jorddns pue IoW0ISNO UO ISIRI] P[NOYS SIOUMO dIYSUOT)B[ox
diysuonerar oy} 03 10q) $oA1d9[qo 9s1IdIgIUD [[BISAO o) oy 1, 1oriddns yoes 10§ sseo01d Juswageuew drysuonear orjddns oy asijewio

papIuwod Jo aAIsuodsar jou 1orddng . j10ddns jer pajoword sdrgsuone[oy « judmddeury diysuonepy iddng 7°zSA

sovige fll— sewgenen 1329140 (010D

19381391 Jo1pddns oyy yym puodsarios Aoy eyl 9Isud 0} UOHBIUIWNIOP JAYI0 pue syIS ‘sjoenuod arjddns jo ojdwes aanejuasardal e 30odsuy «
‘s1o17ddns Sumnsrxo Jo Suriojiuow
J10J UONEpUNOJ © SapI1Aoid 1 Jey) INSUS 0} PI[ILIdp APUSIOLNS pue pasLIo3ajes A[reridoxdde ‘ojep 03 dn st 1 jey) amsud 03 sdiysuonerar sorpddns jo 19351321 oY) 30odsuy »
‘pasn pue 1day axe uonodafor/uonsoras Jorjddns uo sari0isiy Jsed 1YIoYM AJLIOA o
"SOJIAIS PAJOBRNUOD JO Aanjeu Ay} uo paseq sdiysuonear sarddns [[e 9511039180 03 Pa[IeIdp APUSIOLINS SI SWAYDS UONLSLI0Z)ed 1arddns oy J1 oUIuLIN(J o
"A1TedniIo pue douedlusdis ‘adAy erddns Aq suonesiio39)ed Jo ssau)R[dwod pue ssaud[qeuoseal 10j euo diysuonelar 1arpddns joadsur pue urejqQ .
‘paurejurew st sdiysuonerar Jorddns jo 1951321 © ey} WIJUOD puUB JOYIAYM ambuy .
ugisaq [043U0) 3y} IS}

S)SOO PISBAIOUI PUB SIJTAIDS

Jood ‘suonesrunuItodsIw 03 SuIpes] s1o1pddns [eonLIO UO PAsNO0J
SaNIIqISuOdsar pue S9[OI JBA[OU() o $901n0s31 Judwoeuew 1rddng o ‘s1o17ddns 9say) Jo soAneIuSsaIdar JO S[ENUIPAIO PUR ‘SI[RIJAIIP P3oadxd
S901n0sar Juswageuew Jorjddns suonrsimboe axmny ‘s[eos ‘sanIiqisuodsar pue so[ox oy} SuLaA0d sdiysuone[al [euonesiuesIo
JO 93esn 9AOQIJOUI PUB JUIIOLIJAU] o J0J payynuapt siorddns porroyaid « PUR [BIIUYD3} JO UOIIBJUIWINIOP [BULIO) UTRIUIRIA] ‘AN[BONLIO PUB 0UBDIJIUSIS
szoriddns Sunyew uorstoap 1a11ddns 310ddns 03 ‘ad£) 1o11ddns 03 Surp1099E WYY 9SLI0F9)ED pue ‘SadIAIeS Jorddns [[e Ajruop]
[e9N)LIO PUB JUBDIJTUSIS PALJIUSPIU() o MIIATAO JoT[ddns 901AISS PasIfeNu)) « sdiysuonepy JIiddng [V Jo uonedyynuapy 1°7SA

sovae fll - sewaenen an32ola 00D

‘s1o1jddns Sururogiod-uou yarm pojeroosse JsLI SSaUISNg Ay} SOSIWIUIW $901A10S A11ed-pary) JO JuowoSeust 9ANOQYH "9ouel[dwoo pue SSOUAIIOLS 0]
SJuUaWRAIFe Yons SULIO}IUOW PUB SUIMIIAI SE [[om sk sjuawaalde Aured-pary) ur suoneoadxe pue saniiqisuodsar ‘sojo1 oy Sururjop Af1ea[o £q poysijdwoose st ssaoo1d siy ],
‘ssa001d juswageuew Kjred-pary) A0y ue soxmbar syuswarmbar ssaursng joow (s1oujred pue siopuda ‘siorddns) sonaed payy £q popraoid soo1AISS Jer) INSSe 0) PAU Y[,

saoINaS Aued-piiy) aseuely zsd

159

© 2007 IT Governance Institute. All rights reserved. www.itgi.org



1oenuod 1orjddns oy) pue Sy S PAULJOP UM JUSWUSI[e Ul PUB 9[qeINSeaw pue

2A193[qo st Sunaodar soueuriofrad J1 pue euoILo douewIojd uodn-paaiSe uo syrodar Apren3ar xarpddns oy J1 surwadep 03 syrodar ao1a10s Jorjddns jo ojduwres e joadsuy «
‘9oueuLIo}1ad djqeredwods Ansnpur pue [BUIIXS ‘[BUIJUI SNOLIBA 0} paredwod sagreyo

JO SSOUQ[QBUOSLAI A} SSISSE PUE ‘S}ORIUO0D SJIAIOS UIYHIM PLJI0AdS S ‘SIOTIAIS PJoBIU0D 10] SoSIeyd AJuopl Ay} J1 suruLelop ‘saoroAur Jorddns jo ojdures e 109[0S «
ugisoq [04Ju09 3} 3S8)

s1orjddns
Jo 201010 astumdo 03 A1Iqeu] «

Kyrenb
QOIAISS PUE $3S09 A3UI[[BYD 03 AJ[IqeU] »
UOBPRISOP OIAISS POIIIOPU() »

sioAu@ sty

PapIoAe

uone3n1| o[qrssod pue sandsip A[3S0) o

PI[[0IIUOD SISOD) o

PISI[EAI JOBIUOD IOIAISS JO SHFAUIY o
souerjdwos-uou

[9AQ] 9OIAIAS JO UOI}OA)P AJOUIL] e

SI19ALQ dnjep

‘SUOIIPUO? Ja3jIew pue siorddns

oATIRUI)R YIM ANNdWOD ST ddueULI01ad JBy) Pue Sy IS PUB SJUSWIIE
10BIJUOD U} 0} 2IYPE 0} SUINUIUOD PUER SHUSWAINbAI SsauISnq Jua1Ind Juredw
s1 Jo1ddns oy Jey) 9IMSUD 0) AIOAI[IP IIIAIIS JOHUOW 0) $SA001d B YsI[qeIsy
SuLI10)IUOJA] ddueuri0}13d Jiddng 7S

aARoalqQ [013U0)

‘uonesiuesIo

Ay UM [ouuosIdd JuswaSeuRW PUL JOPUIA UMD PUR ‘SS3001d UOIII[AS PUB SUIOINOS JOPUIA A} UIYHM dduspuddopur Surnbar 3s1xo saro1jod J1 QUIULINA(] »

ysux zarddns Jo31uow pue AJuopI 03 S)SIxd $59901d JUSWFBURW JSLI B IOYIAYM SIQQUIDW JJBISs A3y Jo axmnbuy «

"MQIAQI JO QOUSPIAD JOJ UOBIUSWNIOP JOBIIUO0D J0adSU] o
“J0e13U09 Jo1[ddns oY) SUTUIJOP USYAM PAIOPISUOD IO SIIPAUIAI JOYIAYM dInbuy «

“paulyep ore spoenuod Jorddns oy 13} 03 AI[IqRUl OU} (HIM POJBIOOSSE SYSLI Joyjoym asmnbuy .

ugisaq |013u0d a3 39

uondnroyur

9OIAIOS JO OSNBOIq dFBUWIEP
[euoneindol pue SOSSO[ [BIOUBUL] o
SJUOPIOUI JOYJO SE [[oMm Se AJLIN00g »

suonesI[qo [e39]
pue A1oyen3ar yym ooueI[dwod-UoON] »

s19AUQ YSIH

s1o1pddns paSeuew

-[[9M S[SLI-MO] JO UOLIBOLJIIUP] o

S9sSO[ [enUR}od pue SJUSPIOUL PAONPY o
syuowaIInbax

[en}oenuod pue [e39] PIM douerdwo)) «

SI19AU(Q dNjep

"0)9 ‘SpIRMAI

pue senjeuad ‘siorjddns oAneUIS)E ‘SHUSWAIINDAT AJLINOSS YHM 9OUBULIOFUOD
Knnqera 1rddns panunuos ‘s10enu0d MOISI (SY(N) SIUAWIZE 2INSO[ISIP
-UOU JPISUOD YN P[NOYS JUSWFBURW JSIY “syudwaInbar A10jen3ar pue
[€S9] PIM S0UBPIOJOE Ul SPIEPUE)S SSQUISN] [BSISAIUN 0) ULIOFUOD S)OBIFUOD Jey)
QINSug "SISeq [ENUNUOD B UO JSUUBUI JUSIOIJJS PUE 2INOAS B UL AISAI[SP 9OTAIOS
9AT}OIFO dnunuod 03 AjIqe  s1orddns 03 Sunerar sySLI 9je3nIw pue AJIuspy
JudwdgeuRAl SR 191 ddng ¢7Sa

2A)99fqO [03U0D

(‘3uo02) saainias Aued-piyy aseuely sd

© 2007 IT Governance Institute. All rights reserved. www.itgi.org

160



Take the following steps to test the outcome of the control objectives:

* For a sample of suppliers, assess if supplier records are aligned to the defined catogorisation scheme used to identify and
categorise all supplier relationships.

* Obtain and validate the list of supplier relationship criteria for completeness, and review suppliers’ records against the
catogorisation scheme used to identify and categorise all supplier relationships. Assess if supplier type, significance and criticality
of services provided have been documented.

* Obtain a register of suppliers, and verify the accuracy of data through inspection of a sample of service contracts.

* Obtain a register of suppliers, and verify the accuracy of data. Consideration should be given to organisational changes or recent
changes in the IT landscape that would require changes in the supplier relationship criteria.

* Determine if supplier documentation is sufficiently detailed to identify methods of communication, prioritisation of services and
escalation procedures, minimum service levels, and operational objectives.

« Ascertain if documentation clearly delineates responsibilities between the service provider and the user organisation.

* Determine if service supplier documentation is centrally managed and maintained and if a process exists for the periodic review
and updating of documents.

* Perform a detailed review of each third-party contract to determine the existence of qualitative and quantitative provisions
confirming obligations, including provisions for co-ordinating and communicating the relationship between the provider and user
of information services.

* Determine if policies exist for management’s periodic review of service supplier reporting, and select a sample of supplier reports
for evidence of management’s review.

* Obtain and inspect service supplier incident reports for existence, and determine if incidents were categorised and escalated
according to agreed-upon levels of severity and if they were tracked and communicated within the organisation until resolved.
Reported incidents should include communication to supplier management and users of the services.

* Verify that goals and expected service levels are periodically reviewed to ensure that they continue to support current business
requirements and that suggested changes are communicated clearly to service suppliers.

* Inspect the supplier register for assignment of a relationship manager, and obtain and inspect evidence of a service supplier
communication process.

* Obtain and review contracts for existence of clauses relating to third-party reviews, and determine if management has obtained and
reviewed reports from such reviews.

* For a sample of suppliers, inspect available documentation to determine if supplier risk has been considered and if identified risk
has been addressed/mitigated.

* For a sample of supplier relationships, determine if the following have been addressed within the supplier contract:

— Security requirements

— Non-disclosure guarantees

— Right to access and right to audit

— Formal management and legal approval

— Legal entity providing services

— Services provided

— SLAs, both qualitative and quantitative

— Cost of services and frequency of payment for services

— Resolution of problem process

— Penalties for non-performance

— Dissolution process

— Modification process

— Reporting of service—content, frequency and distribution

— Roles between contracting parties during the life of the contract

— Continuity assurances that services will be provided by the vendor
— Communications process and frequency between the user of services and provider
— Duration of contract

— Level of access provided to vendor

— Regulatory requirements

* For a sample of suppliers, determine if services have been assessed for criticality to the organisation, and determine if continuity of
services has been addressed within the supplier contract, including contingency planning by the supplier, to ensure continuous
service to the organisation.

* For a sample of supplier relationships, determine if legal counsel and management approved the supplier contracts.

* Select a sample of supplier invoices, determine if they identify charges for contracted services, as specified within service
contracts, and assess the reasonableness of charges compared to various internal, external and industry comparable performance.

* Inspect a sample of supplier service reports to determine if the supplier regularly reports on agreed-upon performance criteria and
if performance reporting is objective, measurable and in alignment with defined SLAs and the supplier contract.

© 2007 IT Governance Institute. All rights reserved. www.itgi.org 161



Take the following steps to document the impact of the control weaknesses:

* Through inquiry of user and IT management and benchmarking of the organisation to similarly sized organisations and
organisations within the same industry, identify any supplier relationships that have been excluded from the supplier register.
Consider the following supplier relationships:

— Private branch exchange (PBX) suppliers

— Paper and form suppliers

— Maintenance support suppliers

— Offsite data storage and hot-site services providers

— Service organisations providing data processing (e.g., ASP, co-location)
— External software developers and quality assurance

* Inquire of supplier management to ascertain if they are knowledgeable of the nature of the service supplier relationship and
contracted services.

* Inspect a sample of service supplier billings for out-of-scope billings, and determine the involvement of supplier management in
reviewing and approving the overage.

* For a sample of service suppliers, obtain the supplier’s reported performance metrics, and review for deviations from agreed-upon
performance objectives. Determine if supplier management was aware of any deviations and the reasonableness of actions taken
for deviation (e.g., establishment of action plan, service fee penalties for non-performance).

* For a sample of supplier relationships, determine if the level of services compares to the stated contractual obligations. For changes
in the supplier relationships, determine if the risk assessments has been updated and if the supplier contract has been appropriately
modified.

* Inspect a sample of supplier-reported performance metrics, and identify where performance objectives have not consistently been
attained.

* Determine if management has identified and assessed the performance failures, and if an assessment has been performed,
re-evaluate the relationship or evaluate the need for modifying the relationship.

* For supplier relationships with the greatest impact on the organisation, determine if contingency plans exist for the recovery or
secondary sourcing of contracted services.

* Determine the availability of supplier third-party assessments (e.g., SAS No. 70, ISA 402 or attestation reports) or audit reports
and whether management has received and reviewed the reports. For reported control deficiencies (i.e., report qualifications,
testing exceptions), determine if management has discussed the deficiencies with the supplier and if an action plan has been
implemented. Through review of past or subsequent reports, determine if the supplier promptly remediates control deficiencies.

* Determine if key suppliers are included in the annual risk assessment and audit planning process.

* Inspect a sample of supplier-reported performance metrics, and identify where performance objectives have not consistently been
attained.

* Determine if management has identified and assessed the performance failures and if corrective action and a process for ongoing
monitoring has been implemented.

« For a sample of service suppliers, obtain the supplier’s reported performance metrics, and review them for deviations from
agreed-upon performance objectives.

* Determine if supplier management is aware of the deviation and the reasonableness of actions taken (e.g., establishment of action
plan, service fee penalties for non-performance).

162 © 2007 IT Governance Institute. All rights reserved. www.itgi.org



*91ep 03 dn SI pue papI109a1 Udq sey ue[d oy} Jey) AINSUS 0) PUB JUSWIA[OAUL JOP[OYN LIS AJI1I0A 0) sjuawmndop Sunzoddns 3oadsuy «
‘paurejurews s1 pue padojaasp uoaq sey ue[d Ayoedes pue souewIoyrad Jy) Jey) WLIFUOD PUR IOUoyM dambuy .
‘uerd Kyoeded
oy Jo Juowdo[oAdp SuLInp PAIIPISUOD UAq dARY (S)uowaInbar Ajiqe[ess ‘syuowarnbar soueurioytod uonesrjdde 4sod ‘syuowoinbar ssaursnq ‘syuowarinbax
Jowoisnd “3-9) syuowd|d orerrdordde oy sapoym uerd Aroedes pue ooueuriofrad ay Jo JudIdO[OAID ) UI PIAJOAUT SIIQUISW JJBIS A YIIM SMIIAIUI Snoly) armbuy «
‘pautyop s1 ue[d Ayroedes pue soueunioyiod e Sunsnlpe pue Fuimaraal ‘Surdojorap 10J STOMOWERJ IO $$9901d € Jey) WILJUOD pue Joyjoym axnbuy «
ugisaq [03u0) aY3 359

suerd Koedes
pue oouewIoyiod pajepino o3 anp
SjueWAIINbAl SSOUIS 109 0} AIN[I] o
Suruueld soueurioyrad pue
Koeded 901nosar 9Anoro1d Jurssiu
© 0} onp syney AN[Iqe[IeAR WoISAS «
Koedeo
JO S[OB[ 0} aNP SIUSPIOUT P}oAdXauU() »

S19AUQ YSIH

syuowoAoIdwr AJIIUuapr 03 A[[eUIo)Xd
pue uonesiuesIo Ay} Jo seare }ssuoure
Koeded yrewyouaq 03 ANIQY e
syuawarmbar Kroedes
pue oouewIofIod aminy Jo UonIIPAI{ .
Supjrewyouaq
[BUIIUT YSNOIY) PIASIYIEL
oouewoytod woysAs pasmundQ «
SJSOO PEAYIOAO FUIPIOAR
£q JuowoFeur 90IN0SAI JUSIOLIH o

SI19AU(Q onjep

'S90IN0SAI I Ay}

Jo ndy3no1yy pue Aroedes ‘eourwriojrod pejsesalo) pue JULLIND Y} JO [OpPOW B
oonpoid 03 sanbruyoe) Surjjopow ayeridoidde oFeroas] pinoys sued aoueurioyrod
pue Aroede) 'Sy IS oy} Aq PaUIILINOP S speopjiom uodn-paaide ay) ss9001d 03
J[qe[reAe are douewiopad pue Kroedes o[qerjnsnl-)sod jey) 2INSUd 03 SIOINOSAI
LI Jo Aroedes pue soueuriofrad Jo maraax oy 10y ssaooxd Suruuerd e ysiqeisg

Suuuepg Aede) pue DUBUWLIOL] ['€SA

aAnoa3lqQ [os3u0)

"9[qe[IeAR AJ[enunuod dJe SjuawIInbar

ssoursnq Sunioddns saoinosar uoreurIoful Jey) adueInsse sopraoid ssaooid siy [, ‘syuswenmbal AouoSunuoos pue 95e10)s ‘PeOIoM U0 PIseq SPasu ormny SurIsedaI0) Sopnoul
ssao01d s1y T, *se01n0sal ][ Jo Ayoedes pue aouewio)rod juarnd maraal Ajfesrporiad 03 ssa001d € saxrnbal sa01mosal I Jo Ayoedes pue aouewiojrod aeuew 0} poou Ay,

Apoede) pue aosuewiopiod aseue|y £sd

163

© 2007 IT Governance Institute. All rights reserved. www.itgi.org



"SI9p[oyayels Aoy 03 papraoid are jey) sy10dar [euoneIndo MOTADY .
‘soLpoul douewIofad
pue A1oededs 90mosar [ uo 310dal pue yorx ‘I0JUOW A3y} MOT] SUIULIdIAP 03 SYIS YIM AIOAI[IP S,UONBSIURSIO y) 10J J[qIsuodsar s1oquidw Jjels Aoy Jo axnbug «
‘pa1Indo0 sey dn-mojjoy 1odoid J1 ourtLIo)op 03 WeYSAS oY YSNOIY} SUONILSULRI) PALJIIUIPI 08I} PUE SJONO1) 9[qNOI) UIRIq() e
‘PayoEI} pUB PAIFIUIPI 1€ doueWLIONd ojenbapeur Jo SJUSPIOUl MOY QUL «
[9A9] Ayroedes orj1oads B yoral SOALIP pIey uaym doeds JSIP [EUONIPPE SUIPPE SIOAIDS —
Asnq juao1ad ()8 oI SYUNI) USYM SAUI[ I [[03 punoqur uo Aroeded suny [gUOHIppe SUIPPE dNUD [[BD Y[, —
:opnjour spjoysaiy jo sojdurexy Sy IS pue S)uawdInbal ssauIsng U0 paseq S9IN0SAI ] U0 pajuswd[duwr pue paysijqelsd uadq dABY SP[OYSAIY} JOYIAUYM QUTULINI(] e
sansst Kjroededs 1o soueuniopad woiy joedwr K10jen3ai/eroueury/euonerodQ —
sansst £j1oeded 10 douewnIofad oousLadxd 03 90IN0SAI [ ] Ay} JO AJUIPUD) [BOLIOISIY JO POOYI[I —
VIS 93 Ul PAIJRudPI sjudwInbay —
90IN0S2I I ] 2y} JO ANRONLID ssaursng —
:SB [Ons SI10J0BJ UO Paseq s01nosal [ 9reurdoidde oyy uo pojuswodwur uaaq Sey 21em)jos FuLIoUOU WISAS Jey) WILIUOD pue Jayjoym a1mbuyg «
ugisaq [03uo0) 3yj }saL

Suruuerd
samseow Ajroeded Koedes pue ooueuriojrod aanoeold
uMOUUN 0} NP AISAI[IP IIAIIS £q pastumdo souewiofrad woIsAS «
U0 SJUQUNIUILIOI-IIAO IO -IOpU() » Sumuued “S[OAJ]
JoW Jou SjuaWIMbal ssaursng . Aroedes pue soueuriojrad pasoxdu] « 001A19S uodn-paaiSe jsurede JOAI[OP 03 ISIxo douewiojad pue Ayroedes jusrorygns
oW JOU SYIS o JuSWIOSEBUR J1 QUIWLIAP 03 $90IN0SAI ][ Jo Ayoeded pue soueuriofsod JuaIInd ssassy
suondnisip ssouisng « 90INOSAI [ ] QAIIYS PUB JUSIOLH o Lede) pue dULULINRJ JUdLIN) 7°cSA

s19AM@ YSIY SI19AUQ dnjep 9A399[qQ [013U0D)

(‘3uos) Ayoede) pue asueuwlojdd aseueill £sd

© 2007 IT Governance Institute. All rights reserved. www.itgi.org

164



Pue 2ouRWLIO}IAd PIJSBIAIOY JO SMIIAI AU} Aq PAE)ISSAAU spuaunsn(pe rengdar 1oy uejd Kroedes o) pue Sy O pue SYIS JO [dwes oAneIuasaIdar & MorAdy .
‘S[opowt 3unseaa1o) Aq PajeoIp uaym S0IN0SAI [T Jo uonisinboe pue Suruueld oY) SuneUIpIO-00 J0J $59901d Y} SIOQUISW JJB)S A3y M ULILJUO)) o

Aew jey) STUSWIAIINDAT SSaUISNG MU JO dIeME OpeWl dIe Aoy} Moy pue ssao01d Suruueld Aroeded oy Jo 9[qeaSpa[mouy] o1e Aoy} JOYIoUM SIdqUISW Jjels Ay Jo axnbuy e
Aowmn e ur paurojaad A[esrporad st SISAJeue Ue Jey} 9INSud pue ‘S[opout Sunseda1o) SUISIAI Ul PISN Ik S[OPOW/SAUI[aSEq SA S[ENJOR Ul SOOUBLIBA MOY JUIULIAA(] o

-ooueuIoyrad pue Koedes pajoadxd yym dourwIofIod 99IMOSAT [ ] [BNIOR QINSBIW JRY) SHUIWNIOP J03dSu] o
sooueLIeA Aue uIssnosip pue s1odar SunsesaIo) SUIMIIAIL UT JUSWOF UL SUIAJOAU] —

oy wrojrad 03 sassaoo01d pue sanbruyo9) ‘sjooy ajerrdordde jo asn oy (syr0dar pue uonEIUIWNOOP $S0001d Furoadsur pue SIOQUISW JJe)s Aoy SUIMIIAINUI AQ) WLITFUOD) o

syodar eoueurioyrod pue (sy1odor uonesyin Juny pue JI0mjau “3-9) YIpimpueq d3esn Aroeded Jo SMOIAI SUTULIONId] —

"a3esn Koedeo

"S90IN0SAI T I9YJ0 10 SIoAISS ‘suonedrdde 0y saSueyo axmbax

“Jouuewx

SOJINOSAI JO PUBUAP PAISLIAI0J “SA [emoe Surredwo)) —

Kyoedeo pue eouewriojrod enoe JULINSBIIA —
:SuImor[oy

ugisaq [013u09 3y} 1S3

SUIQ)SAS

) Aq 30w Jou speof Surssadoid YSIH «
SO0IN0SAI

LI Surjrey o3 anp AJ[Iqe[reAeun wWojsAS «
ssoursnq ay} 0}

Pop1A01d JOU S[OAQ] JOTAIIS POSBIOADT o

s1aAuQ YSIH

Suruuerd
Koedes pue eouewiojrod paroxduwy «
QINjoNISeIUL I |
) UO SPUBWIOP SSUISN( PIISLIAIO o
$901n0SaI1 T T Jo oesn pasrundQ o
slaAuQ anjep

‘sueyd Ayroedes pue oouewoyod

03 Indur oq 03 SISLOAI0J SUIULIAIOP PUB SPUAL} PEOPIOM AJuap] JuawAoidopar
oqissod 103 Aroedes ssaoxa AJIIuapI pue ‘uoneper3ap douewnIofdd 10

Ayroedeo juarorygnsul 0) onp suondnisIp 99IAIOS JO NSLI AU} SSIWIUIW 0) S[BAIIUL
Ie[n3aI e $90IN0saI [ [ JO Sunsesaroy Ayoedes pue souewriofrad jonpuo))
£yede) pue dueuLIofRg dImnyg ¢ €SA

aAno3fqQ [ou0)

(‘uo02) Aydede) pue asuewiopsd aseuelp £sd

165

© 2007 IT Governance Institute. All rights reserved. www.itgi.org



"OATIOQLJ SBM 1 JOUIQUM QUIULIdIOP pue 2Imnpadold auy 03 douerjdwod AJiIoA ‘Ised Ju9031 oy) Ul PAIINIS0 AARY SWR[qoId ASuoSIouwd JoyjayMm S1aquuiow jjels Aoy jo anmbuy .
'SoNSs1 9ouBWI0J1ad 901N0SAI ][ 03 POYe[al SaINPaooid uoneeass oy 309dsuy «
‘powioyIad uoaq Sey uonoe 9A13091109 19doid J1 ouruIelap
0} WAISAS 9y} Y3NOoIy) (SIOAIIS dANBUId)E 0} SPROPHOM Sulssoooxd SuryIys ‘SwolsAs [euonippe Suippe “o°T) SUONOBSULI) PALJIIUSPI d0BI) PUB S}ONO1) 9[qNOX UIelq() e
‘sonss1 Ajoeded pue oouewoyrad 3091109 0) $$9001d YY) JNOQR SIdqUISW JJe)s A9y Jo axmbuy
'ss9001d Juswaseuew a3ueyd Ay} AqQ Passad01d AP US9q SABY SUONOR JATJIALIOD JOYJAYM AJLIA »
‘ndur a0y 10§ uerd Aroedes pajepdn ayy paAIadal aAeY (£Od-70Od) Sssad01d Suruued oy 1oyoym AJLIOA «
‘SUOIIOR JAT)OAII0D IM pajepdn uooq sey ue[d Ayoedes oy jey) AJLIOA «
‘suoneordde 11 ayy £q payroddns oq 03 sanIAnoeR Jo 18I PIsHLIOLd € SI 919U} JOYIAYM AJLIOA o
‘syuowaInbar Ayoedes pajseoaro) pue FurIoUOW 9JUBWLIONd JUSLIND JO SHNSAI AU} YPIM UOHBWIOJUI SIY) oredwio)) «
'sde3 Ayroedes pue soueuniofiod umowy 1oy juowoFeue Jo a1nbuy «
-oouewIojad pue Ayoedes 00mosar ] ewmndo pue [EWIUIW JOJ SUOHBPUIUILIOI] PUE SJUSUWANNDAI JOPUAA s31J103ds I1 JeY) 2J8pI[EA 0] UOHBIUIWNIOP JOPUIA 103dSU] «
‘spuawaImMbal JopuaA ay) pajerodioour aAey
saniiqedes soueuroyrad pue Aroedes JuaLmMd oY) Jey) UWLIJUOD PUE ‘SJuUaWIMbaI JOPUA JUSWOIdWT pue MITAI ‘UTRIO 0) SS9001d J) Jnoqe sIoquiawt Jje)s Ay Jo axmbuy «
ugisaq [03uo0) ay3 3saL

"S90IN0SAI ] [ENPIAIPUL

Jo ooueumioyrad pue Koededs Kpiqerreae ssaippe Aredold suejd LousaSunuoo

SOOIAIAS [ JO sadeno pajoadxaup) « QWG eURW 7o) 2INSUD PINOYS JUAWISBURIA "OPBUI 9q P[NOYS SI0130eId UOIBIO[[E 99IN0SAT
SOOIAISS [ JO AJ[IQBAOIAILS AJIQB[TRAR 90INOSAI I ] QAIDYH o PUE SWSIUBYIIW OURID[0)-)|NEJ ‘S)se) JuIsniioLd se yons SuoIsIA0i] "So[94o

pue Kifiqe[reae 1o1paid 03 Ayjiqeuy « sjuowaImbax 9JI 90IN0SAI [ puk sjudwalnbar 93eI10)s ‘So10ua3unUOd ‘SPROIOM [BULIOU SB
S90IN0SI ssouIsnq Ay} SuNAAUI S[OAI[ IJIAIIS o yons spoadse junodoe ojur Jurye) ‘@oueurioyrad pue Ajroedes panmbar ayy opiaoig

LI Sulfrey 03 anp AN[Iqe[IBABUN W)SAS UONBSI[IIN 9JIN0SAI ] QANIPH o LniqeeAy s22anosdy LI ' €SA

soAugisi |l sioAuganiep | 2AR93[q0 [013U0D
(‘3uo0s) Ayoseden pue asueuwlojdd aseueiyl £sd

© 2007 IT Governance Institute. All rights reserved. www.itgi.org

166



'ssa001d Sunedpnq pue Suruued 11 o1303ens U Ojur pay oIk sprodar Ayroeded ey WIIFUOD PUR JAYIAYM damnbuy «

‘sanrAnoe douewoyiod pue Sutuuerd Kroedes 0y synsar Suntodor pue SurLio)IUOW JO ORGP AOBI], «

"PoIeISOIUI puUR PASI[RIIO) Ik SANIANOE Juntodal pue SULIOIUOW JOYIOYM JUSIISBUBW YJIM SMITAIIUL Y3noIy) axnbuy «
“PAYSI[LISO UAQ SEY] JuddSeuLw pre 0} (WonesnioLd UONEBIO[[B 20INO0SAT U0 SUOHBPUIWTIOIAT

‘uonesin Anpiqerese ‘Kroedes ‘syuowarmbar oomosar 11 “8:9) ejep Sunoyjes 10J $s9001d B I0UJOYM PIA[OAUT SIOQUIAW JJB)S A9y M SMAIAIdUI y3noxy) dxmbuy .

ugisaq |04juo) 3y} 3saL

Kypenb
901A13S Ay Sunoedwr snyy TouuRw
Ajow) & Ur paIJuUAPI J0U SUONEIA(] »

Arenb
Pa10adxa ot Jo9ur 0) FUI[IR] OOTIAIRS o
SuLojiuow 20uBULIOJIad JO R «

SI1I9AUQ YSIY

KIOAT[OP 991AISS pasoiduul

JI0J UOTJBSI[N 90INOSAI [ ] PISLIOU] o
suone)oadxo ur sdeg

SUIAJIIUSPI S[OAS] 9TAISS PAUI[ased e
KIOAT[Op S0TAIOS

9AT)O3Je Sunoedulil PIIJIIUIPI SANSS] o

SI9AUQ onjep

"UOI}OB QAT)OII0D JOJ SUOEPUSIIOAI (M sprodar uondeoxe [[e Auedwioooy

SYIS 2y} Aq paxmbar se ‘ssauisnq 9y 03 AJI[IQR[IBAR IIIAIIS PAISAI[IP 310da1 O »
uonIsmboe 921mosax
pue ‘sue[d o3eI03s ‘SpeopjIom pajdafoid pue Juarnd ‘AouUd3uUnUOd ‘QOUSI[ISAI
SB SONSSI Yons SSaIppe pue [ UIHIM 9oueuLIofod JUo1Ind aunj pue Urejurews o, «
:sosodmd om) oAI9S pInoys pardyes
BJR(J "SO0Inosar I jo Ajoedes pue oouewioprod oy Jojruow A[snonunuo))
dunaodoy pue SULIONUOIA S €SA

aAnvalqQ |00

(-auo2) Ayoeden pue asueuliopiod aseuejy £sd

167

© 2007 IT Governance Institute. All rights reserved. www.itgi.org



Take the following steps to test the outcome of the control objectives:
* Inspect IT resource performance and capacity planning documentation to identify if the planning process:
— Requires the inclusion of key metrics to be derived from SLAs
— Factors in business requirements, technical requirements and cost considerations
— Includes models of current and forecasted performance and capacity
— Involves the documentation of approvals from stakeholders
— Involves the continuous monitoring and reporting of IT
* Inspect IT resource uptime and utilisation reports to determine whether current IT capabilities are adequate.
* Enquire whether and confirm that benchmarking studies are performed to identify how competitors in similar industries are
addressing performance and capacity forecasting.
* Inspect documentation that provides IT resource availability information on areas such as:
— Storage requirements and current capacity
— Fault tolerance and redundancy
— Reallocation of IT resources to address availability, capacity and performance issues
* Enquire of key staff members on whether monitoring processes exist and are reported on to manage the performance, capacity and
allocation of IT resources.
* Inspect performance reporting documents to verify that appropriate information is provided to management on a periodic basis.
* Verify that performance and availability plans are used in budgeting processes and for improvements to the information
architecture.

Take the following steps to document the impact of the control weaknesses:

* Inspect incident reports and enquire of key staff members whether any outages are consistently being caused by capacity or
performance issues.

* Enquire of key staff members responsible for maintaining IT resources to determine whether they are informed of changes to
business requirements and SLAs that impact capacity and performance.
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Take the following steps to test the outcome of the control objectives:

* Determine the management level for establishing the continuity framework to support enterprisewide business processing recovery
processes.

* Determine the components defined to address the IT continuity accountabilities and responsibilities for supporting the business
strategy in response to a business disruption.

* Assess the IT continuity plans for recovery strategies and required service levels to meet the business processing objectives.

* Determine the effectiveness of the communications plan created to ensure the safety of all affected parties and co-ordination with
public authorities.

* Assess the guidelines, roles and responsibilities achieving recovery of short- and long-range business processing requirements.

* Assess whether IT continuity planning training is provided on a periodic basis.

Take the following steps to document the impact of the control weaknesses:

» Assess whether the IT continuity services sufficiently support achieving business processing services to meet short- and long-
range organisation objectives.

* Assess the framework to determine whether the planning invokes dependencies on key individuals rather than prioritisation of
recovery strategies.

* Assess the impact on business processing in the event IT systems are not recovered in a timely manner without an alternative
decision-making process.

* Determine the business impact required if recovery resources are not available and there is no ability to communicate with internal
and external stakeholders.

* Enquire of management whether IT disruptions were prolonged as a result of untrained staff members who did not follow IT
continuity planning procedures.
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Take the following steps to test the outcome of the control objectives:

* Through inquiry and observation, determine if the security management function effectively interacts with key enterprise
functions, including areas such as risk management, compliance and audit.

» Review the process for identifying and responding to security incidents, selecting a sample of recorded incidents. Through inquiry
and review of supporting documentation, determine whether appropriate management action has been taken to resolve the incident.

* Select a sample of employees and determine if computer usage and confidentiality (non-disclosure) agreements have been signed
as part of their initial terms and conditions of employment.

* Review the IT security strategy, plans, policies and procedures to determine their relevance to the organisation’s current IT
landscape, and determine when they were last reviewed and updated.

* Review the IT security strategy, plans, policies and procedures, and verify that they reflect the data classification.

* Interview stakeholders and users on their knowledge of the IT security strategy, plans, policies and procedures, and determine if
stakeholders and users find them to be relevant to risks and organisational practices.

* Ask executive management about any recent or planned changes to the organisation (e.g., business unit acquisitions/dispositions,
new systems, changes in regulatory environment), and determine if the IT security plan is properly aligned.

* Determine if security processes have been implemented to uniquely identify and control the actions of all users and processes
through review of system (development, test and production systems) and application accounts, job queues and services, and
security software mode settings.

* Through a sample of access control lists (ACLs), determine whether the security provisioning process appropriately considers the
following:

— Sensitivity of the information and applications involved (data classification)

— Policies for information protection and dissemination (legal, regulatory and contractual requirements)
—The ‘need-to-have’ of the function

— Standard user access profiles for common job roles in the organisation

— The need for segregation for the access rights involved

— Data owner and management’s authorisation for access

— The documentation of identity and access rights in a central repository

— Creation, communication and change of initial passwords

* Through inquiry and review of sampled ACLs, determine if a process exists for resolving access provisioning requests that are not
commensurate with established security authentication practices and roles.

* Determine if a risk assessment process was utilised to identify possible segregation of duties and if an escalation process was
utilised to obtain added levels of management authorisation.

* Determine if authentication and authorisation mechanisms exist to enforce access rights according to the sensitivity and criticality
of information (e.g., password, token, digital signature).

* Determine if trust relationships enforce comparable security levels and maintain user and process identities.

* Select a sample of user and system accounts and a sample ACL to determine existence of the following:

— Clearly defined requested role and/or privileges

— Business justification for assignment

— Data owner and management authorisation

— Business/risk justification and management approval for non-standard requests

— Access requested commensurate with job function/role and required segregation of duties
— Documentation evidencing adherence to and completion of the provisioning process

* Obtain from HR a sample of employee transfers and terminations and, through review of system account profiles and/or ACLs,
determine if access has been appropriately altered and/or revoked in a timely manner.

* Select a sample of critical network devices and system services, and determine if access control mechanisms have been routinely
evaluated and tested to confirm their operational effectiveness.

* Select a sample of critical network devices and system services, and determine if they have been routinely monitored for existence
of security incidents.

 Sample security baselines and determine if they are appropriately aligned to the organisation’s risk profile and levels of accepted
risk and if they take into account common risks and vulnerabilities (i.e., conform to leading practices).

* Select a sample of IT devices and determine their compliance with established security baselines. For deviations from baselines,
determine if a risk assessment was performed and if management approved the deviation from the baseline.

* Determine if a security review process has been integrated into the organisation’s acquisition and implementation processes (Al)
and delivery and support processes (DS), requiring security management’s involvement and approval of any IT changes that would
impact the design or operation systems security. The review process should consider:

— Overall technology architecture

— Database access and security design
— Protocol, port and socket usage

— Required services
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— User remote access and modem requirements
— Server-to-server authentication and encryption
— Scalability, availability and redundancy

— Session management and cookie usage

— Administrative capabilities

— User ID and password management

— Audit trails and logging/reporting

* Determine if security audit trails capture user identification (ID), type of event, date and time, success or failure indication,
origination of event, and the identity or the name of the affected object. Logged events should include accesses to sensitive data,
actions by administrative and privileged accounts, initialisation of audit logs, and modification of system-level objects.

* Inspect and review documents supporting the recording, analysis and resolution of potential security incidents, and perform the
following steps:

— Understand the methods used to categorise incidents and identify actionable threats.
— Identify specific logged security incidents, and inquire as to the nature and disposition of the incident.

* Inspect documentation evidencing the process used to match the organisation’s network device inventory to published
vulnerabilities for the purpose of verifying that all devices are at current release and security patch levels.

* Determine if formal management responsibilities and procedures exist throughout the key management life cycle, including
changes to encryption equipment, software and operating procedures.

* For a sample of new keys, determine if key pairs have been generated in accordance with industry standards and compliance or
regulatory requirements (e.g., ISO 15782-1, FIPS 140-1, ANSI X9.66) and if documentation evidences the existence of
split-knowledge and dual-control keys (requiring two or three people, each knowing only his/her part of the key, to reconstruct the
whole key).

* For a sample of expired keys, determine if documentation exists evidencing the complete destruction of keys at the end of the
key-pair life cycle.

* Review maintenance records evidencing that cryptographic hardware is routinely tested.

* Obtain a list of individuals who have access to cryptographic hardware, software and keys, and determine if access is limited to
properly authorised individuals responsible for the creation and injection of keys.

* Determine if key custodians formally acknowledge, understand and accept their key custodian responsibilities.

¢ Determine if encryption keys are generated, stored and used in a manner such that the keys and their components are known only
to authorised custodians.

* For keys received from third-party vendors, determine if they are sent in separate parts by different carriers on different dates, and
if each part of the key is stored in a separate safe, for which the combination is known by a separate key officer.

* Assess the system security features to evaluate whether proactive controls have been established to protect from malicious security
attacks.

* Assess whether the data/system protection software is centrally distributed throughout the network environment.

* Assess the control features for filtering incoming traffic against unsolicited information.

* Select a sample of critical network devices, and confirm that the devices are properly secured with special mechanisms and tools
(e.g., authentication for device management, secure communications, strong authentication mechanisms) and that active
monitoring and pattern recognition are in place to protect devices from attack.

* Select a sample of network devices, and determine if the devices have been configured with minimal features enabled
(e.g., features that are necessary for functionality and hardened for security applications); all unnecessary services, functionalities
and interfaces have been removed; and all relevant security patches and major updates are applied to the system in a timely manner
before going to production.

* Select a sample of new network devices or changes to existing network devices and determine that the organisation’s Acquire and
Implement (AI) process controls and Deliver and Support (DS) process controls have been followed.

* Select a sample of firewall devices, and review ACLs for the following:

— Access rules effectively segregating trusted and non-trusted network segments

— Documentation evidencing the business purpose and management’s approval of rules
— Configurations following management-approved baselines

— Devices that are current on version and patch release levels

* Determine if encryption is utilised for all non-console administrative access, such as SSH, VPN or SSL/TLS.

* Assess whether automated controls safeguard the data and systems, such that data are transmitted through reliable sources.

¢ Determine if user management periodically reviews user profiles and access rights to ensure the adequacy of access rights and
requirements for segregation of duties.

* Verify that direct access to data is prevented or, where required, controlled and documented accordingly.

* Verify that the quality requirements for passwords are defined and enforced by systems.
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Take the following steps to document the impact of the control weaknesses:

* Determine the level of security consciousness within the organisation by reviewing functional and operational documentation for
the existence of security considerations (e.g., involvement of the security management function within the SDLC).

» Benchmark the information security organisation (e.g., size, lines of reporting) against similar organisations, and benchmark
formalised policies, standards and procedures to international standards/recognised industry best practices.

* Determine if the security management function is commensurate with the size and complexity of the IT landscape. Consider the
following:

— Size, complexity and diversity of the IT landscape

— Use of security administration tools and technology

— Alignment of security management to business lines (e.g., do organisation segments have competing security functions?)
— Skills and training of security management personnel

* Determine if members of executive management communicate the importance and their support of the security management
organisation. Consideration should be given to executive management or security steering committee approval of formalised
security policies.

* Determine the existence of a management-approved security charter and policies, standards and procedures that address logical
security for all relevant aspects of the organisation’s IT landscape.

* Determine if the IT security plan has adequately considered the security profile of the organisation, including any regulatory and
compliance requirements.

* Assess the ability of the security management organisation to execute and monitor compliance with the plan. Consideration should
be given to the size of the organisation, use of security assessment and administration technology and tools, and required
experience levels and ongoing training received by security personnel.

* Select policy, standards and procedural documentation from various financial, operational and compliance areas within the
organisation, and determine if key provisions of the IT security plan have been appropriately reflected in the documentation.

* Determine if a security review process has been integrated into the organisation’s Al and DS processes, requiring security
management’s involvement and approval of any IT changes that would impact the design or operation systems security.

* Determine if the organisation’s Al processes and controls are supported by segregated development, test and assurance, and
production environments.

* Identify the existence and reasonableness of anonymous and group accounts (e.g., nobody, web user, everybody), remote processes
and started tasks. Consideration should be given to the nature and scope of transaction authorities, the risk of possible escalation of
privileges, the process origin (e.g., trusted, non-trusted), or if a security design review was performed for system and application-
initiated jobs and processes.

* Determine if security software, applications and supporting systems software has been configured to enforce user authentication or
propagate user and process identities. Determine if default accounts exist to authenticate anonymous users or processes.

* Determine sources of non-trusted access (e.g., business partners, vendors), and determine how access has been assigned to provide
uniquely identifiable account holders and appropriate protection of information.

* Through the use of audit software tools or scripts, identify the existence of inactive or unused accounts and determine the
existence of a business justification.

* Identify active vendor or contractor accounts, and determine if access is commensurate with the terms and duration of the contract.

* Determine if vendor-supplied accounts have been appropriately safeguarded (e.g., default passwords changed, accounts revoked).

* Assess the reasonableness of the nature and frequency of verification and vulnerability assessment processes utilised, considering
the organisation’s risk profile, size, complexity and diversity.

* Determine if security scripts and tools are utilised to test the existence of common vulnerabilities, the effectiveness of security
mechanisms and the effectiveness of user access administration processes (e.g., existence of inactive or never used accounts,
terminated user accounts, accounts without passwords or forced password changes).

* Identify and select a sample of organisation-critical network devices (hardware and application systems) and at-risk perimeter
network devices. Determine the existence of security sensors or use of host logging to capture incidents, and ensure that security
incidents are included in the daily review process.

* Obtain a sample of security-related incident work order tickets, and determine if the issue has been appropriately resolved and
closed in a timely manner.

* Determine if security tool deployment appropriately addresses all principal technologies utilised by the organisation and if
personnel possess the required skills to appropriately operate the security tools and technologies.

* Determine if security personnel are required to attend annual training and if security tools receive routine updates to threat and
vulnerability engines and supporting database/signatures.

* Select a sample of business-critical or sensitive data, and determine if data have been secured in accordance with the organisation’s
encryption standards.

* Verify that the cryptographic system used to protect stored data effectively renders data unreadable, and determine if any method
can be utilised to access erased data through forensic techniques.

* Determine whether the security controls have been implemented to prevent exposure from malicious attacks and vulnerabilities.
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* Determine if portable code (e.g., Java, JavaScript) and downloaded binaries and executables are scanned before being allowed into
the network or blocked from entering the network.

* Determine that the organisation’s network documentation accurately reflects the current network environment, including wireless
devices, and examine the network design to determine if security barriers are strategically placed at the network’s perimeter,
between the organisation’s trusted internal network and non-trusted public (i.e., Internet), vendor (i.e., service organisation) or
business partner (i.e., extranet) segments.

* Verify that changes to security-relevant parameters follow the organisation’s change management processes and are authorised and
tested accordingly.

* Confirm that sensitive information is not disclosed or exposed to unauthorised parties.
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Take the following steps to test the outcome of the control objectives:

* Enquire whether and confirm that cost allocations to departments are acceptable and/or appropriate for the organisation.

* Enquire whether and confirm that costs are allocated to distinct IT services.

* Enquire whether and confirm that the responsibility for gathering and allocating costs has been assigned appropriately.

* Inspect documentation that defines the cost allocation approach to ascertain whether all costs are allocated reasonably. This can be
accomplished by, for example, comparing cost allocations to the budget or actual expenses incurred.

* Obtain the IT budget and departmental budgets, and determine whether IT service costs exist in departmental budgets.

* Consider whether the IT budget appears to be in alignment with the business needs through examination of departmental budgets,
applications supported by department, etc.

* Select a sample of costs incurred and trace those costs to ascertain that they have been appropriately allocated to the IT services.

* Extract significant costs (e.g., the top 10 percent, significant department costs), and trace those costs to ascertain that they have
been appropriately allocated to the IT services.

* Extract all IT costs and stratify by type for comparison to IT service definitions.

* Confirm with IT service leaders that all infrastructure inventory is accounted for and owned by IT services provided. This can be
accomplished by examining the geographic scope of IT service and the nature of applications and business services provided, and
discussing those scopes with the IT service leaders or through corroborating the IT service scope discussed with the current
network diagrams.

* Select a sample of IT services and inspect the allocations of IT infrastructure for completeness by considering the nature of the IT
service provided and known infrastructure required for support.

* Select a sample of IT infrastructure and ensure that it is mapped or assigned to an IT service area.

« Inspect asset registries, network diagrams or other infrastructure inventories, and determine whether allocations to service owners
have been made.

* Select a sample of assets from a tour of the data centre and ensure that the assets are appropriately logged in asset registries,
network diagrams or other infrastructure inventories.

* Enquire whether and confirm that all defined cost elements (e.g., people, accommodations, transfers, hardware, software) have
been captured.

* Inspect billings/cost allocations/journal entries to record the allocations of IT costs and assess the appropriateness of those
allocations. For example, comparisons across departments, or a percentage of department expenditures, may identify
misallocations or unallocated costs.

» Compare and reconcile costs allocated to departments against IT expenditures to determine whether complete and accurate
allocations are occurring.

* Inspect the general ledger accounts for IT expenditures to identify high-risk accounts (e.g., accounts that are not regularly used or
that have high volumes of transactions flowing through them), and review for unusual entries.

* Select a sample of invoices from the IT department, and ensure that the accounting treatment is in accordance with the enterprise’s
cost allocation models.

* Analyse IT cost information obtained from the general ledger accounts to determine whether accounts that are subject to auto-
posted or standard journal entries are posted correctly. For example, reperform the calculation of depreciation expense on IT assets
to verify that accumulated amortisation on IT is allocated appropriately to the departments based on service usage or percentage
allocations.

 Confirm with business process owners that there are processes in place to prevent unauthorised changes to cost allocations and to
detect/monitor changes to cost allocations.

* Inspect a sample of cost structure changes, and ensure that budgets and forecasts for the affected departments have been revised
and are numerically correct.

* Inspect the change logs to identify significant changes or deployment of new systems, and determine whether those changes have
had an impact on cost structures and have resulted in a subsequent change in budgets and forecasts.

* Inspect any analysis of variance amongst budgeted cost, forecasted cost and actual cost and determine whether they have been
completed on a timely basis and with sufficient detail. Assess whether the analysis has been performed in alignment with
organisational standards.

* Inspect distribution lists to validate whether all relevant senior management and business process owners receive analysis.

* Confirm with the business process owners how they are informed of changes to the IT service costs allocated to their departments.

* Enquire whether and confirm that inquiries due to unclear cost or pricing procedures are followed up on immediately and
captured for summary analysis. Trace an inquiry through the system to determine operating effectiveness and ensure immediate
follow-up.

Take the following steps to document the impact of the control weaknesses:

» Compare IT expenditure as a percentage of overall corporate expenditures, and determine if IT expenditures appear reasonable by
using, for example, trend analysis over years or benchmarking against industry standards.

* Select a statistical sample of expenditures from each of the IT expense accounts and determine through statistical extrapolation the
impact of misallocations and the ways in which accounts and/or departments have been affected.

192 © 2007 IT Governance Institute. All rights reserved. www.itgi.org



» Compare and reconcile costs allocated to departments against IT expenditures to determine whether complete and accurate
allocations are occurring.

* Inspect HR records to determine changes in headcount since the last cost structure change, and quantify the impact of the change
on the costing models. Compare payroll registers from the prior year to the current year to assess the consistency of payroll
expenditures and whether those changes have been reflected in the costing models.

* Inspect the change logs to identify significant changes or deployment of new systems, determine whether those changes have had
an impact on cost structures, and quantify the impact on the costing models.

» Compare the asset registers from the prior year to the current year, identify any significant new assets, and determine whether
those assets have had an impact on cost structures in terms of, for example, depreciation and amortisation. Assess whether any
significant decommissioned assets have not been removed appropriately.

* Enquire of business process owners whether the lack of budget, forecast and actual cost information from IT has impacted their
ability to manage costs. Determine the impact through discussion with those process owners.

* Enquire whether and confirm that all chargeable items and services provided by the IT department are itemised and that the
corresponding charges for every service are listed.

* Select a statistical sample of expenditures from each of the IT expense accounts and determine through statistical extrapolation the
impact of misallocations and the ways in which accounts and/or departments have been affected.
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Take the following steps to test the outcome of the control objectives:

» Review management communications to personnel encouraging additional education and self-study programmes.

* Obtain and review expense reimbursement requests for training.

* Obtain a list of vendor-provided training materials (e.g., manuals, CDs, training packets, syllabi).

* Obtain and review the inventory of educational books in the IT library.

* Speak with individual staff members to determine whether they have set a training plan that is aligned with their department’s or
the organisation’s requirements.

* Inspect incident management records to identify trends in system support and usage that may indicate skill gaps.

* Enquire of management as to which specific competencies are required to support the environment, and ascertain whether there is
a plan to build and maintain those skills for the organisation or to acquire those skills through third-party arrangements.

* Inspect a sample of individual performance plans to determine if technology training needs were incorporated.

* Enquire of management regarding results of performance evaluations and any potential skill gaps identified.

* Inspect problem management records to identify trends in system support and usage that may indicate skill gaps.

» Walk though the process for defining effective training programmes to determine if:
— All relevant needs, including timing, are considered
— Training sessions effectively meet training needs identified
— Information on delivery mechanisms is up to date
— Recent evaluations of trainers and programmes are reviewed

* Inspect the record of attendance and completion of training and education programmes for accuracy.

* Inspect the participant and trainer feedback from a sample of completed training sessions.

* Interview users to evaluate their understanding of the training sessions and then review the tests to verify that they effectively
measure the quality and relevance of the contents of the sessions and the level of the expectations met.

* Enquire whether and confirm that stakeholders were interviewed and provided feedback on education and training.

* Enquire of management regarding results of performance evaluations and any potential skill gaps identified in areas where training
has been delivered.

* Enquire of management and users whether user effectiveness and knowledge improved after the training was delivered.

* Determine whether indicators such as reduced number of service desk calls and productivity of users are assessed to indicate
whether training had the intended impact.

* Inspect course evaluations to determine the degree of trainee satisfaction with the training delivered. Specifically consider the
satisfaction with the instructors, course content and course location.

Take the following steps to document the impact of the control weaknesses:

* Obtain personnel files/résumés to analyse whether skills are appropriate for the job/position.

* Obtain personnel files/résumés to analyse skills against deployed systems.

* Enquire of management and review reports (e.g., listings of month-end and year-end accounting and reporting corrections) to
determine whether corrections of information processed are required. Analyse to determine whether the incorrect information was
caused by inadequate knowledge of users.

* Determine aggregate costs associated with downtime in areas where training or skills are undefined, and compare them to service
costs for other areas or against peer groups.

* Inspect incident management records to identify trends in system support and usage that may indicate skill gaps.

* Enquire of management regarding results of performance evaluations and any potential skill gaps identified, such as in areas where
training has been delivered.

* Assess benchmark indicators such as reduced number of service desk calls and productivity of users to indicate whether training
had the intended impact.
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Take the following steps to test the outcome of the control objectives:

* Confirm how customers and users are advised of the service desk standards, and inspect the existence of these methods (postings
at the service desk or online, etc.).

* Confirm the existence of user feedback logs.

* Enquire about the effectiveness of the system in terms of monitoring and improving customer satisfaction rates.

* Enquire about the existence of service desk performance reports.

* Inspect a sample of entries in the call log that were not immediately resolved, and determine whether the proper escalation
procedures were followed.

* Inspect whether reported metrics address the relevant service desk goals. Enquire as to who uses the reports and for what purpose.

* Monitor several service desk calls to confirm whether existing procedures are being followed. Trace observed calls to the service
incident tracking system.

* Enquire whether and confirm that incidents are properly prioritised according to policy.

* Review a sample of incident tickets to verify adherence to policy.

* Select a sample query and verify that incident records are updated to show the date and time of and the assignment of IT personnel
to each query.

* Inspect samples of documentation of trouble incidents, and confirm that such incidents conform to priority levels set by policy.

* Enquire whether and confirm that users are informed on the progress of incident resolution.

* Enquire whether and confirm that all request and incident records are monitored through their life cycle and reviewed on a regular
basis to guarantee a timely resolution of customer queries.

* Enquire whether and confirm that requests and incidents are closed only after confirmation of the requester.

* Inspect a sample of incidents and verify that there has been a manual or automated follow-up of the resolution.

* Confirm through inspection that incidents are reviewed for update in the knowledge base, including workarounds, known errors
and the root cause for similar incidents arising in the future. Physically inspect the knowledge base, and inspect a sample of entries
to ensure that the workaround is included, as well as the root cause, if known.

* Inspect a sample of incident records, and verify if they were monitored and fulfiled according to SLAs.

* Select a sample of records and confirm with the requester that they were consulted for closure.

* Identify whether appropriate definitions exist for incident classification (e.g., by impact and urgency).

* Identify whether procedures for functional and hierarchical escalation are defined.

* Enquire whether and confirm that incident management is clearly linked with continuity/contingency plans.

Take the following steps to document the impact of the control weaknesses:

* Observe several service desk calls to confirm undocumented procedures. Undocumented escalation procedures should assign
trouble tickets that the service desk cannot resolve to the appropriate IT staff members.

* Verify that all critical service calls are prioritised by the service desk manager or a senior staff member.

* Observe operations of the IT support team, and record undocumented procedures to log and prioritise incidents.
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Take the following steps to test the outcome of the control objectives:

* Enquire of management whether any failed configuration changes or security breaches have occurred, and ascertain whether those
issues resulted in a loss of corporate assets, disclosure information or downtime. Determine that access to the logging tool is
restricted to appropriate personnel.

* Review a sample of configuration items to ensure that a unique identifier is assigned.

* Verify that baselines enable identification of system configuration at discrete points in time.

* Enquire whether and confirm that there is a documented process to revert to the baseline configuration.

* Inspect the outputs of tools designed to detect changes to the configuration, and assess whether those changes are in alignment
with the organisation’s design specifications and security strategy.

* Inspect the tools used for the configuration management database (CMDB), and verify that the quantity and quality of information
provided by the CMDB are appropriate for all IT processes.

* Determine whether configuration information is held in redundant information systems.

* Select a sample of desktops and examine the configuration and software deployed against baseline standards to ensure that no
unauthorised changes have been made.

* Identify whether the use of unlicensed software is prevented and procedures exist to detect unauthorised software.

* Verify that management is receiving regular reports and that these reports result in continuous improvement plans.

* Test a sample of systems and applications by verifying that they can be reverted to baseline configurations.

* Obtain vulnerability assessment tools for deployed technologies, and run them to determine whether known vulnerabilities have
been corrected.

* Determine what should be documented (e.g., configuration items, incident records, change records, change schedules,
availability information, service levels) for the review of configuration information and to document the relationship amongst
configuration items.

Take the following steps to document the impact of the control weaknesses:

* Enquire of management if any failed configuration changes or security breaches have occurred, and ascertain whether those issues
have resulted in a loss of corporate assets, disclosure information or downtime.

* Inspect copies of internal or external reports on configuration assessments, and determine whether configuration weaknesses have
been identified.

* Use vulnerability assessment tools for deployed technologies to determine whether known vulnerabilities have been corrected.
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Take the following steps to test the outcome of the control objectives:

» Compare the incident list to incident reports and error logs to ensure that the incident process is working correctly.

* Verify the existence of problem identification and handling documentation.

* Inspect a sample of reports to ensure that they are being used when appropriate and that they contain the necessary information.

* Verify that known errors, incident analysis tools and root causes are communicated to the incident management processes.

* Verify that the status of the problem handling process is monitored throughout its life cycle, including input from change and
configuration management.

* Review schedules and minutes of meetings amongst process owners for configuration, incident and problem management.

* Inspect and review records and reports regarding the total costs of problems.

Take the following step to document the impact of the control weaknesses:
* Enquire whether and confirm that changes resulting from the problem management process are monitored to determine the overall
improvement of IT services.

208 © 2007 IT Governance Institute. All rights reserved. www.itgi.org



‘syuowaambar A10jen3ar pue [€39] ‘[ENIOBHUOD YIIM JUI] Ul dI8 AU} Jey) 2INSUS PUe ‘Bjep I0J SpoLIad UOnUIaI MATAJY
‘syuowaambar ssoursnq Aysnes sanbruyoo) 958103S Jey) INSUD PUB ‘[OPOW BIEP Y} MITAY »
ugisaq |04juo0) 3y} 3saL

SSO00® BIEP PISLIOYINEU() o

suone31qo [e39] JOUUBUI JUSIOTLJO UR Ul POASLIAI BJB(] o
pue A103e[n3a1 yim ooueIduwod-uoN e S90IN0S JO 93eI0IS PapIendojes « ‘sjuowaanbar A1oyen3ar pue Lorjod
PIPOSU UOYM PAASLIAI J0U SJUSWNIO(] o Surpuey eyep Joj 9oUEPINL) . AI1IN09s S, UONESIUESIO A} ‘S9ATI0[qO SSAUISNq 193U 0} SUIAIYOIE PUE UOLIULIAI
Surioyfe 10 SuImorA syuowaInbal ssoursng ‘a3e10}S BIEp JUSIOIJO PUE ANV 10J saInpadoid juswsjdwr pue surfa(y
pasuoyneun woij pajosjold jou ele(] « Jo 110ddns ur juoweSeuew BIR(J . SHIUQUISURLIY UONUIIIY pue Iger0lS 7 11SA

sovioee fll - sewaenen aN3291d0 f0:10D

‘pjuoWId[dWI PuB PAULJOP U] SABY SIUSWIAIINDAT YIIM 9JINSUSWIIOD S[OTIUOD JBy} QINSUH o
"SIQUAMO BJEP

oU) YA PAJEPI[A U0Sq 9ARY SIUSWIINDAT 95y} Jey) PUe PAuIJop Udaq dAeY AI[Iqe[ieAe pue AiSojul KI[enuapIjuod Joj S)USWInbal jey) WJuod ‘JUod[o Bjep Yoed I0] «
"SJUQWISA BIEP JO AIOJUSAUIL d} UIR)q() o

ugisaq [04ju0) 3y} 3SaL

jou Jou sjuowaInbar S90INOS JO 23e10)S PapIengafes . "Spaau Furssaooidar

K10ye[n3ar pue [€39] ‘ssauisng PasLIOyINE SUOIOBSURI) BIR(] o pue 11e3sa1 Surssaooid eyep 1roddng ‘sjuowonnbar ssaUISng YHIM OUBPIOIIE
SaYoBaIq AJLINIAS o Surpuey ejep JoJ dOUBPINL) « Ul PAISAI[SP ST Indino [[e pue Touuew Ao & ul pue A[ojemode K[a3o[dwos

syjuawaImbar ssoursnq syuowannbar ssaursng Ppassao01d pue paAradar are 3urssad01d 10§ pa3dadxa eiep [[e Jey) AJLIOA

j10ddns 03 Surjrej Juswageuew BIR(J o Jo 110ddns ur juowoSeuew BlR(J . JUIWISRURA B)R(] 10} SjuduImbay] ssauisng 1 11SA

SI19ALA YSIY SI19A1Q dnjep 9aA1393[qO [01jU0D

“BJep ssauIsnq Jo AN[Iqe[IeAr pue ssourjown ‘Ajenb ay) amsud sd[ay juswadeurw eiep 0ANddYYH “erpaw Jo [esodsip 1adoxd pue ‘eyep jo A19A09a1 pue dnyoeq Areiqr
BIpOW 9y dFeurW 0) SAINPIJ0Id SATOLFS JO JUSUIYSI[EIS U} SOpNJoul os[e ssod01d Juowageuetu Blep oy [, "syuowainbar eyep Surkjnuopt saxmnbal juswaseueu BIep 9ANYH

ejeq aseue\ TISd

209

© 2007 IT Governance Institute. All rights reserved. www.itgi.org



[esodsip SuLmp pue 910j9q eIpaw pue judowdmbe oy) s[puey pue 2103s 0} saIpPadoid pue AJLNodas [eIISAYd A18SS900U o) QALY SI0JORIUOD [esodSI(T —
ssa001d [esodsip ayj JnoysnoIyy Aem o1ndas e ul pajodsuen are erpaw pue Juswdmbs pasnruesun) —
‘301 ayp ur
S[esodsIp Ju991 J93[J21 03 pajepdn U3q SBY AIOJUSAUT JULIND Y} JBY) MO ‘Tesodsip uodn JSI] AI0JUSAUL BIPAW Y} WOIJ BIPAW AR QAOWAI 0} 9Ipad0Id € S1 a1y |, —
[Ten JIpne Uk Urejurew 0 pa330[ Ud9q dALY UONBULIOJUI JANISUSS Jurureiuod erpauw pue juswdmba pasodsiq —
(pokonsap AqredrsAyd uooq 9ABY BIBp QADISUSS AJYSIY SUIUTBIUOD BIPAW “F°9) PIASLIAL
9q Jouued PIsodsIp aq 03, 10 P[P, SB PAYIBW BIpP Jey) Aem B ons Ul [esodsIp Jo asna1 0} Joud pasniues 21 UONBULIOJUI QANISUAS SUIUTeju0d eipauwl pue judwdmbyg —
paurjop AJaea[o s [esodsip uo sarorjod Jo uonesrunwwod pue juswdo[orap oy Joj Arjiqisuodsay] —
ey} WIJUOD pue Joylaym annbuy .

ugisaq |043u0) ay} 3sa)

sade) e1ep 0] $S9008 PASLIOYINLU() » AjI[iqerreAe ejep Jo Surprensojes o "palIgJsuen 10 pasodsip
BJEp JuawaFeuew dnyoeq pAdULYU QIe QIEMPIEY PUB BJEP USUM JOU QB 9JBMIJOS PUR BIEP QANISUSS JO U0Noj01d

QAIISUDS JO ANI3ul pasiordwo)) . UONJBULIOJUT J10J syuowaIbal ssaursnq jey) Asud 03 sampaooid juswdwr pue surjog
uorewIoyul 93e10dI09 Jo aImMSO[ISI(J » e10d105 Jo uono3301d 19do1q « resodsiq ' 11SA

sI19AU(Q 9njep aAlRoalqO [013U0)

"BIPOUI J0A1I00 A} 0) PIXIJJE ATB S[OqR] [BUI)XD JBY} SJepI[EA ISIMISUIO JO ‘S[oqe] [BUIOUL [PIM PuodsarIod s[oqe] [BuI)Xa Jey) WIJUuod ‘siseq o[dwes e uQ «
"KI0JUOAUL 9} 0} oBq PadeI) 9q UBd 93eI0)S UT SW)I PUB PAJHUIPI 9q ULD ISI] AIOJUSAUI Y} UO BIPOW Jey) dINSUD ‘Siseq o[dwes & U0 pue AIOJUSAUL BIPIW U} UTBIQQ) o
usisaq [043u0D 8y} 3sa)

eIpaw dnyoeq
JO uoned0] AUIULIAP 03 AI[Iqeu] «
sdnyjoeq Jo uonoNNsI( .

sode) ejep 0] SSOI0B PASLIOYINEBU() « UOIJBIOISAI BJEP J0J QUIN) PAdNpay «
papaau Kjiqe[reae ejep jo Surprensojes . "AI39)u1 pue AN[Iqesn 19y} 9INSUS 0) BIPAW PIAIYDIR
uayMm o[qe[reaeun eipawr dnjoeg JuauwdFeuewr dnyoeq pasoiduwy « pue pal10js Jo AI0JudAUl UR urejurew o) samnpadoid juowardwr pue surjoq
pastwordwos AJLI3ajur BIPIA « BIPAW [[€ JO SUNUNOIIY o WIJSAS JuUdWISRURIA] AdeaqI] BIPIJAl € TISA

sonioee fll - semgenen SARISHIO 103100
(u00) ejeq aSeuep TTSA

© 2007 IT Governance Institute. All rights reserved. www.itgi.org

210



‘sampaoo1d Aymunuod 991AI9S ] | pue syudwarmbar ssaursng uo
Paseq ua9q sey A19A0931 Bjep 10J Ayorid oy [, 1oumo $s9901d [ IO SSauIsng oy} yjrm pajedrunuiod pue uodn paaide usoq sey uoneIo)sal 10y parmbar suwrely owry oy J, —
P210351 A[9A1I09JJ9 9q ued sdnyjoeq Jo sjuauodwiod [[e Jeyy 2Insud 0} A[esrpouad pauriojrad U9aq dALY SISO} UOILIOISAI JUIIIPNS —
ejep dnyjoeq 03 paxnmbar ssaooe ayy Surpnjour ‘sjuowaInbal ssauisnq Ay JAOW Jey) PIULFAP U2 dARY Blep dnsjoeq Jo 25LI0IS 9JISJJO PUB JISUO JOJ SJUSWINDbIY —
"PRISPISUOD SjusWASURLIE 31s0dop 10 M0I0S3 pue pannbar oq pinoys sanred
pay} woyy sdnyjoeq Jo uInjal oy I, paIndas asimIay)o Jo dn pasoeq Ajejenbope are sanred panyy £q passeooid 1o paurejurel UOHBIUSWNIOP pue eep ‘uonesrjdde woiskg —
sainpaooid pue sororjod paysIqelse yim ouepIodoe ur sdnxoeq 3urs30] pue Surye) J10J SISIXO [NPAYIS Y —
sdnyjoeq SuLioyiuow pue Surse) J0j PAUSISSE U2 dARY SaNI[IqISUOdSaY —
uondAiouy -
SIYSLI SS9008 pPue AJLINJAG -
S90INOS BJEP JO UONBIO[ [BIIS0] pUB [BIISAY{ -
(s1o9yspeards “3-9) eyep Sunndwos 1osn-pud [BONLL) -
s30] Jo uonear) -
(reondo ‘ao10A “39) sadAy ee(q -
sdnyjoeq aurjuo pajewony -
eIpaw Jo odAT, -
(eyusurarout “sa [[nJ “3-9) dnyjoeq jo odAf, -
(uonuayar wIe)-3uo] I0J INOY-AAJ ‘SA sdnxjoeq swmn-[eal 10 SuLIoLIIw JSIp “39) dnyjoeq Jo Aouonbaiy -
:3uIpnjour 10308} JOPISUOS PUE JSIXd UONEIUSWNIOP pue ejep ‘suonedrjdde ‘swoisAs jo dnxjoeq oy 1oy semnpasoid pue sororjod ojenbapy —
ue[d AMunuos 90IAISS [ ] pPUE [OpOUl JUSWSBURW YSLI A} YHIM JUSWUSI[e Ul parynuapl A[[eorporrad are suonerado ssauisnq j095Je Jey} Bjep [eonL) —
:Jey) WIIJUOd Pue Joyiaym axmbuy .

ugisaq [01ju0) 3Y3 1S9

sdnyoeq uruioprod
10 Juowdambar owry ojerrdorddeur »
I0)sesIp e Aigayur
JO JU2AD AU} UI BIBP 210JS21 0} A)I[IqRU] » pue AJI[Iqe[IeAR BJep JO SUIpIengojes «

syjuawaInbar ssaursnq ue[d dnyoeq
100Ul 0} Sul[rey SaINpPadold A19A009Y » | | A pue sjuowAIINbar ssaursng ay) Yum ‘uerd Amunuod
papasu pausife juowageuewr dnyjoeq paoueyuy « oy pue syudwIMbaI ssauIsng YIm dUI| Ul UONBIUIWNOOP pue ejep ‘suonesrdde
uaym eyep dndoeq 10A0991 03 AN[IqeU] « Ppa10Isax ‘SW)SAS Jo uonerolsar pue dnyoeq 10y sampasoid juowedwr pue suryoq
uonewIoyul 93e10dI09 JO 2INSO[ISI(T » Aadoxd uonewroyur 9je10dio)) . uone.10)say pue dnyoeg s 11Sd

sowavsy fll - sowagonen] SARBsIa0 100D

("Juo2) ejeq aseuelN TISA

211

© 2007 IT Governance Institute. All rights reserved. www.itgi.org



103 syurod Jyodoip mndino amodas are Q1Y ], ‘SS90 PASLIOYINLUN JO JILYE [BUIIXS “QOUIQJIUI ‘D11 WO} SaSSO[ siudAald armonnseljur [ed1sAyd ay) Jo usIsap oy —

A1moas ‘aouefroans deudoidde ym pajdnod sigjouwnrad ALmoaas pauryep Aq pe3odjold suoneso] [esrsAyd amodas uryim are sanioe) 3urssao01d UOIIBUWLIONUT QANISUS —
BJBP JANISUSS JO Sulssao0ld pue Surpuey A} Ul AJLINJIS JO SSAUAIBME UTRJUIBW PUB JBIIO 0} PAIMISUT U9q dABY sounurer30ld ssouoremy —

Bep Jo suonesrjdde payzomiou 1o s1oIndwod Jasn-pud uo paiols ejep joedun Ajosroape Aew ey suonedsidde 1osn-pus 10J PaYSI[qeIsd U23q dARY SINPadoId pue sopmy —

BJBp 9ANISULS Jo dnyjoeq pue JUSWIIFRUBW PUB BJEP 0} SSI00L JOSN-PUS 10J PAYSI[(RISI UIQ AARY SAINPadoId pue sapny —

UOTJBIIPISUOD OJUT UNE) PUB PAULJOp A[Iead st ndino Jo ANfenuaprjuod pue ‘yndino eiep o3 sso99e [ed130] pue [edIsAyd 10J paysI[qeIse uadq aAey syuswrnboy —
j10dsuen [eorsAyd 1oy SurSesoed jueysisor-1odure) pue SIOLINOO PAPUOq “S[€I0} YSBY ‘SOpOd UONBINUAYINE o3essowl ‘uondAIous ‘o) pojiw| jou

g ‘Surpnjout ‘10dsuen} pue UOISSIWISURI) JOLIOOUI PUB SSOOJB PASLIOYINEUN WO SOFLSSOU PUB BJep 9ANRISUSS 100301d 03 pojuowojduwr pue paurjop uoaq sey Aorjod y —
S10UMO $s9901d ssoursnq 9y} ym uodn padiSe uadq Sey Bjep JO UOIBIIJISSE[O A} PUB ‘PISSAIPPE Udaq

sey suonen3ax pue smej o[qedridde yym oouerjdwod ‘ejep Y} Jo AN[RNUIPIFUOD I0J PAAU SSAUISN] A} SISSAIPPE PUB BIEP JANISUS SALFUSPI Jey) doe[d ur st ssao01d v —

‘soned pary) 03 eIEp JO I9fsuen Jo sndino dANISuSS

S[OIU0d ATJUS PUE SIOLLIEq

(s109ndwod JeuosIod paxjromiau uo SIYILI Josn U0 SAorjod I9pISU0d 3 9)

:ey) WIJUOD PUR JOYYM oInbur «

ugisaq |013u0d a3 30

SI19sN pasLIoyIneun Aq paIdie Ble( .
B)Ep PIPIWISULH)

Jo Aoemooeur pue ssaud)ddwoouy «

SSOJ0E BJBp PISLIOYINLU() »

P2A01)SaP 10 PASNSIW BIBP JANISUIS o

s19AUa YSIY

BIEp popIuIsuen
Jo Aoemooe pue ssaudjejdwo)) «
SIOSN PAsLIOYINe 0} A[qe[IeA.
UOTJBULIOJUT JO)[ JO MIIA 0} AN[IQV e
pa1o9jo1d pue
PpaInoas Aj10doxd uoBWIOUT QAIISUSS o

‘sjuowIIMbal

K10ye[n3ar pue Ao1j0d A1Inods s, UONESIURSIO ) ‘SANI[qO SsauIsng jooun

03 gjep jo ndino pue o3eIo)s ‘Furssasold 9dreoar oy 03 ojqeordde sjuowamnbar
Anoas Ajdde pue Ajizuapr 03 sampaooid pue serorjod juowordun pue suryoq
JUdWIGRUR]A B)E(] 10} spuduwd.ambay £31andds 9° 11SA

aARoalqQ [013U0)

("Juo2) ejeq aseueiN TTSA

© 2007 IT Governance Institute. All rights reserved. www.itgi.org

212



Take the following steps to test the outcome of the control objectives:

» Review business requirements documentation to ensure that the documentation mechanism is being used as designed.

* Inspect the data management tools to make sure that they are being used as described.

* Verify that access to media and systems is restricted to authorised personnel.

* Verify if media that are susceptible to degradation, such as tape, are routinely replaced.

* Select a sample of the media disposal list and verify that the disposed media are not on the media inventory list.

* Inspect on- and offsite storage facilities and check for accessibility.

* Review a sample of test results to ensure that restorations are successful and the time required for restoration is reconciled with
SLAs and continuity requirements.

* Verify that backup information is stored offsite, as required by continuity processes.

* Verify that procedures to ensure integrity of archived information are in place and followed.

Take the following steps to document the impact of the control weaknesses:

* Enquire whether and confirm that a policy is in place that meets business requirements for disposal or reuse of equipment and
media to minimise the risk of exposure of sensitive data to unauthorised persons.

* Enquire whether and confirm that critical data that affect business operations are periodically identified, in alignment with the risk
management model and IT service continuity plan.

* Verify that consideration is given to the confidentiality, integrity and availability of the data as well as applicable laws and
regulations.
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Take the following steps to test the outcome of the control objectives:

* Review the risk analysis report to verify that the report has been updated within the last year.

* Review policies to verify that new/updated regulations and laws are reflected in the policies.

» Walk through the areas to ensure that they are secure according to procedures.

* Review the security logs for confirmation of minimum security checks.

* Inspect the logs to verify that they include, at minimum, the visitor’s name, the visitor’s company, the purpose of the visit, the
name of the member of the IT operations group authorising the visit, the date of visit, and the times of entry and exit.

* Select a sample of personnel with badges and verify authorisiation.

* Verify whether wiring cabinets are locked and have restricted access.

* Verify that documentation for cabling and conduits is available for reference.

» Walk through the facilities and compare findings with the health and safety guidelines.

* Interview personnel to assess their knowledge of the guidelines.

Take the following steps to document the impact of the control weaknesses:

* Verify that special considerations are taken into account (e.g., geographic position, neighbours, infrastructure). Other risks that
need consideration are theft, temperature, fire, smoke, water, vibration, terrorism, vandalism, chemicals and explosives.

* Enquire whether and confirm that a process exists that examines the IT facilities’ need for protection against environmental
conditions and power fluctuations and outages, in conjunction with other business continuity planning procedures.
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Take the following steps to test the outcome of the control objectives:

* Enquire whether and confirm that standard IT operational procedures that support agreed-upon service levels are in place.
Procedures should include a trouble escalation system to track and monitor downtime.

* Enquire whether and confirm that roles and responsibilities, including those of external service providers, are defined. Review any
relevant documentation for existence.

* Enquire whether and confirm that support staff members are aware of and understand the operations procedures and related tasks
for which they are responsible. Walk through the support staff work area to confirm that the operations processes are being
implemented correctly.

* Enquire whether and confirm that the procedures are consistently maintained and implemented properly by reviewing logs.

* Enquire whether and confirm that handover communications and related responsibilities are defined.

* Enquire whether and confirm that procedures for exception handling exist and are integrated with incident management.

* Confirm job and role descriptions for segregation of duties. For example, computer operators should not have access to the
programs, and computer programmers should not have access to production data or write directly to the media (BLP, bypass label
processing).

* Verify the existence of documentation of the procedures. Observe and interview staff members to verify adherence to the
procedures.

* Inspect access privileges to verify that segregation of duties is appropriate.

* Inspect documentation and interview operational staff members to verify that procedures are followed.

* Observe operational staff members to confirm use of procedures and document performance.

* Enquire whether and confirm that scheduling of batch jobs is controlled by the use of job scheduling software. Ensure that proper
security controls are in place to prevent unauthorised jobs from running.

* Enquire whether and confirm that batch jobs are scheduled.

* Evaluate the scheduling process to ensure that the scheduling of batch jobs takes into consideration:

— Business requirements

— Priority of job

— Conflicts between jobs

— Workload balancing (performance and capacity management)

* Enquire whether and confirm that the outcomes of batch jobs are monitored and verified.

* Enquire whether and confirm that automated processes are in place to immediately notify when batch jobs fail. Inspect hardware
and software related to the automated processes to verify existence.

* Ensure that control of batch jobs is not limited to technical information (e.g., time required to complete the job) and that business
process requirements for the data are controlled (e.g., completeness and correctness of data processed).

* Inspect relevant documentation for existence and to ensure that the formal procedures properly address the scheduling of
batch jobs.

* Inspect change documentation to verify accuracy.

« Verify the existence of schedules.

* Inspect documentation and evidence that batch job incidents were raised and solved in a timely manner.

* Enquire whether and confirm that rules are defined covering thresholds and event conditions and are implemented within the
system to ensure that real events are triggered when required.

* Enquire whether and confirm that event logs are produced and kept for an appropriate period to assist in future investigations and
access control monitoring.

* Enquire whether and confirm that procedures for monitoring event logs are established, the results of the monitoring activities are
reviewed regularly and, if appropriate, incidents are escalated to the service desk.

* Enquire whether and confirm that incidents are created for all deviations noted.

* Inspect event logs to ensure that they are not overloaded with minor events and that all major events are recorded.

* Inspect event logs to verify existence and appropriateness.

* Obtain a sample query of event log entries that may trigger a service desk ticket. Trace the event log entry to the service
ticket logs.

* Enquire whether and confirm that access to sensitive documents and output devices is assigned appropriately.

* Enquire whether and confirm that a regular reconciliation of sensitive documents and devices is conducted. Perform a
reconciliation of a sample of sensitive documents and devices, comparing actual to recorded amounts.

* Enquire whether and confirm that appropriate physical safeguards are established.

* Inspect and test the physical safeguards of sensitive assets.

* Inspect whether appropriate critical equipment is available.

* Enquire whether and confirm that all activity logs are reviewed on a regular basis, to identify critical hardware components that
require preventive maintenance.

* Enquire whether and confirm that communication means are effective in informing users of the impact of outages immediately
(e.g., e-mail, phone tree).

* Confirm with the business and IT that scheduling was performed in accordance to business requirements. Review the production
schedule, and verify that all relevant equipment is considered and scheduling considers service requirements.
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* Physically inspect the hardware to confirm that maintenance has been taking place. Inspect the plan to ensure that it is
designed effectively considering cost-benefit analysis, vendor recommendations, risk of outage, qualified personnel and other
relevant factors.

* Determine if appropriate action is taken in a timely manner for critical maintenance.

Take the following steps to document the impact of the control weaknesses:

* Enquire whether a lack of documented procedures impacts continuous operations, i.e., computer operators are able to conduct
daily operations without an operations manual, and lines of communication are known.

* Enquire whether undocumented IT operations procedures reflect current operations. If not, it may hinder cross-training or training
of new hires and lead to improper procedures being followed during a shift turnover.

* Enquire whether and confirm that all batch jobs are completed via reports or other means.

* Observe that computer operators are monitoring and completing batch jobs as scheduled.

* Enquire of IT staff members about the last service outage, and review the event log for existence. Confirm that proper
documentation, including reason and resolution, is recorded.

* Inspect event logs for a week-long period to confirm existence and enquire of IT staff members of resolution of event log entries.

* Inspect access to sensitive assets, and confirm whether access to assets is appropriate by tracing access to organisation chart.

* Observe physical safeguards to assets, and determine whether such safeguards are appropriate.

* Physically inspect the hardware to confirm that maintenance has been taking place. Inspect the plan to ensure that it is
designed effectively considering cost-benefit analysis, vendor recommendations, risk of outage, qualified personnel and other
relevant factors.
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APPENDIX V —
MONITOR AND EVALUATE (ME)

ME1
ME2
ME3
ME4

Monitor and Evaluate IT Performance

Monitor and Evaluate Internal Control

Ensure Compliance With External Requirements
Provide IT Governance
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Take the following steps to test the outcome of the control objectives:

* Interview stakeholders and assess their knowledge and awareness of key IT processes and how they are measured and monitored to
ensure that the monitoring system supports the corporate performance management system.

* Review plans, policies and procedures for monitoring the performance of key IT processes to ensure that they support critical
business processes.

* Determine if the IT monitoring system supports the current business strategy and facilitates effective monitoring.

* Corroborate with independent sources (stakeholders and systems-related source) that management is measuring the appropriate
performance indicators.

* Review plans, policies and procedures for monitoring the performance of key IT processes for integration with the enterprise’s
performance management system.

* Review the documentation and communication of relationships and dependencies between key IT processes, particularly
flowcharts, systems overview diagrams and dataflow diagrams.

* Review documented performance metrics with management to ensure appropriate coverage as follows:
— Business contribution including, but not limited to, financials
— Performance against the strategic business and IT plan
— Risk and compliance with relevant legislation and regulations
— Internal and external user satisfaction with service levels
— Key IT processes, including solution and service delivery
— Future-oriented activities, e.g., forecasting of implications related to emerging technology, reusable infrastructure, and business

and IT personnel skill sets

* Review documented performance metrics to confirm that they:
— Represent business and IT goals and objectives
— Are based on accepted good practices
— Focus on the most important ones
— Are useful for internal and external comparison
— Reflect business expectations
— Are meaningful to IT’s customers and sponsors

* Confirm that IT performance requirements are established in conjunction with business management and aligned with enterprise
management’s key performance metrics.

* Review appropriate approval by senior and business management of IT performance measurements and plans for communication
to all process stakeholders.

» Review minutes, action lists, policies, plans and procedures related to performance measurement for evidence of regular review
and update of the performance measurement approach.

* Review whether collection of performance data is covered adequately in the business requirements documentation.

* Review the data collection process and confirm that automation is considered.

« Assess the consistency, completeness and integrity of source data.

* Confirm that targets have been defined and properly signed off on by IT, senior and business management.

* Review plans, policies and procedures for organisational training to ensure skills in measurement, data collection and analysis and
that the staff members adopt and promote the performance measurement culture.

* Determine if the data collected are reconciled to the source data at agreed-upon intervals.

* Inspect the measurement reports (e.g., balanced scorecard, pie charts, KPI matrices) of the enterprise and IT measurement systems,
and determine if the method is integrated in the enterprise monitoring system.

* Confirm through interviews with key staff members whether the monitoring and reporting method/system is suitable and relevant
for the objectives of performance measurement.

* Enquire whether and confirm that quality and completeness of output are verified. (e.g., compare actual output with expected
findings and confirm results with management).

* Review the performance measurement system to determine if targets and measurement data are correct and complete.

* Enquire whether and confirm that management regularly reviews the integrity of the data quality measurements.

* Inspect performance reports for timeliness of measurement and effectiveness of comparison to the targets.

* Inspect performance reports to verify that performance results are consistently and completely assessed against targets at agreed-to
intervals and that relevant stakeholders receive reporting data.

* Ensure that causes are identified and translated into remedial actions that are assigned to someone with the appropriate authority
and resource and are followed up appropriately.

* Enquire whether and confirm that root causes are periodically identified across deviations and appropriately acted upon.

* Through independent sources, verify that root cause analysis does occur and results in reaction.

* Inspect that documentation exists and verify that those responsible for the underlying causes are aware of the issues.

* Confirm that senior management reports highlight key issues (positive and negative) generally relating to IT’s contribution to the
business and specifically to IT solution and service delivery capability and performance.

* Enquire whether and confirm that IT performance measurement is clearly linked to business outcomes and how IT supports
business strategy.
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* Verify that IT performance measurement is translated into business performance impacts and incorporated into standard periodic
reports to the board.

* Trace results from the source to consolidated reports to assess the accuracy, completeness and reasonableness of consolidated
performance reports.

* Review management reports to verify that deviations from expected performance are identified and management has committed to
addressing issues (e.g., action items, management comments to recommendations, estimated resolution time frame).

* Review project documentation to confirm that remediation actions identified in senior management reports follow the
organisation’s change management process (e.g., Al6 Manage change) and that it covers elements of change management, such as
project plan, appropriate approvals, progress reporting, project changes/deviation tracking, completion and sign-off.

* Inspects project documentation for remedial action tasks, and compare to the agreed-upon resolution to ensure that all monitoring
deficiencies have been properly mitigated.

* Determine whether progress reviews are conducted periodically.

Take the following steps to document the impact of the control weaknesses:

* Independently benchmark the performance measurement and monitoring approach against similar organisations or appropriate
international standards/recognised industry best practices.

* Corroborate performance metrics used by the enterprise with independent sources (e.g., good practice, internal and industry
benchmarks).

» Benchmark the performance targets and monitoring data collection approach against similar organisations or appropriate
international standards/recognised industry best practices.

» Compare actual to planned performance in all IT areas.

» Compare actual to anticipated user satisfaction with all IT areas.

* Corroborate with enterprise, IT and business management to determine if IT performance reports are useful and understandable.

* Benchmark the performance targets and monitoring data collection approach against similar organisations or appropriate
international standards/recognised industry best practices.

* Assess whether senior management is satisfied with reporting on performance monitoring.
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Take the following steps to test the outcome of the control objectives:

* Review internal control monitoring policies and procedures to ensure that they adhere to organisational governance standards,
industry-accepted frameworks and industry best practices.

* Determine whether independent assessments of IT controls are required and reports on IT internal control systems are generated
for management review.

* Review the independent evaluation reports (e.g., outsourced development or production activities) of the IT internal control system
to determine if the proper boundaries are considered and approved by executive management.

* Review and confirm the establishment of processes and procedures to ensure that control exceptions are promptly reported,
followed up and analysed.

* Confirm that corrective actions are chosen and implemented to address the control exceptions.

* Review activity logs or pertinent documentation for control exceptions, and confirm that exceptions are promptly reported,
followed up, analysed, tracked and corrected.

* Confirm that periodic review is performed to ensure that the IT internal control system is current to recent business changes and
the associated business and IT risks.

* Confirm that any gaps between the framework and business processes have been identified and evaluated along with appropriate
recommendations. For example, ensure that business systems for operations are not maintained by IT, so established controls
policies and procedures used by IT are not applied.

* Confirm that the performance of the IT control framework is regularly reviewed, evaluated, and compared to industry standards
and best practices.

* Review the last control exceptions resolution progress status report to confirm that control exceptions monitoring is timely and
effective.

* Review control self-assessment schedules, and select a sample of control self-assessment plans and reports to determine if control
self-assessments procedures are followed for effective ongoing monitoring.

* Review a sample of the control self-assessment reports for independent review, benchmarking and remedial actions for control
exceptions noted (consider ranking the significance of the control exceptions and prioritise remedial actions accordingly).

» Confirm that control self-assessment outcomes and exceptions are reported and there is a process to track control exceptions and
remedial actions.

* Assess the competence of external specialists or staff members performing independent reviews for relevant IT audit experience,
relevant industry knowledge and appropriate certifications/training.

* Confirm that the personnel performing the reviews are independent (e.g., review the signed confidentiality agreement).

* Review existing contracts for third-party services on IT controls, and validate that the terms and conditions cover clear scope,
assignment of liability and confidentiality.

* Confirm that any significant internal control deficiencies identified are reported for immediate management attention.

* Corroborate with members of management to determine if they review the results of third-party compliance review to ensure that
third parties comply with required legal, regulatory and contractual obligations.

* Select a sample of the third-party contracts and examine for specification of internal control requirements and establishment of
rights to audit provision(s) as appropriate.

* Corroborate to determine if any of the following is performed: certification/accreditation review, appropriate audit engagement
(e.g., SAS 70 Type II engagement) or direct audit of the service provider by IT management.

* For a sample of third parties, obtain and review internal control compliance testing reports to ensure that the third-party service
providers comply with applicable laws, regulations and contractual commitments.

* Review evidence to ensure that non-compliance issues are communicated and there are remedial action plans (including time
frame) in place to address the issues.

* Review the method used to prioritise remediation of control deficiencies for reasonableness.

* Review the list of remediation issues and determine whether those issues are properly prioritised (e.g., critical, high, medium and
low).

* Review project scheduling tools and compare to remediation actions to confirm that the areas identified as high risk are adequately
prioritised.

* Inspect the sign-offs and determine whether they occurred in a timely manner.

Take the following steps to document the impact of the control weaknesses:
* Calculate the impact on the organisation for each actual key control failure.
* Quantify the risk and likelihood to the impact on the organisation for each potential key control failure.
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Take the following steps to test the outcome of the control objectives:

* Trace specific compliance requirements from recognition and documentation through the procedures to prevent and detect non-
compliance. Interview and assess relevant staff members to confirm that they are aware of legal, regulatory and contractual
requirements that have been identified.

* Review evidence or a log of applicable laws, regulations and standards and the company’s compliance status from internal and
independent counsel’s input. For non-compliance areas, identify management remedial actions to address the requirements.

* Confirm that coverage, procedures and practices for compliance are regularly reviewed by internal and external experts
(e.g., security audits, SAS 70s).

* Confirm that advice from appropriate third parties is obtained as required.

* Review IT processes documentation for evidence of periodic legal and regulatory compliance review, and ensure that the
documents are updated where appropriate.

* Enquire if recurring patterns of compliance failures are looked for and their cause evaluated on a regular basis (e.g., determine if
changes to policies, standards, procedures, processes and activities are implemented as a result of the evaluations).

* Review compliance assessment reports on legal and regulatory requirements performed by independent internal or external parties
to ensure that regular reviews take place.

* Review a sample of third-party contracts to determine if there are provisions to require regular confirmation of compliance with
applicable laws, regulations and contractual commitments.

* Select a sample of third-party service providers and obtain evidence of their assertions of compliance to determine if they comply
with the contractual requirement of regular confirmation of compliance.

* Review findings from third-party compliance reporting as well as from non-compliance investigation and resolution to determine
if operating effectiveness deficiencies are addressed.

¢ Confirm that standards for IT compliance reporting conform with the agreed-upon format, including scope, content and format,
required to ensure consistency and completeness (e.g., review agreement procedures)

 Review compliance reports to ensure that the IT compliance assessment results were incorporated and presented consistently with
similar reports from other business functions.

Take the following steps to document the impact of the control weaknesses:

* Identify and quantify the cost of fines and other penalties levied against the enterprise as a result of non-compliance.

* Quantify the risk and likelihood of non-compliance with regulatory requirements (e.g., “Statement of the Securities and Exchange
Commission Concerning Financial Penalties,” US Securities and Exchange Commission [SEC], 2006), to assist in the
understanding of the impact on the enterprise.
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Take the following steps to test the outcome of the control objectives:

* Review board/senior management meeting minutes to determine whether business direction is provided over enterprise use of IT
resources and capabilities.

» Review the enterprise leadership and organisational structures related to the use of IT resources to determine their appropriateness
in relation to the overall enterprise and the completeness of their coverage of oversight and management of IT resources.

* Identify the process model being used to establish and support IT governance, and assess its adequacy and effectiveness of
application.

* Review IT strategic planning minutes to verify that IT and business goals and objectives are aligned.

* Confirm that there are business sponsors designated to have direct active involvement in and accountability for all major
IT-enabled investments.

* Review plans for IT services and compare with the business strategy to assess that the direction allows IT to provide optimal
support.

* Confirm through interviews with those responsible for IT strategy that it is integrating well with overall business goals.

* Assess whether the goals and objectives of the business and IT are clearly communicated to relevant parties and that appropriate
mediation exists and is functioning effectively (e.g., technology plans).

* Assess whether an IT steering committee drives business alignment by ensuring that IT strategy is aligned with business strategy
and that supporting strategies and plans are consistent and integrated.

* Determine whether there is a process for executive management to regularly review IT governance reports to determine whether IT
strategic issues and actions to resolve them are reported. Such reports should include progress against strategic plans, key service
performance measures, and significant risk assessment and mitigation aspects.

« Identify and assess the extent of independent assurance provided to the enterprise in relation to the establishment and effectiveness
of IT governance arrangements.

Take the following steps to document the impact of the control weaknesses:

* Quantify the impact of failures of IT to support new business initiatives or critical business services.

* Identify IT-related incidents and issues that attract media attention and comment (e.g., major failed projects, compliance violations,
security failures).
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APPENDIX VI—

APPLICATION CoONTROL (AC)

AC1
AC2
AC3
AC4
AC5
AC6

Source Data Preparation and Authorisation
Source Data Collection and Entry

Accuracy, Completeness and Authenticity Checks
Processing Integrity and Validity

Output Review, Reconciliation and Error Handling
Transaction Authentication and Integrity
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APPENDIX VII—MATURITY MODEL FOR INTERNAL CONTROL

This appendix provides a generic maturity model showing the status of the internal control environment and the establishment of
internal controls in an enterprise. It shows how the management of internal control, and an awareness of the need to establish better
internal controls, typically develops from an ad hoc to an optimised level. The model provides a high-level guide to help CoBIT
users appreciate what is required for effective internal controls in IT and to help position their enterprise on the maturity scale

Maturity Level

Status of the Internal Control Environment

Establishment of Internal Controls

0 Non-existent

There is no recognition of the need for internal
control. Control is not part of the organisation’s
culture or mission. There is a high risk of control
deficiencies and incidents.

There is no intent to assess the need for internal control.
Incidents are dealt with as they arise.

1 Initial/ad hoc

There is some recognition of the need for internal
control. The approach to risk and control
requirements is ad hoc and disorganised, without
communication or monitoring. Deficiencies are not
identified. Employees are not aware of their
responsibilities.

There is no awareness of the need for assessment of what is
needed in terms of IT controls. When performed, it is only on an
ad hoc basis, at a high level and in reaction to significant incidents.
Assessment addresses only the actual incident.

2 Repeatable but

Controls are in place but are not documented. Their

Assessment of control needs occurs only when needed for selected

Intuitive operation is dependent on the knowledge and IT processes to determine the current level of control maturity,
motivation of individuals. Effectiveness is not the target level that should be reached and the gaps that exist.
adequately evaluated. Many control weaknesses An informal workshop approach, involving IT managers and the
exist and are not adequately addressed; the impact | team involved in the process, is used to define an adequate
can be severe. Management actions to resolve approach to controls for the process and to motivate an
control issues are not prioritised or consistent. agreed-upon action plan.

Employees may not be aware of their responsibilities.
3 Defined Controls are in place and adequately documented. Critical IT processes are identified based on value and risk drivers.

Operating effectiveness is evaluated on a periodic
basis and there is an average number of issues.
However, the evaluation process is not documented.
While management is able to deal predictably with
most control issues, some control weaknesses
persist and impacts could still be severe. Employees
are aware of their responsibilities for control.

A detailed analysis is performed to identify control requirements
and the root cause of gaps and to develop improvement
opportunities. In addition to facilitated workshops, tools are used
and interviews are performed to support the analysis and ensure
that an IT process owner owns and drives the assessment and
improvement process.

4 Managed and

There is an effective internal control and risk

IT process criticality is regularly defined with full support and

Measurable management environment. A formal, documented agreement from the relevant business process owners. Assessment
evaluation of controls occurs frequently. Many of control requirements is based on policy and the actual maturity
controls are automated and regularly reviewed. of these processes, following a thorough and measured analysis
Management is likely to detect most control issues, | involving key stakeholders. Accountability for these assessments
but not all issues are routinely identified. There is is clear and enforced. Improvement strategies are supported by
consistent follow-up to address identified control business cases. Performance in achieving the desired outcomes is
weaknesses. A limited, tactical use of technology is | consistently monitored. External control reviews are organised
applied to automate controls. occasionally.

5 Optimised An enterprisewide risk and control programme Business changes consider the criticality of IT processes and cover

provides continuous and effective control and risk
issues resolution. Internal control and risk
management are integrated with enterprise practices,
supported with automated real-time monitoring with
full accountability for control monitoring, risk
management and compliance enforcement. Control
evaluation is continuous, based on self-assessments
and gap and root cause analyses. Employees are
proactively involved in control improvements.

any need to reassess process control capability. IT process owners
regularly perform self-assessments to confirm that controls are at
the right level of maturity to meet business needs and they consider
maturity attributes to find ways to make controls more efficient and
effective. The organisation benchmarks to external best practices
and seeks external advice on internal control effectiveness. For
critical processes, independent reviews take place to provide
assurance that the controls are at the desired level of maturity and
working as planned.
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APPENDIX VIII—IT SCOPING

1. Define the Initiative.

Define the purpose of the initiative, the business objective and the expected value to be returned. Document the enterprise areas

addressed and impacted. List the success factors, compliance requirements, potential risks and project closure criteria. Establish how

changes to these project drivers and outcomes will be handled.

Step

Activities

Deliverables

Step 1.1 Define objectives.

Identify the primary objectives and goals of

the initiative. Develop the value proposition

and indicate how the objectives support and
enhance the goals of the enterprise.

« |dentify reasons and objectives for
undertaking the project and review with
management.

Research and document key issues and
concerns.

Learn from similar projects that have
been undertaken.

Identify and obtain relevant documents.
Identify the expected outcome and
deliverables of the initiative (high level).
Identify the competitive landscape.

¢ Documented business values
* Documented objectives of the IT initiative
¢ Documented expected outcomes

Step 1.2 Define boundaries.

Define the IT project and its boundaries,
what is included and what is excluded.
Identify the organisational units, business
activities and processes that are included,
and those that are excluded from the
project scope.

Identify key activities, business units,
organisational entities, operations, etc., to
be included within the scope of the project.
Identify and document items that are
normally within the scope of such projects
but that are to be excluded.

Identify any scope issues, such as partially
owned entities, foreign jurisdictions or
exclusions.

* Ensure that the scope is sufficient to ensure
that the results obtained will meet the
objectives and expected deliverables.
Establish liaison with affected entities to
ensure co-ordination.

* Documented scope of the IT initiative

e Documented scope of boundary issues and
their treatment

e Communication of the boundaries with key
stakeholders

Step 1.3 Define standards.

Identify standards, reference frameworks,
policies and/or contracts with which the
initiative needs to comply. Standards may
include industry requirements, regulatory
standards and entity policies. ldentify
indicators for measuring, and establish key
success factors for achieving compliance.

Identify contractual, legislative, regulatory,

industry or other standards to which the

entity and the project must comply.

e |dentify any standards or frameworks that
the project/initiative should consider.

» Document success factors to enable, and key

metrics to evidence, compliance

with standards.

¢ Documented standards that will be used in
undertaking the project

* Documented key success factors and metrics
for use in assessing project results

Step 1.4 Define risks.

Identify and assess risks associated with the
project, including business risks as well as
project risks. The degree of risk assessment
and mitigation depends on the project’s size,
value delivered and impact.

Identify potential reasons for failure or delay
of the initiative in meeting objectives.

Identify important scenarios that may
endanger the initiative’s objectives, as well as
the negative impacts this initiative may have
on other enterprise objectives.

Identify the significance of risks and
likelihood of occurrence.

* Create plans to manage and mitigate the risks.

¢ Documented risk assessment of the IT initiative
* Risk mitigation plan (as needed) and estimated
costs

Step 1.5 Define change process.
Identify internal and external factors that
could cause changes to the project, and
define how changes will be made to the
project’s objectives, scope, risks and
success factors.

* |dentify and analyse internal and external
factors that could cause changes to
the project.
* Define and document the process and
procedures for authorising, accepting and
communicating changes to the drivers
and outcomes.
Identify appropriate tools and techniques to
manage the change process.

¢ Change process description
Change management guidance, including the
use of tools and techniques
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Step

Activities

Deliverables

Step 1.6 Define success.

Identify the conditions that must exist for the
project to be considered complete, including
the specific activities, tasks and deliverables
required to complete the project. Define the
exit criteria of the initiative (i.e., the
conditions that determine if the objectives
have been achieved).

* |dentify post-project acceptance activities.

* |dentify evidence required to indicate that the
project deliverables have been provided and
accepted by the project owner and by those
taking responsibility for the ongoing activities
the project may create.

 Evidence (metrics, quality criteria, etc.) required
to indicate that the project has been successfully
completed

» Evidence that post-completion activities have
been identified and provided to appropriate
organisational units

Step 1.7 Define resources.

Identify the resources required to
successfully complete the initiative,
including people, technology, funding
and skills.

Define the number and level (skills) of
resources needed to achieve the objectives
of the initiative.

Assess the need for technology and
equipment to support the initiative.

¢ Resource model
* Resource cost plan

Step 1.8 Define deliverables.
Define the specific deliverables that are to
be produced during the initiative.

o |dentify the external deliverables that will
result from the initiative.
e Create an illustrative sample deliverable.

e List of project deliverables
Sample of selected deliverables

2. Plan the initiative.

Define the deliverables in detail. Based on that, identify the resources, support and accountabilities required to produce the
deliverables. Obtain approval, set priorities within the initiative, activate resources and develop a communication plan so that the

initiative can be stage-gated.

Step

Activities

Deliverables

Step 2.1 Obtain executive support.
Identify and appoint the appropriate project
sponsor for the initiative.

» Determine the suitability of potential sponsors.

» Assess the availability of potential sponsors
to fulfil the requirements.

* Develop executive presentation material
based on project objectives and benefits.

o |nitiative sponsor/owner
¢ Completed project documentation and charter

Step 2.2 Finalise resource requirements.
Acquire the necessary funding and resources
as defined in the resource model.

* Review the expected resource model and
cost plan.

 Prepare a detailed acquisition timeline.

* Prepare a detailed calendar-based project
budget, including resource consumption/use
and funding requirements.

Updated resource model
Detailed resource acquisition timeline
Detailed project budget

Step 2.3 Define organisation for the initiative.
Define and implement the organisational
structure required to make the initiative
successful. This will include leadership,
staffing, key sponsor, etc., and may include
a project management office.

Document roles and responsibilities.
Define leadership expectations.

Create and establish the organisation
structure.

Initially populate the organisation with
key personnel.

Create position descriptions, roles and
responsibilities.

Organisation model
Reporting authority
Roles and responsibilities

Step 2.4 Define timeline.

Define the specific timeline for the initiative
to be completed to meet stated goals and
objectives given the expected resources and
deliverables defined for the initiative.
Include key milestones and identify the
critical path.

Review goals and objectives and the
expected resource model.

Based on the review, define key milestones
for deliverables and major initiative
checkpoints with project sponsors.

Prepare a high-level timing diagram, and
identify potential critical path and dependent
activities.

Prepare Gantt charts for each major phase
of the subproject, including critical and slack
path analysis, skill requirements, and
resource plans.

Ensure that timing will meet critical external
reporting, financing and other deadlines
within the business cycle.

Define ongoing status reporting within the
project and to key external stakeholders and
affected staff members.

¢ Documented timelines integrated with the
resource planning information
¢ Project timeline document indicating:
- Activities and tasks
- Activity dependence
- Major milestone dates
- Major project checkpoints
- Key deliverable dates
- Status and reporting dates
- Business activities and other key dates
 Defined communications documents
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Step

Activities

Deliverables

Step 2.5 Define approach and methodology.
Determine the methodologies to be used
and develop detailed plans, complete with
phases, subphases, activities and tasks, to
enable the project to successfully meet

its objectives.

* Develop project phases and subphases, each
with objectives, activities and deliverables.

* Determine the approach and methodologies
to be used and the information to
be obtained.

* Develop detailed work plans for each phase,
subphase and activity.

e Detailed project plan

Step 2.6 Create communication plan.
Design a plan to communicate information
about the initiative, manage expectations
and support the objectives of the initiative
throughout its life cycle. Consider the key
milestones and different audiences.

e Communicate project status, resource plan
and costs (as appropriate).

e Communicate the status of the risk
management plan.

e Communicate changes in project goals
and objectives.

e Communicate project progress.

* Documented communication plan, including
time line and key milestones
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APPENDIX X —
CoBIT AND RELATED PRODUCTS
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APPENDIX IX —CoBIT AND RELATED PRODUCTS

The CoBIT framework, in versions 4.0 and higher, includes all of the following:

* Framework—Explains how CoBIT organises IT governance management and control objectives and good practices by IT domains
and processes, and links them to business requirements

* Process descriptions—Include 34 IT processes covering the IT responsibility areas from beginning to end

* Control objectives—Provide generic best practice management objectives for IT processes

* Management guidelines—Offer tools to help assign responsibility and measure performance

» Maturity models—Provide profiles of IT processes describing possible current and future states

In the years since its inception, COBIT’s core content has continued to evolve, and the number of CoBiT-based derivative works has

increased. Following are the publications currently derived from CoBIT:

* Board Briefing on IT Governance, 2" Edition—Designed to help executives understand why IT governance is important, what its
issues are and what their responsibility is for managing it

 CoBIT Online—Allows users to customise a version of COBIT for their own enterprise, then store and manipulate that version as
desired. It offers online, real-time surveys, frequently asked questions, benchmarking and a discussion facility for sharing
experiences and questions.

» CoBIT Control Practices: Guidance to Achieve Control Objectives for Successful IT Governance, 2" Edition—Provides
guidance on the risks to be avoided and value to be gained from implementing a control objective, and instruction on how to
implement the objective. Control practices are strongly recommended for use with /7 Governance Implementation Guide: Using
CosIT and Val IT, 2" Edition.

o IT Assurance Guide: Using CoBIT “—Provides guidance on how CoBIT can be used to support a variety of assurance activities
and offers suggested testing steps for all the CoBIT IT processes and control objectives. It replaces the information in Audit
Guidelines for auditing and self-assessment against the control objectives in CoBIT 4.1.

* IT Control Objectives for Sarbanes-Oxley: The Role of IT in the Design and Implementation of Internal Control Over Financial
Reporting, 2 Edition—Provides guidance on how to assure compliance for the IT environment based on the CoBIT control
objectives

* IT Governance Implementation Guide: Using CoBIT and Val IT, 2" Edition—Provides a generic road map for implementing IT
governance using CoBIT and Val IT resources and a supporting tool kit

» CoBIT Quickstart—Provides a baseline of control for the smaller organisation and a possible first step for the larger enterprise.
The second edition is in development at the time of this writing.

» CoBIT Security Baseline, 2" Edition—Focuses on essential steps for implementing information security within the enterprise. The
second edition is in final development at the time of this writing.

» CoBIT Mappings—Currently posted at www.isaca.org/downloads:

— Aligning CosIT, ITIL and ISO 17799 for Business Benefit

— CoBIT Mapping: Overview of International IT Guidance, 2" Edition

— CoBIT Mapping: Mapping of CMMI® for Development V1.2 With CoBIT 4.0
— CoBIT Mapping: Mapping of ISO/IEC 17799:2000 With CosIT, 2 Edition
— CoBIT Mapping: Mapping of ISO/IEC 17799:2005 With CoBIT 4.0

— CoBIT Mapping: Mapping of ITIL With CoBIiT 4.0

— CoBIT Mapping: Mapping of PMBOK With CoBIT 4.0

— CoBIT Mapping: Mapping of PRINCE?2 With CoBIT 4.0

— CoBIT Mapping: Mapping of SEI's CMM for Software With CoBIT 4.0

o Information Security Governance: Guidance for Boards of Directors and Executive Management, 2" Edition—Presents
information security in business terms and contains tools and techniques to help uncover security-related problems

Val IT is the umbrella term used to describe the publications and future additional products and activities addressing the Val IT
framework.

Current Val IT-related publications are:

o Enterprise Value: Governance of IT Investments—The Val IT Framework, which explains how an enterprise can extract optimal
value from IT-enabled investments and is based on the CoBIT framework. It is organised into:
— Three processes—Value Governance, Portfolio Management and Investment Management
— IT key management practices—Essential management practices that positively influence the achievement of the desired result or

purpose of a particular activity. They support the Val IT processes and play roughly the same role as do CoBIT’s control objectives.

o Enterprise Value: Governance of IT Investments—The Business Case, which focuses on one key element of the investment
management process

* Enterprise Value: Governance of IT Investments—The ING Case Study, which describes how a global financial services
company manages a portfolio of IT investments in the context of the Val IT framework

For the most complete and up-to-date information on CoBIT, Val IT and related products, case studies, training opportunities,
newsletters and other framework-specific information, visit www.isaca.org/cobit and www.isaca.org/valit.

© 2007 IT Governance Institute. All rights reserved. www.itgi.org 269



4F

[
GOVERNANCE
INSTITUTE®

LEADING THE IT GOVERNANCE COMMUNITY

3701 ALGONQUIN RoAD, SuITE 1010
ROLLING MEADOWS, IL 60008 USA
PHONE: +1.847.590.7491
Fax: +1.847.253.1443
E-MAIL: info@itgi.org
WEB SITE: www.itgi.org



	Introduction
	IT Assurance Principles and Context
	Assurance Planning
	IT Resource and Control Scoping
	Assurance Initiative Execution
	Assurance Guidance for COBIT Processes and Controls
	How COBIT Components Support IT Assurance Activities
	Appendix I—Process Control (PC)
	PC1
	PC2
	PC3
	PC4
	PC5
	PC6

	Appendix II—Plan and Organise (PO)
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10

	Appendix III—Acquire and Implement (AI)
	AI1
	AI2
	AI3
	AI4
	AI5
	AI6
	AI7

	Appendix IV—Deliver and Support (DS)
	DS1
	DS2
	DS3
	DS4
	DS5
	DS6
	DS7
	DS8
	DS9
	DS10
	DS11
	DS12
	DS13

	Appendix V—Monitor and Evaluate (ME)
	ME1
	ME2
	ME3
	ME4

	Appendix VI—Application Control (AC)
	AC1
	AC2
	AC3
	AC4
	AC5
	AC6

	Appendix VII—Maturity Model for Internal Control
	Appendix VIII—IT Scoping
	Appendix IX—COBIT and Related Products



