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Expect more cyberwarfare on the conventional
battlefield and less against civilian infrastructure
-.assuming containment is possible.

| BY JOHN ARQUILLA

From
Blitzkrieg
to Bitskrieg:
The Military
Encounter
with
Computers

WARFARE IS NOT just a matter of hurling mass and
energy at one’s enemies; it is also about gaining an
“information edge.” In ancient times the emergence
of writing allowed for battle orders that could guide
subordinates at a distance, making possible greater
operational complexity and enhancing the importance
of skillful generalship. In the Middle Ages the Mongol
Arrow Riders, a Pony-Express-like messenger system,
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coordinated movement of armies
across vast distances and contributed
to the startling victories that created
a “nomad empire” from East Asia to
Central Europe. In the Napoleonic era,
1790-1815, the British Navy’s Popham
signaling system allowed transmission
and receipt of more, and far more com-
plex, information than opposing fleets
could muster. During the period from
the American Civil War through the
German wars of unification and on to
World War I, telegraphy supported the
deployment choreography of masses of
rail-mobile troops.

A generation later in World War 11,
maturing radio capabilities played a
key role in coordinating the German
armored blitzkrieg on land and the U-
boat wolf packs at sea, the latter nearly
starving Britain into submission. In
that conflict, fast-moving panzer divi-
sions and far-flung submarine squad-
rons, each guided to their objectives
and commanded in battle from great
distances, completely revolutionized
fighting doctrine. Radio reports by
spotter planes also played a key role
in empowering aircraft-carrier opera-
tions, allowing some naval battles to
be conducted without opposing ships
ever coming into visual range of each
other.

Early computers also debuted dur-
ing World War II, helping enable
breakthroughs in many areas, includ-
ing ballistics, but made their most im-
portant contribution in codebreaking.

key insights

B Militaries have been greatly empowered by
arange of advanced information systems
but are so dependent on them their
disruption would have crippling effects.

B Therise of cyberwarfare should impel
a reexamination of classical just-war
ethics, given its relative ease of use as a
“first resort” and the tempting prospect
of being able to achieve national aims
with less-bloody use of force.

B To head off a virtual arms race,
behavior-based cyber arms control
should be explored, including
multilateral agreements to refrain
from targeting civil infrastructures and
pledging “no first use” of such tactics.
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Indeed, the ability of Britain’s “Ultra”
and its American counterpart “Magic”
to decipher, respectively, German and
Japanese codes made all the differ-
ence in the first few years of the war
when the Allies often had to engage
Axis forces from a position of material
inferiority. Later, when the tide had
turned, codebreaking enabled Allied
victories with fewer casualties due to
foreknowledge of enemy intentions.

The age of computers in battle that
has unfolded over the past 70 years has
proved similar to earlier eras in military
history, with these new informational
tools pointing to new practices. To-
day, computers serve not only to guide
weapons and break codes but also to
winnow vast amounts of battle-related
information in the search for insight
while facilitating lateral communica-
tions, or contact with fellow field units,
not just with distant commanders. It is
this super-empowerment of those who
actually conduct the fighting that most
distinguishes our era of informational
advances from earlier ones.

An example is the triumph enabled
by some 200 American Special Forces
soldiers in Operation Enduring Free-
dom they and local allies conducted
in Afghanistan in late 2001. The Green
Berets rode and fought in the immedi-
ate company of a few thousand friendly
Afghans, part of a larger nominal force
of perhaps as many as 40,000 fight-
ers—until then, on the losing end of a
civil war in which 95% of the country
had been ceded to the Taliban.*” The
Special Forces and those accompany-
ing them were opposed by upward of
70,000 Taliban and Al Qaeda fighters
who had already shown resilience in
the face of a month of American-led
aerial bombing.” But “the 200” had a
secret weapon: the tactical Web page.

Originally designed with the idea
of simply allowing these soldiers to
order supplies, the Web page quickly
became their preferred means of com-
municating timely, targetable infor-
mation among themselves. The result-
ing effect was that the teams could
act more swiftly and knowledgeably
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and give attack aircraft supporting
them far greater potency, due to what
has been described as their “faster,
unfiltered flow of data.” In just a few
weeks the enemy was driven from
power and out of the country by an om-
nidirectional assault best described
as a “swarm.” That this success was
eventually squandered, allowing the
Taliban to mount an insurgency of its
own, is more a function of the return
to traditional command arrangements
and concepts than of any fundamental
flaw in network-style operations.
Several years after the initial take-
down of the Taliban, another kind of
military network emerged, this time
in Iraq, where vicious insurgent action
was under way. While senior Ameri-
can generals and Pentagon officials
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were having difficulty mastering this
challenge, junior officers doing most
of the actual fighting crafted a way to
share their “lessons learned” and best
practices. Through a Web site called
companycommand.com, initially open
only to company commanders, good
ideas were quickly diffused through-
out the force, sharply improving coun-
terinsurgent practices.” Sadly, out of
ostensible security concerns, the Web
site was soon subjected to high-level
oversight that had a chilling effect on
the willingness of junior officers to
freely share their thoughts. Still, an-
other aspect of the power of IT-enabled
networking had been demonstrated.
Every day it grows clearer that net-
works, best described by philosopher-
technologist David Weinberger’s el-
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egant phrase, “small pieces, loosely
joined,” comprise the organizational
form most empowered by comput-
ers, the Internet, and the Web. Their
strength comes from their great lateral
connectivity and the kind of “collective
intelligence” that arises when many
share their thoughts and build on one
another’s ideas. Over the past two de-
cades the world has seen networks
rise, with civil-society movements top-
pling authoritarian regimes in a series
of social revolutions, most recently in
the “Arab Spring“ of 2011. But terror-
ists and transnational criminals, the
principal “uncivil society” actors of our
time, have benefited from networking,
too, demonstrating that the new tools
may serve the darkest of purposes, as Al
Qaeda has shown the world. Which of
networking’s Janus-like faces will pre-
vail in the future?

The Path Since the 1970s

Given the wide-ranging effects of the
computer revolution on the larger is-
sues of society and security, it is not
surprising that military affairs are also
profoundly affected by computeriza-
tion and networking. But this reshap-
ing has emerged only in fits and starts,
with halting progress. Difficulties in Af-
ghanistan following the initial triumph
enhanced by a tactical Web page and
the fate of companycommand.com are

dramatic examples of the problem. But
so, too, was the notion that electrons
transmitted through information sys-
tems no longer simply communicate,
but were becoming actual weapons.
This idea, introduced by Thomas
Rona, a science advisor to the Defense
Department, in his seminal 1976 think
piece, “Weapons Systems and Informa-
tion War,”’! was a breakthrough con-
cept. Yet for the next 20 years, Rona’s
notion was simply folded into existing
strands of strategic thought, leading
to information warfare being equated
with either strategic air power or nucle-
ar war.

At this time, defense researchers,
still steeped in Cold War military doc-
trines, became deeply attracted to the
idea of mounting crippling attacks on
adversaries without first having to en-
gage and defeat their sea, air, and land
forces. To the extent there was debate,
it was about whether “strategic infor-
mation warfare,” as it would come to
be called,” would look more like the
sustained aerial-bombardment cam-
paigns of World War II and later Korea
and Vietnam or be thought of in terms
of the massive effects that would ac-
company nuclear exchanges or wide-
spread use of chemical and biologi-
cal weapons, as international security
expert Walter Laqueur argued in the
1990s.2> That such “mass disruption”

U.S. sailors assigned to Navy Cyber Defense Operations Command at Joint Expeditionary
Base, Little Creek-Fort Story, VA, responsible for monitoring, analyzing, detecting,
and responding to unauthorized activity within U.S. Navy information systems and
computer networks.
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could be achieved without significant
loss of life made strategic information
warfare irresistible.

Around the same time (early-1990s)
my RAND Corporation colleague David
Ronfeldt and I introduced our concept
of “cyberwar,” which was far less about
using computer viruses to attack other
societies than about gaining an infor-
mation edge over adversary military
forces in battle.? Our view was based on
the belief that information warfare as a
form of strategic attack would have as
poor a record of success as aerial bom-
bardment, which has seldom achieved
its hoped-for goals.?®

Instead, advanced information sys-
tems had simultaneously empowered
and imperiled modern militaries,
opening new operational possibilities
but at the same time making armies,
fleets, and air forces vulnerable to dis-
ruption. Small but better-informed
forces could thus defeat larger, less-
well-informed, enemies, much as the
heavily outnumbered U.S. naval forces
outfought the Imperial Japanese fleet
at Midway in 1942 by knowing more
about their adversary’s dispositions
and intentions. Fanatical courage,
luck, and timing were important fac-
tors in this battle, but the ambush of
the Imperial Japanese Fleet could not
have happened without an initial infor-
mation edge. So a key defense research
agenda was identified, one aimed at
understanding the material effects of
“knowing more.”

Doctrinal Debate

Conflict between the two major com-
peting concepts—strategic informa-
tion warfare as launching “bolts from
the blue” and cyberwar as doing bet-
ter in battle—was inevitable. Since the
1990s, a kind of “war of ideas about the
idea of cyberwar” has been waged, with
each side landing telling blows. The
military proponents of what journalist
James Adams once called the “strate-
gic attack paradigm”* have been domi-
nant in the discourse, skillfully using
the threat of this kind of assault—in
the hands of hostile nations and/or
networks—to drive national-security
debates in countries around the world
and generate huge budgetary support
for protection of their “critical infor-
mation infrastructures.” Much as the
still-frightening specter of nuclear
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strikes sparked the rise and persis-
tence of myriad well-funded ballistic-
missile defense initiatives, the notion
of a “digital Pearl Harbor,” mounted
perhaps by cyberterrorists, has en-
sured the future of an entire industry
devoted to thwarting a massively dis-
ruptive virtual attack.

The alternative emphasis, on explor-
ing the implications of the informa-
tion revolution for battle, has gained
less traction. In part this is the result
of a military mind-set still steeped in
the Powell Doctrine of “overwhelm-
ing force” and its aerial homunculus,
“shock and awe” bombing. Command-
ers much prefer to flatten enemy forces
with brute force if at all possible, fear-
ing that subtler approaches enabled
by advanced information systems will
either have less effect or be too difficult
to implement.

The same commanders express
concern that growing dependence on
such systems could have crippling ef-
fects should they be disrupted, wheth-
er by logic bombs or well-placed physi-
cal bombs. This last worry—about
kinetic weapons—is a subtle echo of
early reservations, largely dispelled, as
to whether computers would ever actu-
ally be rugged enough to function in
the field.®"

Despite such old habits of mind, at-
tempts have been made to articulate in-
novative ideas that would improve mili-
tary effectiveness. The best known is the
concept championed by the late Vice
Admiral Arthur Cebrowski, “network-
centric warfare.” Cebrowski, a Vietham-
era fighter pilot with an advanced de-
gree in computer science from the Naval
Postgraduate School, envisioned an
interconnected, lattice-like set of “sen-
sor and shooter grids” that would share
information swiftly and widely with
the largest possible number of combat
elements. Introduced in 1998, this no-
tion has sparked much discussion but
has not been implemented widely or
systematically." Another senior naval
officer, Admiral William Owens, pro-
pounded his own views of a highly net-
worked “system of systems” intended to
function in similar fashion.*”

In the late-1990s, while Cebrowski
and Owens focused on organizational
redesign along networked lines, Ron-
feldt and I, interacting with them
regularly at the time, shifted our own

focus to developing the kind of battle
doctrine implied by a force that would
have better access to information than
ever before. We came up with the no-
tion of “swarming,” or simultaneous
assault from many directions, as the
most effective means by which a well-
informed network comprised of many
small units could strike at its foes,
whether large and traditional or small
and irregular.’

As with Cebrowski’s network-cen-
tric warfare and Owens’s system of
systems, swarming has been embraced
only fitfully. Today it languishes in a
virtual purgatory alongside “autono-
mous” combat systems, or weapons
wielded by artificial intelligence, since
swarming has been branded as best-
suited to application by silicon-based
intelligence.* As for autonomous sys-
tems, the notion of unleashing robotic
weapons has been seriously studied
since the 1980s,* a period of major
technical advances in the field. Never-
theless, there remains a high barrier
to change here, posed largely by hu-
man self-interest (such as pilots’ fear
of and resistance to replacement by
robots) that slows their progress. Other
concerns have to do with the possibil-
ity that robots would unwittingly inflict
serious collateral damage, making it
more difficult to fulfill the ethical im-
perative to always do one’s best to wage
war “justly.” But now, with a swarming
doctrine to guide field operations, mili-
tary commanders have at least a vision
of how a skillfully blended future force
of humans and intelligent machines
could operate effectively and ethically.
All that may be necessary to make this
leap would be to overcome tradition-
bound organizational inertia. Given
the great strains on U.S. service mem-
bers from repeated deployments over
the past decade, robots may soon be
more welcome in the force.

The Offense-Defense Balance

In a period in which battlefield-based
cyberwar has made only isolated gains,
the bureaucratic triumph of the strate-
gic attack paradigm has spawned what
can only be called a “cyber defense
initiative,” an information-age coun-
terpart to the Strategic Defense Initia-
tive missile-interceptor program in-
troduced by President Ronald Reagan
in 1983. While the mix of institutional
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actors involved is more diverse than in
the nuclear realm, the U.S. military still
plays a central role in thinking through
the problems associated with ensuring
the continued functions of its forces in
the field and the infrastructures upon
which its citizens depend. The same
is true with regard to infrastructure
protection in many other developed
countries, where several military cyber
corps have sprung up.

A key problem that has plagued
cyber defense is that there was, and
continues to be, far too little debate
over alternative paradigms. The domi-
nant view was, and still is, tethered to
a kind of preclusive security based on
firewalls capable of distinguishing
friendly “self” from hostile “other.”
The problem with this Maginot-Line-
like approach is that firewalls are, for
the most part, capable of recognizing
only things they already know, wheth-
er hostile or friendly. They are not as
good at dealing with new wrinkles.

There have been repeated serious
intrusions into sensitive defense in-
formation systems in the years im-
mediately before, as well as since, the
9/11 attacks on America, little of which
can be discussed openly. These events,
known to the public under such names
as “Moonlight Maze,” which may be
linked to Russia, and “Titan Rain,”
which may involve China,***® provide
stark proof of the limitations of the
Maginot Line mind-set. This is not
only true of the military “infosphere”;
commercial firms tend to follow the
military model of preclusive security.
Here, too, the news is troubling, if even
more difficult to obtain in detail. But
the reality is that leading corporations
around the world are hemorrhaging in-
tellectual property, as hackers tap their
creative veins and bleed them of their
precious information resources.

The alternative to a primarily fire-
wall-dependent information-security
model is to accept that intruders will
almost always access the system, no
matter how nominally secure, but by
strongly encrypting the data within, a
defender can deny the attacker/exploit-
er the advantage of having gotten in-
side. Dorothy Denning, a leading com-
puter scientist and professor of defense
analysis at the Naval Postgraduate
School, has summed up the case for de-
fense dominance via encryption: “If the
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key length is sufficiently long, it is not
feasible to test each and every key. In
practice, the strength of a system needs
only to be commensurate with the risk
and consequence of breakage.”*

Those who believe “data at rest is
data at risk” envision the additional
security option of breaking encrypted
data into pieces and sending them out
into “the cloud,” or into cyberspace
beyond one’s own system, ready to be
called back and reassembled at a key-
stroke. Strong crypto and the cloud
are gaining attention, but the firewall-
based model remains dominant, espe-
cially with military- and national-secu-
rity-related information systems.

Thus the fear of a crippling “bolt
from the blue” cyberattack is great,
and the U.S. military’s frenetic efforts
to cope with such a possibility have
sparked a return in some military cir-
cles to the classic question of whether
offense or defense is “dominant.” In
every period of major technological
change there has been sharp debate
about the properties of the new tools of
war, and the conclusions drawn have
quite often been wrong.> For example,
before World War I, most Western
generals believed machine guns and
high-explosive artillery would favor the
offense. They were tragically wrong.
Some millions of soldiers marched
shoulder to shoulder to slaughter in
that war.®

A generation later, at the outset of
World War 1II, the prevailing belief,
except within small circles of mili-
tary mavericks, was that defense was
dominant. This mind-set led to such
initiatives as the massive investment
in the French Maginot Line. Wrong
again. Aided by mechanization, the
Germans simply went around the wall
and scored one of history’s signal mili-
tary victories in the spring of 1940. It
seems that figuring out the state of the
offense-defense balance, in light of the
latest technological changes, has gen-
erally proved quite difficult. Today is
no exception.

Security System, Attack Tool

Assessing the balance of power in
battle is just as difficult to parse in
the virtual realm as it has been in the
physical realm. To date, the school of
thought associated with notions of of-
fense dominance in cyberwar has been
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ascendant, feeding the frenzy to craft
defenses.”” But articulate dissenters
have also been heard from, in particu-
lar the RAND Corporation’s Martin
Libicki, who believes it will be diffi-
cult for cyberspace-based offensives to
achieve strategic effects. As he sees it,
cyberwarfare “is still largely theoreti-
cal. People have seen the detritus left
behind by small-scale hacker attacks,
but no one has ever seen it work at the
scale often claimed for it.”*

Even so, a theoretically superior de-
fensive concept can still lead to wrong-
headed implementation, engendering
great vulnerabilities. A case in point
is the Navy Marine Corps Intranet
(NMCYI), a classic preclusive security at-
tempt—in the form of the world’s larg-
est intranet—to make intrusions into
the sea services’ information systems
virtually impossible. From the outset,
NMCI proved vulnerable to a range of
threats, none openly acknowledged,
beyond admission that one particular
computer virus, a variant of MS/Blast,
made its way into and throughout
much of the system.?*

Viral attacks, based on malicious
software that attaches to programs or
documents, have grown in sophistica-
tion and stealth, as have “worms,” self-
replicating programs that can even
cause disruptive effects in the physi-
cal world. A recent and very troubling
example of the latter is the Stuxnet
worm, malicious software specifically
designed, it appears, to exploit vulner-
abilities in Siemens industrial control
systems components in Iranian high-
tech (possibly nuclear-weapons prolif-
eration-related) equipment.'®3

Stuxnet is especially interesting in
that it has apparently succeeded in dis-
rupting systems not connected to the
Internet, suggesting insertion of the
worm may have occurred via any of a
range of components, possibly through
something as simple as an infected
USB drive. If so, the “reach” of cyber-
weaponry may have to be reckoned as
far greater than previously thought.
The implication is that a vast range of
technical components—many of them
“off-the-shelf” imports—should be
seen as potential conduits for attack-
ers. Awareness of this threat has grown
and, in the American case, led the mili-
tary to develop a significant capacity
for ensuring “supply chain security.”*
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This discussion—from Libicki’s
analysis to the Stuxnet example—sug-
gests the offense-defense balance in
this era may be characterized by an
action-reaction cycle in which one or
the other mode of war becomes tempo-
rarily ascendant. It may be much like
technical and tactical developments
in traditional military affairs, often fa-
voring the attacker or defender when
introduced, but which are eventually
countered. For example, the World
War II German U-boat wolf-pack offen-
sive was ultimately defeated by a mix
of skillful codebreaking and improved
direction-finding equipment, unmask-
ing the attackers’ positions and giving
the edge to the defense.

Likewise, viruses, worms, and new
forms of “semantic attack” on infor-
mation systems will likely be subject
to technical countermeasures that will
diminish, if not dispel, the threats they
pose, particularly if firewall-oriented
“Maginot Line mind-sets” give way to
greater emphasis on strong cryptog-
raphy and data being moved around
much more, not just deposited for long
periods in fixed locations.

Recent Cyberwars

In April and May 2007 a series of wide-
spread cyberattacks was mounted
anonymously against Estonia, sparked
by removal of a World War II monu-
ment to Soviet soldiery (commemo-
rating the Russian military campaign
and its casualties suffered driving the
Nazis from the country) from a promi-
nent place in the capital, Tallinn. Out-
rage among Russians at this action
was followed by massive cyberattacks
thought to have been perpetrated, or
at the least encouraged, by Russian
leaders against the Estonian govern-
ment and civil society. Huge disrup-
tions ensued for a short period, with
the attackers using simple tools in
distributed denial-of-service attacks.®
It was a clear example of the “strate-
gic attack paradigm”; a scaled-up ver-
sion of this sort of campaign launched
against, say, the U.S. or other devel-
oped country would have inflicted
enormous economic losses.

In August 2008 the Russian mili-
tary launched an invasion of the trans-
Caucasian Republic of Georgia, a U.S.
ally whose security forces had been
nurtured, trained, and equipped along



lines amenable to the Pentagon. Unlike
the difficulties they had experienced
fighting in nearby Chechnya, Russian
troops this time sliced through Geor-
gian defenses. (The Russians were
joined in the field by Ossetian irregu-
lars, though they did not form the ad-
vance shock troops in this particular
war.) Among the factors contributing
to Russian success were skillful cyber-
attacks mounted in conjunction with
field operations, making this a battle-
oriented cyberwar rather than a stand-
alone virtual strategic offensive against
infrastructure. The degree of disrup-
tion to Georgian command-and-con-
trol systems achieved by hackers (use
of cyberattacks has still not been ac-
knowledged by Moscow) was startling.
Again, were similar effects scaled up
against a U.S-size military, they would
likely achieve catastrophic levels of dis-
ruption.

The Estonian and Georgian cyber-
wars both seem to support the notion
that we are entering an era of offense
dominance. Whether the intent is to
use computers and cyberspace for
mounting strategic attacks on other
societies or to provide “virtual support-
ing fire” in force-on-force battles in the
field, preventing such assaults is likely
to prove problematic. They may also
prove difficult to contain, at least for a
while. One implication is these events
could herald a period of constant cyber
conflict in which cyberwars are always
under way somewhere; another is that
the ease of mounting such attacks will
be offset by retaliatory threats or mu-
tual agreements to refrain from doing
so. Indeed, both notions of “control-
ling cyberwar” have been considered
in recent years.

Deterrence and Arms Control

It is interesting, and somewhat ironic,
that the Russians appear to be on the
cutting edge of cyberwarfare, as both
a form of strategic attack and mode of
battle. The irony comes from the fact
that, at least since the mid-1990s, Rus-
sia has been trying to make the world
less permissive of this kind of conflict
by bringing older concepts of deter-
rence and arms control into the infor-
mation age. For example, an early, and
very blunt, Russian attempt at deter-
rence came in 1995 in the form of an
alarming statement from information

Strong crypto

and the cloud are
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but the firewall-
based model
remains dominant,
especially with
military-and
national-security-
related information
systems.
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warfare expert V.I. Tsymbal, as report-
ed by military analyst Tim Thomas:
“Moscow’s only retaliatory capability
[to cyberattacks] at this time is the nu-
clear response.”®

Tsymbal’s formulation spoke to
whatis called the “punitive” dimension
of deterrence, or the belief that, even
when defenses are poor, a capacity for
devastating retaliation can prevent at-
tacks from being mounted in the first
place. An early nuclear strategy, the
Eisenhower-era U.S. doctrine of “mas-
sive retaliation” with atomic weapons
against any form of aggression, even
on a small scale, is a classic example
of the punitive approach. However, the
exceedingly disproportionate nature of
the threat undermined its credibility
from the outset, causing the policy, in
the phrasing of strategic analyst and
Nobel laureate Thomas Schelling, to
be “in decline almost from its enuncia-
tion in 1954.” However, its successor
concept, advanced in the 1960s, “mu-
tual assured destruction” (MAD)—all-
out retaliation in the event of a nuclear
attack—has fared better and remains,
even today, the foundation of Ameri-
can strategic-deterrent thought.

In the cyber realm, it seems that
some informal variant of MAD may
already be in place to deter strategic
attacks on infrastructure, the twist be-
ing that the concept is now “mutual
assured disruption,” not destruction.
Where many advanced militaries are
hardly likely to be deterred from wag-
ing cyberwar in the field against their
adversaries, developed countries are
clearly aware that their information
systems are and will remain vulner-
able to attack, so considerable circum-
spection is the apparent norm when
it comes to the strategic-attack para-
digm. To be sure, many cyber-spying
intrusions occur worldwide on a daily
basis but are not attacks per se and do
little or no damage to operating sys-
tems.

Key problems for cyber deterrence
are that attacking nations may keep
their identities secret, and not all at-
tacks emanate from other nations.
On the latter point, nations may be at-
tacked by networks of non-state actors
(such as terrorists and transnational
criminal syndicates) or even super-em-
powered individuals. When it comes
to cyberwarfare of this strategic sort,
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a network could easily slip the bonds
of mutual deterrence simply because
it proves difficult, if not impossible, to
figure out against whom to strike a re-
taliatory blow. The same is true if net-
works ever get their hands on nuclear
weapons, though for now the notion of
a network having its own “nuclear Na-
poleon” remains just a far-off possibil-
ity. It is the imminent threat posed by
hacker networks (and perhaps terrorist
groups) that already possess or are de-
veloping capacities for mounting mass
disruptive cyberattacks that demands
attention. Against them, the only mea-
sure likely to work will be based on the
notion of what experts call “denial de-
terrence,” the ability to convince male-
factors that they are wasting their time
with such attacks, as the likelihood of
success is low.?®

Given the great edge conveyed by
being able to launch cyberattacks from
behind a veil of anonymity, denial-
based deterrence is to be preferred
when confronting the threat from
networked actors. But when it comes
to other nations, the hope remains
that they can be identified when they
perpetrate attacks, and that punitive
retaliatory threats can work to stop
them.* However, the ambiguity as to
the perpetrator(s) of the Stuxnet attack
suggests the veil of anonymity may re-
main difficult to pierce." Thus, uncer-
tainty abounds, leading to efforts to
cultivate another Cold War concept:
arms control. Though clear that almost
all information technologies can be
“weaponized” for cyberwarfare, and
trying to control their spread is futile,
there is some hope of fostering a be-
havior-based norm of restraint by “em-
phasizing dialogue with like-minded
nations,” as former CIA director Gen-
eral Michael V. Hayden explained ear-
lier this year.*

This notion, called “operational
arms control,” reflects success in both
the biological and chemical weapons
conventions, formally adopted in 1975
and 1997, respectively, that have done
much to limit development and use of
these mass-destructive weapons. The
question today is whether such behav-
ior-based controls can make a simi-
larly beneficial contribution, induc-
ing those nations, perhaps even some
networks, to refrain from using them,
atleast against civilian infrastructures.
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However, as with deterrence, it is dif-
ficult to see how such controls would
be imposed on the battlefield, given
that cyberwar applied in a military-on-
military fight would likely convey an
advantage to the better practitioner,
bringing about a swifter, less-bloody
end to the fighting. The answer to the
question about cyber arms control and
cyberwarfare is perhaps to be found in
the ethical domain.

Just, Unjust Cyberwars

Classical ethical formulations about
conflict address both going to war
justly (acting in self-defense or fight-
ing only as a last resort) and waging
war morally (using force only in pro-
portionate ways and refraining from
inflicting harm on noncombatants).*
Cyberwarfare puts considerable strain
on both aspects of just-war ethics. The
very ease of offensive action encourag-
es redefining “defense” in preemptive
or even preventive terms® and makes
going to war in this way attractive as
an early option rather than as a last
resort. In terms of fighting justly, cy-
berwarfare, with its disruptive rather
than destructive effects, hardly seems
likely to qualify as “disproportionate,”
either as a form of strategic attack or
on the battlefield.

However, no one is able to predict
effects across cyberspace, and the
prospect of inflicting collateral dam-
age is likely to be high. Think of Stux-
net, which may have targeted a specific
Iranian nuclear-proliferation program
but which also apparently “escaped”
and spread. Thus it has inflicted dam-
age on information systems in many
other countries, and, now that it is out
in the world, may be reengineered by
others for their own, potentially un-
just, uses.

In the realm of cyberwarfare on the
battlefield, as opposed to its applica-
tion as a form of strategic attack, a cu-
rious new ethical nuance emerges: act-
ing early and aggressively might cripple
an opponent in ways that sharply re-
duce physical casualties and overall

a Preemption refers to attacking when under
imminent threat of attack, with Israeli actions
at the outset of the 1967 Six Day War often re-
ferred to as a clear example. Prevention means
striking before the enemy poses a serious
threat, the rationale some policymakers used
for the U.S.-led invasion of Iraq in 2003.



war costs. In essence, devoting more
attention to disrupting enemy forces,
even, or especially, with early surprise
attacks, might be ethically acceptable
due to the reduced destruction that
would ensue.

The paradox is that the rise of cy-
berwarfare techniques in battle may
make the traditionally unethical no-
tion of starting a war attractive, yet at
the same time cyberweaponry could
improve the efficiency, and thus the
morality, of the war-waging process
itself. The logical terminus of a world
replete with cyberwarfare would be an
era with more uses of force, though
theywould be shorter and less destruc-
tive than traditional conflicts.

A key problem with this line of
reasoning is that it does not deal ad-
equately with escalation. A nation
whose military is quickly debilitated on
the battlefield due to cyber strikes may,
instead of standing down or surrender-
ing, respond with whatever weapons of
mass destruction it has. Indeed, some
nations might respond to their own
perceived vulnerability to cyber disrup-
tion by seeking to acquire nuclear, bio-
logical, or chemical arms. The threat to
use them might be subject to deterrent
counterthreats by the war initiator; but
those who have been attacked first gen-
erally hold the somewhat higher moral
ground when it comes to retaliatory
escalation. The best example of this is
the decades-old NATO policy of reserv-
ing the right to use nuclear weapons
in response to a conventional Russian
invasion of Western Europe. A similar
policy might well emerge in future ef-
forts to cool the ardor of cyberwar en-
thusiasts, as in the new U.S. policy of
threatening to respond to cyberattacks
with conventional military means.*

Conclusion

The military encounter with com-
puterization is playing out against
a backdrop that includes many tra-
ditional concepts—strategic attack,
battlefield close support, deterrence,
arms control, and “just war” ethics—
exposed now to troubling new wrin-
kles. But for all the complexities that
have emerged, there are still reason-
able paths forward. One could lead to
more cyberwarfare on battlefields but
few, if any, direct cyberattacks on so-
cietal infrastructures. This runs coun-

ter to the current emphasis among
military leaders from nations around
the world on the “strategic attack par-
adigm” but is a shift that might have
profound practical (and ethical) ben-
efits. It is also gaining traction among
leading scholars, two of whom, Peter
Sommer and Ian Brown, of the Lon-
don School of Economics and the
Oxford Internet Institute, respec-
tively, took a clear position against
the strategic-attack paradigm but ac-
knowledged the importance of cyber
operations on the battlefield: “Pure
cyberwar... is highly unlikely. [But] in
nearly all future wars... policymakers
must expect the use of cyberweapon-
ry...in conjunction with more conven-
tional kinetic weaponry.”?¢

However, carrying out this battle-
oriented vision places huge demand on
the cultivation of cyber-adept military
service members of the highest caliber.

National governments and their
military leaders might also have to
choose between deterrence and arms
control. During the decades of the Cold
War and for some time after the disso-
lution of the Soviet Union, these con-
cepts were viewed as moving hand-in-
hand. But the information revolution
and the rise of cyberwarfare may have
gravely undermined deterrence, plac-
ing ever-greater weight on the need to
emphasize behavior-based arms con-
trol, as by, say, entering into mutual
agreements to refrain from being the
first to mount cyberattacks against an-
other country’s civilian infrastructure.
Against non-state networks, defense-
oriented “denial deterrence” would
likely prove of greater value than reli-
ance on punitive threats.

Civilian and military decision mak-
ers thus have two preferred pathways:
limiting cyberwar to battlefield use
and embracing behavior-based arms
control. If pursued, the paths could
enable the information age to unfold
in a more peaceful manner. Indeed,
they offer the world community its best
chance to use advanced information
technology to spread prosperity and
continue the intellectual improvement
of all humanity.
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