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Part One

Introduction
This report is made up of a survey of some 250 leading authorities 
worldwide and of interviews carried out in late 2011 and early 2012 with 
over 80 cyber-security experts in government, companies, international 
organisations and academia. It offers a global snapshot of current thinking 
about the cyber-threat and the measures that should be taken to defend 
against it, and assesses the way ahead. It is aimed at the influential 
layperson, and deliberately avoids specialised language.

For the moment, the “bad guys” have the upper hand – whether they are 
attacking systems for industrial or political espionage reasons, or simply 
to steal money - because the lack of international agreements allows them 
to operate swiftly and mostly with impunity. Protecting data and systems 
against cyber-attack has so far been about dousing the flames, although 
recently the focus has been shifting towards more assertive self-protection. 

The preparation of this report has been greatly helped by Robert Lentz’s 
framework for measuring levels of cyber-security in governments and 
private companies. Lentz is President and CEO of Cyber Security Strategies, 
and has 34 years experience working for the U.S. government. His Cyber 
Security Maturity Model explains the five stages towards resilience against 
cyber-attack, through conventional threat to advanced persistent threat, 
and was used as the measurement tool for our country-by-country stress 
test in the second part of the report.

Even if everyone accepts the need for standards, rules, laws, codes of 
conduct and maybe even a global treaty to protect cyber-space against 
cyber-crime, not everyone agrees on how to get there. The debate is also 
about who should make the rules, and to what extent dominance by the 
military is a good or a bad thing. The fact that cyber-space knows no 
borders implies that cyber-security is only as good as its weakest link, 
and that something must be done about unregulated countries that can 
offer a haven for cyber-criminals.

The first part of this two-part report concentrates on the main issues that 
are slowing progress, starting with the absence of agreement on what we 
mean by terms like cyber-war or cyber-attack. It reflects sharp divisions 
over the rights of individuals and states in cyber-space. Most Western 
countries believe that freedom of access to the internet is a basic human 
right, and that he or she also has a right to privacy and security that should 
be protected by laws.  UNESCO argues that the right to assemble in cyber-
space comes under Article 19 of the Declaration of Human Rights.
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At the other end of the spectrum are those countries, like Russia and 
China, that favour a global treaty but nevertheless believe that access 
to the internet should be limited if it threatens regime stability, and that 
information can also be seen as a cyber-threat. For these countries, any 
state has the right to control content within its sovereign internet space.   

Linked to the rights and responsibilities of states is the thorny issue of 
attribution. There are those countries that say that attribution to a specific 
attacker is impossible, and that the focus has to be defence from attacks. 
Others argue that attribution is possible, but requires international 
cooperation, sharing of information and assistance from local authorities. 

Some states believe that cooperation is a threat to their sovereignty; 
others say they can’t be held responsible for the activities of individuals 
or private companies. And a number apparently fear openness because 
they don’t want to see restrictions on their political or military objectives.

Some clear themes emerge from the report, and they are issues that 
need fairly urgent resolution. Among these is how and to what degree 
should a more proactive, some would say more bellicose, stance be 
developed both in the military and private arenas; the need for much 
greater international cooperation; introducing a more solid security 
architecture to the internet; and establishing cyber-confidence building 
measures as an easier alternative to any global treaty, or at least as a gap-
filler until a treaty is agreed.

The second part of this report are 21 country stress tests, complemented 
by findings from the global survey the SDA conducted in the autumn 
of 2011 among 250 top cyber-security specialists in 35 countries. They 
included government ministers, staff at international organisations, 
leading academics, think-tankers and IT specialists, and their views 
diverged widely on how to improve international cooperation in cyber-
space, which over half of them now consider a global common like the 
sea or space.

Everyone agrees that cyber-security presents a global rather than a national 
challenge. But how global should our attempts at a solution be?  It would 
be my hope and that of the SDA that this report will help show where 
global thinking on cyber-security currently stands, and how to improve it. 
The following recommendations are a step in that direction. They are not 
directed at specific bodies or institutions, but are intended as a checklist 
for achieving international solutions to global regulatory questions.

Brigid Grauman, February, 2012
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Recommendations

1.  Build trust between industry and government stakeholders by 
setting up bodies to share information and best practices, like 
the Common Assurance Maturity Model (CAMM) and the Cloud 
Security Alliance (CSA).

2.  Increase public awareness of how individuals can protect their own 
internet data, and promote cyber-security education and training.

3.  New problems and opportunities created by smart phones and 
cloud computing must be examined. Cloud computing needs an 
appropriate architecture to achieve optimum security levels.

4.  Prioritise information protection, knowing that no one size fits all. 
The three key goals that need to be achieved are confidentiality, 
integration and availability in different doses according to the 
situation.

5.  Consider establishing cyber-confidence building measures as an 
alternative to a global treaty, or at least as a stopgap measure, 
knowing that many countries view a treaty as unverifiable, 
unenforceable and impractical.

6.   Improve communication between the various communities, from 
policy-makers to technological experts to business leaders both at 
national and international levels.

7.   Enhance attribution capabilities by investing in new technologies, 
and establishing rules and standards.

8.   Follow the Dutch model of a third party cyber-exchange for 
improved private-public partnership on internet security.

9.  Despite the many practical hurdles in the way of transparency, 
both for private companies and for governments, find ways of 
establishing assurance – or trust – through the use of security 
mechanisms and processes.

10.  Move the ball forward and encourage integration of cyber into 
existing processes and structures. Make sure cyber considerations 
and investment are present at every level. 
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PART ONE

Section I. Clearing the 
booby traps from the 
cyber-security minefield
There is little agreement between experts and national 
authorities on terminology, and without that the prospects for 
regulating cyber-space are poor

Terminology: Cyber-war and cyber-attacks have many meanings. 
It’s time to settle on just one

Cyber War

Stewart Baker
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Isaac Ben-Israel

”If you want to hit a country severely you hit its power and water 
supplies. Cyber technology can do this without shooting a single 
bullet.”

Isaac Ben-Israel

Mohd Noor Amin

Tim Scully

James Lewis

*  Article 5 of NATO’s Washington Treaty calls on its member states to collectively defend any NATO 
nation that is attacked
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Moving into uncharted waters: Cyber-crime pays because it’s 
profitable, low-risk and anonymous 

Costin Raiu

“I try to avoid the use of the words cyber war or warfare as they can 
lead to the militarisation of cyber-space”. 

Tim Scully 

Phyllis 
Schneck

Alastair MacWillson
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Lars Nicander 

Rafal Rohozinski

Trust is a most elusive notion: The internet was built on trust, 
and that’s why it’s so vulnerable

Isaac Ben-Israel
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Section II. Tracking the 
cyber-revolution: New 
threats and changing 
ethics
Time for a change of mindset
How dangerous is the cyber-threat? Are we more vulnerable now, 
or are we developing promising new defensive technologies?

Christopher Richardson

Olivier Caleff

Phyllis Schneck
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“Swimming pools have chemical filters. Networks and computers need 
intelligence filters.”

Phyllis Schneck

Christian Wernberg-Tougaard

Richard Crowell

Cracking Duqu, the virus admired by experts 

Costin Raiu
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“Young people need to think more about what they post on the 
internet, and my generation needs to think more openly”.

Richard Crowell

THE CYBER-SECURITY VENDOR’S VIEW

David Marcus is Director of Advanced Research and 
Threat Intelligence at McAfee Labs, and writes his own 

blog. He’s not so much interested in what’s next after Duqu 
as curious as to its long-term potential repercussions. “The 
unique thing about Duqu is that it potentially targeted 
certificate authorities, and used stolen and forged 
certificates to create rogues that became whitelisted 

drivers. How is this potential in the attack going to evolve?” he asks.

McAfee’s work, he says, gives him a vendor-specific way of looking at the 
universe. It’s all about protecting customers’ data and assets and ensuring safe 
communications, and about preventing bad things from happening.

From his perspective, cyber-spies and cyber-criminals are in many ways much 
the same. “They may use exactly the same tools and techniques. Sometimes, 
the same attack can have both cyber-crime and cyber-espionage goals. Often, 
they differ only in how they intend to use the stolen data or IP.” 

Although Marcus recognises that smart phones and cloud computing raise 
issues of sovereignty, responsibility and ownership, he says they don’t 
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represent a truly new threat. They are evolutionary rather than revolutionary. 
“It’s the same types of threat thrown at an evolving technology. The problem is 
nobody is going to want to own responsibility for the data because it’s spread 
out geographically.” 

A self-styled “connectivity libertarian”, he says he struggles every day with the 
question of defining success conditions for good global cyber-security. “I’m a 
fan of self-policy,” he says, “but I realise the limitations of business and users 
regulating themselves.” In the meantime, he can’t see any country that has got 
its cyber-security act under control. “We are a collection of weak-link countries,” 
he says.

One major problem is that too many companies, enterprises and governments 
are “busy figuring out technology from a year and a half ago. Technology 
develops before business gets a handle on it.” He isn't convinced government 
has the right perspective because most politicians and elected officials have 
such a limited understanding of technology, often due to their age. “They are 
not techies,” he says. “They have no idea how quickly technology changes, how 
volatile it is. At least the younger generation has an implicit understanding of 
how fast information changes hands, the nature of changing data.”

  

Should we be talking of a new ethos?

 James Lewis

Lars Nicander. 

John Meakin
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Jesus 
Luna

Smart phones pose security challenges

Rafal 
Rohozinski



15

Part One

Cloud computing: The challenges of separating network from 
content

“Cloud computing means separating the network from content in ways 
that didn’t exist before”.

Rafal Rohozinski
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Section III.  Cyber-defence 
strategies: The hottest 
debates and conditions for 
success
What are now the hottest debates in cyber-space defence 
strategies? Twenty themes emerged from the interviews 
conducted for this report

1. Developing an offensive stance 

William Beer

2. Rating countries’ offensive capabilities

David Marcus
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3. Protecting an increasingly integrated global system

Christian 
Wernberg-Tougaard

4. How safe are SCADA systems?

Bart Smedts

Frank 
Asbeck
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5. Security versus privacy

Phyllis Schneck

6. Net neutrality

Melissa Hathaway

7. Towards international rules 

Vytautas Butrimas

8. Building a more solid cyber architecture 

Christopher Richardson
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Phyllis Schneck

9. Tackling weakest-link countries

Christian Wernberg-Tougaard

Costin Riau

10. Securing the Internet supply chain 

Alastair MacWillson

11. Increasing awareness of the scale of the problem

William Beer

12. Taking a holistic approach

Hamadoun Touré
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13. Defining the role of governments

John Meakin

14. Governments must take greater care when taking advice

15. Information-sharing at an international level 

Stefano Trumpy.

Suguru 
Yamaguchi

16. Thinking differently about cyber-security

Tim Scully
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17. Citizen awareness

18. Reducing secrecy

Alexander 
Klimburg

19. Harmonising codes and laws

Florian Walther

Phyllis Schneck

20. Defining pre-emptive cyber-attacks

 Jamie Shea
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Section IV. The quest for 
rules and regulations to 
govern cyber-space
It has taken the spectacular increase in cyber-attacks for 
political leaders in the United States, the European Union and 
parts of Asia to sit up and take stock of the costs involved and 
the loss in competitive positions. 

John Meakin

Alastair MacWillson

Christopher Richardson
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Cyber norms and common security standards

Steve Purser

Jesus Luna

The difficulties of going global

Stewart Baker



24

Cyber-security: The vexed question of global rules

Tim Scully

Jaan Priisalu

Kamlesh Bajaj

IMPACT,  THE CYBER-TALK PLATFORM

With the fast spread of smart phones, including in the least 
developed countries, cyber-security is in the process of 
shifting east and south of the globe. Conventional wisdom 
dictated that cyber-security focus on the richer countries. 
That view is changing. If we are to avoid safe havens for 
criminals in countries with no cyber-laws, we urgently need 
to help those countries.

Mohd Noor Amin, head of IMPACT, the cyber-security alliance headquartered 
in Malaysia, says “even the most sophisticated countries now realise you have 
to assist the poorer ones.” The ITU-backed platform has 137 member nations 
and brings together governments, academia, industry and international 
organisations from developed, developing and the least developed countries. 
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Adapting existing rules

John Meakin. 

Tim Scully

Vytautas 
Butrimas

“We are not a treaty, but a voluntary cooperation platform,” says Amin. “We 
tackle cooperation issues between countries in different jurisdictions. That 
cooperation is going to get stronger. Nobody wants cyber-crime to operate in 
their jurisdiction. The problem is not that nothing is being done, but that those 
governments with cyber-criminals working in their territory don’t know what 
is going on.”

IMPACT runs an electronic platform jointly with the ITU involving law enforcement, 
ISPs, telecoms regulators and policy-makers. Amin believes that successful 
information-sharing among IMPACT members will not replace the benefits of an 
international treaty. “It’s a significant first step to getting people around the table. If 
business competitors can sit at the same table to do something good for the world, 
why can’t governments? A treaty would enhance levels of cooperation.” 
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The lack of international mechanisms

Rafal Rohozinski

Emilio Sanchez De Rojas

Suguru Yamaguchi

The “impossible dream” of a global treaty

Hamadoun Touré

Stewart Baker

Erik Frinking
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“I seriously doubt we can have a global legal agreement.  
Codes of conduct are already a source of conflicts with the  
Russians, Chinese and others”.

Erik Frinking

A realistic alternative to a peace treaty: Cyber-confidence 
measures

James Lewis
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The bodies competing to govern cyber-space

Frank Asbeck
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Internet governance

Stefano Trumpy

Standardisation

Suguru Yamaguchi

Law enforcement
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Information-sharing

Alastair MacWillson

THE ITU TAKES ON SMART PHONES

“It took 125 years for fixed phones to reach the first 
billion, and only 11 years for the mobile phone to do 

so,” says Hamadoun Touré, Secretary General of the 
Geneva-based International Telecommunication Union 
(ITU). An engineer by training, he says fibre optic networks 
are speeding up our worldwide connectivity much faster 
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than he had expected. “With broadband, the volume of data is going much 
faster than infrastructure growth. That’s a little worrisome. We risk a traffic 
jam in cyber-space.”

The Broadband Commission was set up in 2010 to address the issue of fast 
growth. Touré stresses that a high-speed, high-capacity internet is essential to 
achieving the Millennium Development Goals. “Broadband improves healthcare, 
education, energy efficiency. It’s a global phenomenon and its safety needs a 
global response done in a global framework of cooperation.” Touré insists that 
security in cyber-space is the same as security in the conventional world. 

A first and easier step at creating a global framework is the Child Online 
Protection Initiative (COP), aimed at protecting children in cyber-space. 
“Children are our most common denominator,” says Touré. “Whether or not 
a country legalises pornography, everyone agrees that child pornography is a 
crime. It’s easy to take concrete action in that direction. The same type of work 
can then be done in other areas.”

Touré says the next war will take place in cyber-space. With criminal activities 
and espionage on the increase, he firmly believes we need a global cooperation 
framework. His view is that an ITU cooperation framework would be negotiated 
“around a large round table. It wouldn’t just involve our 193 member states, 
but also the private sector and consumer groups. Are we ready for such a 
negotiation? We have no choice. We have to do it for the safety of our children, 
our businesses and our countries.”

Touré’s to-do list
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Section V. Breaking down 
the walls between the 
cyber communities
To achieve workable international rules governing cyber-space, 
the walls dividing sectors, countries and even generations must 
be razed

Tim Scully

The generation divide

“If an information security person is not using Twitter or Facebook, 
he is not in the right place to make a decision about the use of those 
tools”

William Beer

Peter Sommer



33

Part One

Rafal Rohozinski

William Beer

Improving trust between industry stakeholders

Alastair 
MacWillson

Overcoming the barriers between rivals

Costin Raiu

William Beer
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Are cyber-crime and cyber-security one and the same?

Victoria Baines

 

“More than for other crime sites, you can’t investigate cyber-crime 
within national boundaries”

Victoria Baines

Steps towards global sharing

Mohd Noor Amin
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Section VI. The private 
sector’s privacy dilemma
Commercial secrecy is of key importance to companies 
investing in cyber, but it also risks compounding the problems of 
cyber-security and its dangers

Alastair MacWillson

Why the private sector would be better advised to share 
information

John Meakin

William Beer

Jesus Luna
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Costin Raiu

Making regulations that make sense for everyone

Tim Scully

Judy Baker

Vytautas Butrimas

Alastair MacWillson
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The blame game: From software companies to service providers, 
who should be responsible for what?
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Section VII. Bearing the 
costs of cyber insecurity
Cyber-security doesn’t have to cost a lot, but should business or 
government shoulder the greatest part of these costs? 

Kamlesh Bajaj

Frank Asbeck

Rafal Rohozinski

Lars Nicander

“What if a bomb was dropped on a bank? The government would 
help. A logic bomb dropped through networks is not that different.”

Kamlesh Bajaj



39

Part One

THE INSURANCE SECTOR WAKES UP

“A cyber hacker is nothing more than a bank robber 
using another weapon,” says Larry Collins, left, 

head of e-solutions at Zurich Financial Services. “His 
motivation is robbery and theft.”

The issue, he says, is that suddenly new systems sprang into existence with 
valuable information stored on them. With millions and millions of credit card 
numbers, the insurance sector got scared.  “The whole computer world is 
changing rapidly,” says Collins. “Premiums and costs are set actuarially based 
on what happened. When new things happen how much is that worth?”

Do we need to take out special insurance? Yes, says Tim 

Stapleton, pictured, Zurich’s Professional Liability Product 
Manager. One problem is that insurance companies are 
increasingly denying coverage on non-traditional claims. 
Small and medium-size businesses in particular need to 
have dedicated insurance policies that cover expenses in 
case of cyber-attacks, he says, but that also give faster 

access to specialised resources so they can get the ball rolling and figure out 
what happened. 

According to Stapleton, today’s hottest cyber debates in the insurance industry 
are about privacy regulations, litigation trends and general privacy practices. 
“What kind of information is the company collecting, how is it storing that 
information, how is it using it once in its possession, how is it securing it? Most 
companies post privacy notices outlining these elements. Where we run into 
problems is when they haven’t complied with those privacy notices.” 

Insurance companies have different ways of labelling cyber-liability. They 
don’t even describe it the same way: some talk of “information security 
and privacy”; others say “cyber”, still others say “network security”. In the 
U.S., basic coverage includes core covers, like privacy and security liability 
coverage that provides defence and indemnity for third party claims, including 
class action by individuals or from banks if they have to reissue payment and 
credit cards; and first party (the insured person’s) privacy breach costs that 
would apply before a claim at the time that the event occurs. There are also 
services provided by vendors contracted by the insurance company, such as 
credit monitoring, forensics, notification and public relations costs to offset 
damage done to a company’s reputation. 

What are the rules of insurance against cyber-attacks? 

The triggers for a cyber-attack generally concern privacy, Zurich’s experts 
say, like the disclosure of personal data – a name along with social security or 
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Top threats

  Cyber hacktivism.

  Cloud hacking.

  Mobile and tablet hacking.

  Advanced persistent threat.

driver’s licence numbers. This sort of disclosure can also happen because of a 
network problem or a careless event, like losing a laptop or leaving a file in a 
public place.

How do you balance risk and liability in case of attack?

Privacy breach costs are a loss leader at the moment, say Zurich’s specialists, 
because the trigger is much more sensitive – it's the mere fact that an event 
occurs. That’s why many carriers lower the limit on liability to control costs, 
although the increase in online breaches means that data is fast accumulating 
on the costs to companies.

How much has Zurich been paying out?

“We have been paying out at both ends – first party costs and third party 
liability,” Stapleton says. “You can generally predict that if sectors like 
healthcare, a financial institution or a retailer get hit, they will have more 
personal identification on hand and it might cost more to respond to a breach 
in defence costs and settlements. A manufacturer may not have as high a 
volume of personal identification information and may cost less.”

What proportion of an electronic info system’s budget should be 

invested in cyber protection?

“Enough to protect the company against harm,” says Collins. The size of the 
effort needed to protect a system has to be proportional to the sensitivity of 
the information held on site. “Our advice to companies is to do two things. 
Take a look at what you’re storing and who has access even internally. Then 
we always advise using scenario-based risk assessment; looking at things from 
a business model point of view makes a great deal of sense.”
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Section VIII. Private 
citizens : issues of 
freedom and protection
Among the many complicated problems cyber-security raises is 
that of security versus privacy. Are they opposed? Or can they 
co-exist? 

Alastair MacWillson

Fred Piper

Stefano Trumpy
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Sandro Gaycken

“Most people’s knowledge is confined to the Matrix movies and the 
books of the Millennium Trilogy”

Judy Baker

Internet responsibility, from private users to corporate giants

Olivier Caleff

The cyber-security skills gap

Judy 
Baker
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“People too often believe everything they read, and trust the most 
stupid messages”

Olivier Caleff
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PART TWO

Section I. A worldwide 
brainstorming of experts
In this global survey conducted by the SDA in late 2011, some 
250 respondents were asked to rate the countries – other than 
their own – they deemed best prepared against cyber attacks. 
The U.S., the UK and Estonia topped the list, while Albania, 
Mexico and Romania bombed.
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“It’s time to locate thinking about cyber-conflict into the framework of 
existing international law and strategy”

James Lewis
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Key attitudes
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Section II. Country-by-
country stress tests
There is a cyber-security paradox: the less sophisticated and 
widespread a country’s connection to the internet, the lesser the 
cyber-threat. The more services are on line, the higher the risk 
of cyber-attack. On the other hand, the countries best prepared 
to react to a cyber-attack are those that are cyber and internet 
literate.

Lars Nicander

John Meakin

Stewart Baker
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“The governments that don’t like free speech on the internet are going 
to put us in the position of choosing between free speech and cyber-
security”

Stewart Baker

Freddy Dezeure

William Beer

Christian 
Wernberg-Tougaard

Evangelos Ouzounis
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Melissa Hathaway

The methodology used for rating various countries’ state of cyber-readiness is 
that developed by Robert Lentz, President of Cyber Security Strategies and 
former Deputy Assistant Secretary of Defense for Cyber, Identity and Information 
Assurance.  His Cyber Security Maturity Model is a five-step roadmap for 
reaching resilience, the ultimate goal for governments and businesses that want 
to effectively operate throughout a sophisticated cyber-attack. 

The first step to reaching this ideal is to have people applying the basic rules 
of hygiene; the next is about using computer network defence (CND) tools 
like anti-virus, firewalls, intrusion detection/protection, and strong identity 
management (such as electronic signatures); after that come standards and 
data exchanges to create a robust and interoperable cyber ecosystem. When 
that level has been reached the move is to a more agile defence posture, 
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with innovative cyber-defences tapping into advanced sensors and intrusion 
prevention systems from the host to the gateways. 

“It’s like the water-tight doors of a ship,” says Lentz. “They won’t stop the 
torpedo entering the hull but they will contain the breach and highlight those 
breaches in the command centre with advanced forensics to allow decision-
makers time to assess the damage with minimal operational degradation.” 

Ultimately, achieving a resilient cyber-maturity level means predictive cyber-
readiness and agility in one’s own area and with partners. This involves Supply 
Chain Risk Management, and comprehensive education and training, starting 
with the ordinary user to the core group of cyber-defenders. Lentz’s criteria 
have been used for the scores below.  

Australia 
Government CERT (CERT Australia, since 2010), cyber-security 

strategy since November 2009

Score: 

Ed Dawson
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The Australian Department of Defence's Cyber-Security Operations 
Centre (CSOC) provides threat detection and mitigation for government 
departments and agencies, and the Department is recruiting an extra 130 
cyber-security experts to work there. 

The country is also promoting a voluntary code of conduct for ISPs to 
educate customers, offer better online protection, and quarantine infected 
users. “The problem with voluntary codes is their uneven application,” says 
Tim Scully, CEO of stratsec and Head of Cyber-Security at BAE Systems 
Australia. The Australian Communications and Media Authority has a list of 
blacklisted sites, and requires Australian ISPs to filter them. 

Communications Minister Stephen Conroy says that the blacklist targets 
only illegal sites, but some feel that the scope of the censored content is too 
broad. “Selling cyber security regulations is a brave thing for a government 
to do,” says Scully, citing the public outcry at the government’s attempts to 
introduce internet censorship to protect children from porn. In a country 
where most people are hostile to the idea of carrying ID papers, privacy is 
high on the agenda.

Austria
Austria has a national CERT (CERT.at) but no single cyber-security 
strategy. Three cyber-security strategy processes are currently being 
drafted by the federal chancellery, Interior Ministry and Ministry of 
Defence. The country takes part in all CERT communities, including 
inter-governmental ones. 

Score: 

Austria can boast one of the most sophisticated e-governments in the EU, 
with the use of digital signatures now widespread across most services. Yet 
despite its highly developed service economy, Austria is still working on its 
own cyber-security strategy, lagging behind most other EU countries. 

Austria may also have been lulled into a false sense of security by its low rate 
of malware infection – well below the world average. This is explained in part 
by the country’s size compared to Germany, but also by the close working 
rapport between ISP technicians and CERT.at and the speed at which 
internet security policies can be implemented, in part thanks to broadband.

A number of ministries claim responsibility for cyber-security, although the 
federal chancellery is its main coordinator. However, legal responsibilities 
aren’t always clear and this matter is exacerbated by lack of political interest. 
“We also lack senior level leadership,” says Alexander Klimburg at the 
Austrian Institute of International Affairs, an independent research centre. 
“Decisions are made at my level, at sub-ministerial level. But without top 
leadership, things won’t move.” 
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Brazil
Brazil has a cyber-security strategy, and a national CERT (CERT.

br) that participates in the informal CERT communities. An 

Information Security Department was set up in 2006, and a cyber-

security command in 2010.

Score: 

Raphael Mandarino
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“Brazil has been a party since its inception in the UN convention 
which is based on a more comprehensive, inclusive discussion” 

Raphael Mandarino

Despite regular meetings with the private companies in charge of energy, 
communications, transport, banking and water, actual progress is slow, 
Mandarino says. “We also need to restructure our defence command,” he 
says, “and we are working hard on producing a command, control software.” 

The government recently launched the Brasilia-based Centre of Cyber 
Defence (CDCiber) to protect Brazil from attack. “The big challenge for 
CDCiber may be the need to protect private infrastructure,” according to 
William Beer who is in charge of cyber-security at PwC in London. 

With the Organisation of American States (OAS), Brazil is contributing 
to a cyber-security culture in South America that also involves technical 
cooperation. Brazil has proposed a legal framework on cyber-crime to 
replace the Budapest Convention, judged too Euro-centric. “We believe 
countries should join a more global convention,” says Mandarino. “Brazil 
has been a party since its inception in the UN convention which is based on 
a more comprehensive, inclusive discussion.” 

Canada 
Canada has a national CERT, a cyber-strategy and participates in 
informal CERT communities.

Score: 

Canada’s Minister of Public Safety Vic Toews launched a Cyber-Security 
Awareness Month in October 2011, but despite its ambitious national cyber-
security strategy, the Canadian government’s critics tax it with moving too 
slowly and not providing enough funding.

“Canada has interesting expertise but those capabilities are not reflected in 
government,” says thought leader Rafal Rohozinski, who runs the Canadian 
SecDev Group. He says the Ottawa government “eviscerated” the country’s 
cyber-security programme for budgetary reasons.

In February 2011, government departments and the Canadian Parliament’s 
network were penetrated and sensitive data stolen. “There’s a tendency 
here to be suddenly aware of the cyber-bogeyman rather than look at the 
problem in its totality,” says Rohozinski. He points at Canada’s funding of 
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China 
China has a national CERT, participates in informal CERT 

communities, and has a cyber-security strategy.

Score: 

Herbert S. Lin

“The Chinese talk about information-security, we talk about cyber-
security”

Herbert Lin
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Peiran Wang

People’s Daily
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Denmark
Denmark has a national CERT, participates in informal CERT 

communities, is part of the National CERTs in the EGC group, and 

has a contingency plan for cyber-incidents. It does not yet have a 

cyber-security strategy.

Score: 

Christian 
Wernberg-Tougaard
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Estonia
Estonia has a national CERT since 2006 (CERT-ee) and a cyber-

security strategy (since 2008). The country participates in informal 

CERT communities, and in the EGC Group of national CERTs. 

Estonia takes part in cyber-incident exercises. 

Score: 

Jüri Vain

Rafal Rohozinski

Heli Tiirmaa-
Klaar
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Jaan Priisalu

“If you live in Japan, you invest in safety measures against 
earthquakes, and Europe is a seismic region in cyber terms” 

Heli Tiirmaa-Klaar

THE EUROPEAN UNION

The 27-nation European Union has no single approach to cyber-security, as 
this is currently handled by member states. Responsibilities are national, but 
EU institutions and bodies like the European Commission, the European 
Parliament, the European Council, the European Central Bank, the European 
Court of Justice and 55 others are working on setting up their own inter-
institutional CERT, rather like a national government CERT. At present, this 
CERT is represented by a pre-configuration team.

Freddy Dezeure is the head of this inter-institutional computer emergency 
response pre-configuration team (CERT-EU). “We’re not aiming to protect all 
citizens in Europe or to coordinate the other CERTs,” he says. “Our scope is 
limited to the EU institutions, bodies and agencies. We want to become the 
glue, the catalyst to initiate new systems and foster information exchange.”
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Although they started only recently, Dezeure says this inter-institutional 
CERT is ambitious. ‘Some EU member states already have very advanced 
and sophisticated CERTs,” he says, “and we have to aim to be among the best 
governmental CERTs. It would be very arrogant of us to go to the UK, for 
instance, and suggest they do things differently.” 

“Technology develops very quickly and we have trouble following up with 
policy,” says Evangelos Ouzounis, Senior Expert at the Crete-based 
European Network and Information Security Agency (ENISA), the EU’s 
centre of expertise. “Over the last two or three years,” he says, “there have 
been tremendous developments at member state level, and pan-European 
level policy is also catching up. We’re working towards a technology-neutral 
strategy, something where the technology can change but not the policy.”

The EU has 140 national CERTs, with some countries, like the UK, having both 
a national and a governmental CERT. The operational CERTs with international 
visibility can join the informal European Government CERT peer group known 
as ECG that is developing cooperation on incident responses between member 
states. Ten member states belong to the group, and ENISA is helping the others 
get up to scratch “through trust development,” says Andrea Servida of the 
European Commission’s Information Society and Media Directorate General. 

ENISA, which has an inventory of private sector, academic and governmental 
CERTs across Europe, is helping to spread good practices and to establish 
standard baseline series, like a guidebook. In November 2011, the European 
Union held its first joint cyber exercise with the U.S., which ENISA facilitated. 

In 2010, ENISA helped member states carry out the first pan-European cyber-
security exercise. In 2011, the EU ruled that member states have to report 
incidents to ENISA on a yearly basis. “This is important,” says Ouzounis. “2012 
may see the first reports. We want to work together to develop a common 
approach that will create more insight into what’s going on.” 

But as ENISA’s technical department head Steve Purser stresses, “much work 
at ENISA is spent on educating citizens to the fact that cyber-security is crucial 
to tomorrow’s security. When you walk down the street, you won’t answer 
personal questions from a stranger. In the electronic world, people don’t exert 
the same kind of prudence. Security requires people to behave the same way 
in the electronic world as they do in the real world.”

“Technology develops very quickly and we have trouble following up 
with policy”

Evangelos Ouzounis
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For Gerrard Quille, Specialist in Foreign Security and Defence Policy at the 
European Parliament, the Parliament’s top priorities include how information 
technologies and human rights can work fruitfully together, and how cyber-
security and internet freedom fit into the EU’s foreign policy debate.

Things are also moving on the cyber-crime fighting front, with next year likely 
to see the opening of a European cyber-crime centre, and the coordination of 
on line internet crime reporting in EU members states.  

Victoria Baines, strategic advisor on cyber-crime at the EU’s law enforcement 
agency Europol, stresses that a feasibility study is under way and that Europol 
hopes its conclusions will be to host the cyber-crime centre in The Hague, 
building on Europol’s IT infrastructure in the city. Last year, Interpol set up 
two strategic partnerships – it joined the Virtual Global Taskforce (VGT) 
of agencies dealing with child abuse on line, and it is now the strategic law 
enforcement partner in the International Cyber-Security Alliance (ICSPA), co-
founded by McAfee, Visa and others. 

Finland
Finland has a national CERT (CERT-Fi), participates in informal 

CERT communities and is an active member of the European 

government CERTs Group (ECG). The country also engages in 

regular cyber-incident exercises in the public and private spheres.

Score: 

Timo Härkönen
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France 
France has a national CERT (CERTA), and participates in the 

informal CERT community and in the EGC inter-governmental 

group of CERTs. France has had a cyber-strategy since 2011 and 

takes part in cyber-incident exercises.

Score: 

Patrick Pailloux

“We’re living in times that recall the 19th-century scientist Louis 
Pasteur, when doctors started washing their hands and sterilising 
equipment. The same now applies to internet security.”

Patrick Pailloux
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Olivier Caleff

Jean-Michel Doan
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Germany
Germany has a national CERT (CERT-bund), and a cyber-security 

strategy since 2011. It is also a member of the EGC group of 

government CERTs and participates in cyber-incident exercises. 

Score: 

Sandro Gaycken

Evangelos 
Ouzounis
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Florian Walther

India 
India has a national CERT (CERT-in, since 2004), a crisis 

management plan and is setting up a Cyber Command and Control 

Authority. A draft of a national cyber-security policy is under 

discussion. 

Score: 

Cherian Samuel

Kamlesh Bajaj
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Israel
Israel has a national CERT, participates in the informal CERT 

communities, has a cyber-strategy and a cyber command. 

Score: 

Isaac Ben-Israel
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Italy
Italy has a government CERT with insufficient funds to operate on 

a global scale. It takes part in cyber-incident exercises, but does not 

yet have a well-defined cyber-security strategy.

Score: 

Stefano 
Trumpy
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Japan
Japan has a national CERT (JPCERT/CC), a cyber-strategy and 

participates in the informal CERT communities. Its cyber-security 

centre is the National Information Security Centre (NISC), part 

of the Cabinet Secretariat. In the Asia Pacific region, JPCERT/CC 

plays a key role in the Asia Pacific Computer Emergency Response 

Team (APCERT). It is a member of Forum of Incident Response and 

Security Teams (FIRST).

Score: 
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Suguru Yamaguchi

“We have to put a lot of money into preparedness for natural disasters.  
As a result, the budget for defence is limited and cyber-security is not 
a top priority”.

Suguru Yamaguchi
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Mexico
Mexico does not have special rules to combat cyber-crime, but 

applies the existing legal framework contained in the Federal 

Criminal Code (or FCC).

Score: 

Jesus Luna
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NATO

NATO’s Lisbon summit in 2010 stressed the growing importance of the cyber 

domain for the Alliance. The Strategic Concept committed to further developing 

NATO’s ability to prevent, detect and defend against cyber-attacks, by bringing 

NATO bodies under centralised cyber protection and promoting better 

coordination between member countries. NATO runs regular cyber exercises.

Every member of NATO’s 28-member Alliance is in charge of its own cyber-
security. NATO itself doesn’t intervene in this area, even if according to 
Lithuania’s Ambassador to NATO Kestutis Jankauskas, “every other word 
these days at NATO seems to be cyber.” According to Suleyman Anil, head 
of its Computer Incident Response Capability Coordination Centre, NATO 
countries show “different levels of capability according to national resources.”

NATO’s modest cyber investment involves securing its own network, and 
identifying critical infrastructure at headquarters and agencies around Europe. 
In 2008, NATO set up the Cooperative Cyber Defence Centre of Excellence 
in Tallinn, Estonia, which studies incidents and techniques, and coordinates 
efforts between NATO members to defend against cyber-attacks and to react. 
NATO does not engage in global discussions about codes of conduct or 
international treaties. “We believe that consultation is the best deterrence,” 
says Anil, “and that a lot can be achieved by increasing information sharing.”

The Tallinn Centre’s Director, Colonel Ilmar Tamm, believes that before 
creating new laws, we must first try to apply existing legal instruments to 
the new conditions. “For example, two bodies of international law, the jus 

ad bellum and the jus in bello (the latter also known as the Law of Armed 
Conflict), are not likely to be updated for cyber,” he says.  “Instead, we need 
to study and understand how to apply them in cases where armed conflict 
includes cyber-attacks.” Experts on international law are working on this right 
now, and their research will be published as the Tallinn Manual in the second 
half of 2012.

NATO expects member nations to share cyber information with other members, 
with NATO providing communication systems support. The organisation also 
determines what information can be shared, and what non-member nations can 
know. These days, even NATO is owning up to cyber-attacks. “We were hacked 
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by the hacktivists of Anonymous in 2011,” says Jamie Shea, NATO’s Deputy 
Assistant Secretary General for Emerging Security Challenges, “and although 
they only got into low-level restricted documents, they got a lot of publicity out 
of it.” NATO is reportedly considering the use of military force against nations 
that launch cyber-attacks against other member states, including attacks 
against critical infrastructure.

“The challenge was for NATO to put its money where its mouth was,” says 
Robert Bell, the US Secretary of Defense’s Representative to Europe, “and 
we’re on track. We set up the Tallinn centre and our next goal is to protect 
critical infrastructure, the vital utilities we rely upon. NATO is also taking 
a lead in identifying standards that strike a balance between security and 
affordability.”  NATO will be gathering its agencies and commanders under a 
single cyber-defence roof by the end of 2012. 

The EU is a key partner, and in recent months staff level talks have intensified. 
NATO looks to the EU as the regulating body and to the UN for norms of 
behaviour. “We have an effective level of staff discussions,” says Bell. “It would 
be helpful if we could go beyond that and have institutional cooperation, but 
that’s not possible because of the continuing political split between Cyprus and 
Turkey.” NATO’s main role, as Anil puts it, focuses on collective security and 
crisis management.

“NATO countries need to share the same standards,” says Bell. “It’s in part 
about money but not all about money.” In these difficult fiscal times, NATO 
governments are struggling with their defence funding. As far as NATO is 
concerned, the compilation of cyber-incidents highlight two main problems. 
“The first is about outsiders trying to get in,” says Bell. “The other is the 
workforce inadvertently putting classified information onto systems.”

The Netherlands
The Netherlands has a national CERT (GOVCERT.NL), coordinates 

with other CERTs and is a member of the inter-governmental CERTs 

group (EGC). The country participates in cyber-incident exercises 

and has had a cyber-security strategy since 2011. 

Score: 
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Erik 
Frinking

“Our problem is that we are all reinventing the wheel”  

Elly Plooij-Van Gorsel

Elly Plooij-Van Gorsel
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Poland
Poland has a national CERT (CERT.Polska) and a government CERT 

(CERT.gov.pl). It takes part in the informal CERT community and 

in cyber exercises, but does not yet have a cyber-security strategy.

Score: 

Janusz Gorski
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Romania
Romania has a national CERT, takes part in informal and formal 

CERT groups, has a cyber-security strategy, and engages in cyber-

exercises.

Score: 

“We’ve been there before, we know how bad it is when governments 
intercept calls and communications”

Aurel Sima

Aurel Sima
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.

Russia
Russia has a national CERT (ruCERT) that participates in the 

informal CERT communities and is a member of FIRST. It issued 

strategic guidelines in 2011. The Security Council of the Russian 

Federation coordinates the four ministries in charge of cyber-

security (Interior, Justice, Foreign Affairs and Defence).

Score: 

Vladimir Chizhov
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“This type of crime can only be successfully fought through 
international cooperation, and we believe the UN is the right venue”

Vladimir Chizhov

Vitaly Kamluk

Alexey Salnikov
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Spain 
Spain has a government CERT and takes part in the informal CERT 

community and the national CERTs in the EGC group, but doesn’t 

yet have a cyber-strategy. It takes part in cyber-incident exercises. 

The National Intelligence Service (CNI) heads the National Security 

Scheme/Esquema Nacional de Seguridad (ENS) that establishes 

minimum security requirements and protective measures to be met 

by administrations. 

Score: 

Felix Sanz Roldan

“The threat of state-sponsored cyber-attack is real”

Felix Sanz Roldan

Emilio Sanchez De Rojas
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Sweden
Sweden has a national CERT (CERT-se) that is a member of the EGC 

Group, and that takes part in informal CERT communities. It has a 

national cyber-security strategy, a national plan for cyber-incidents 

and organises and participates in cyber-exercises.

Score: 

Lars Nicander

Helena Lindberg
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“We need better governance at all levels of society and we need to get 
the best brains working on this”

Helena Lindberg

Roger Forsberg

 

United Kingdom
The UK has an Office of Cyber-Security and Information Assurance 

(OCSIA) and a Cyber-security Operations Centre (CSOC). The 

former is based in the Cabinet Office and the latter is located 

within GCHQ, the UK’s electronic intelligence agency.  The UK has 

a national and a government CERT, takes part in the informal 

CERT community as well as the EGC Group of inter-governmental 

CERTs. In 2011, it updated its cyber-security strategy and takes part 

regularly in cyber-incident exercises.

Score: 

Fred Piper
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Peter Sommer
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UNITED NATIONS

Many see the UN as the ideal conduit for fostering relationships between 
nations and promoting discussions on cyber-threats. Hamadoun Touré, the 
International Telecommunications Union’s Secretary General (ITU) believes 
that a global treaty could include an agreement that countries protect their 
citizens in the case of cyber-attack, and agree not to harbour cyber terrorists. 

Russia and China would like to see this UN treaty. The U.S. and the UK, on the 
other hand, prefer the Budapest Convention on Cyber-Crime introduced by 
the Council of Europe in 2001, and argue that the UN institution is too slow 
and cumbersome. The Budapest Convention, which has been ratified by 120 
countries, is used by prosecutors to secure electronic evidence of cross-border 
crime.

UNESCO is another UN agency involved in the cyber-space debate, focussing 
on the protection of Article 19 in the Declaration of Human Rights which 
guarantees freedom of expression. “Article 19 is an enabler of other rights,” 
says Andrea Beccalli, an ICT specialist who has designed policies for 
UNESCO. “We try to stress this to our member states, particularly the right to 
assembly. Shutting down a blog or a Facebook page is a violation of Article 19. 
The right to assemble and discuss in cyber-space also comes under Article 19.”

UNESCO considers access to the internet as every person’s basic human right, 
and that when designing national cyber-security agendas, countries must make 
sure citizens are aware of their rights on the internet, as well as the internet’s 
threats and potentials. “Our position is that training can teach individuals to 
protect themselves,” says Beccalli. “UNESCO is basically promoting a multi-
stakeholder approach that goes beyond the constituency of member states and 
accredited private sector parties.”

Beccalli says one of the big upcoming debates in cyber-space is who will be in 
charge of the governance of smart phones. Smart phones are spreading rapidly 
through Africa, with 99% of new internet connections in Kenya done by young 
people using mobiles. “We need an established model that is nimble enough to 
keep the constituency open and the debate as broad as possible for all actors 
and stakeholders. We want to make use of these technologies, while moving 
towards a policy development process totally different from that done by inter-
governmental organisations, which is too stiff and not inclusive enough to see 
where these new technologies and applications are going.”
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Part Two

United States of America
The U.S. has a government CERT, takes part in the informal CERT 

communities, and has a new cyber-security strategy since 2011. It 

has a contingency plan for cyber-incidents and is an active player 

in cyber-security exercises. The Pentagon has a cyber-command 

(USCYBERCOM) that defends American military networks and can 

attack other countries’ systems.

Score: 

James Lewis

Kevin Gronberg

“From my perspective, there’s never been a cyber-attack on the U.S., 
but countless episodes of espionage and crime”

James Lewis

Melissa Hathaway



84

Cyber-security: The vexed question of global rules



85

Part Two

“A lot more could be done to protect privacy while enhancing our 
security posture”

Melissa Hathaway

Jake Braun
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Glossary of organisations
Asia-Pacific Economic Cooperation (APEC) - 
Telecommunications and Information Working Group (TEL)
Where:
Funding:

Mission:

Website:

Email:

Association of South East Asian Nations (ASEAN) - 
Telecommunication and IT (TELMIN)
Where: 
Funding:

Mission:

Website:

Council of Europe
Where:
Funding:
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Mission:

Website:

Email:

Commonwealth Telecommunications Organisation (CTO)
Where: 
Funding:
Mission:

Website:
Email: 

European Network and Information Security Agency (ENISA)
Where: 
Funding:
Mission:

Website:

European Commission
Where:
Funding: 
Mission:
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Websites:

European Police Office (EUROPOL)
Where: 
Funding:
Mission:

Website:

Forum of Incident Response and Security Teams (FIRST)
Where:
Funding:
Mission:

Website:
Email:

G8 Subgroup on high-tech crime
Funding:
Mission:

Internet Corporation for Assigned Names and Numbers (ICANN)
Where:
Funding:
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Mission:

Website:

International Multilateral Partnership Against Cyber Threats 
(IMPACT)
Where:
Funding:
Mission:

Website:
Email:

Interpol
Where:
Funding:
Mission:

Website: 

International Telecommunications Union (ITU)
Where:
Funding:

Mission:
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Website:
Email:

NATO Cooperative Cyber Defence Centre of Excellence 
(CCDCOE)
Where:
Funding:
Mission:

Website:
Email:

NATO Communication and Information Systems Services 
Agency (NCSA)
Where:
Funding:
Mission:

Website:
Email:

Organisation of American States (OAS)
Where: 
Funding:
Mission:
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Website:

Organisation for Economic Co-operation and Development 
(OECD)
Where: 
Funding:
Mission: 

Website:

Organisation for Security and Co-operation in Europe (OSCE)
Where:
Funding: 
Mission: 

Website:
Email:

United Nations Interregional Crime and Justice Research 
Institute (UNICRI)
Where:
Funding:
Mission:

Website:
Email:
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Glossary of companies
Accenture

BAE Systems

BP

Curesec

Deloitte Touche Tohmatsu

DEVOTEAM

Hathaway Global Strategies

ING

Kaspersky Lab

Lexsi innovative security

McAfee

NTT Communications
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PwC

Resolute Consulting

Security Europe

Genos Consulting

Steptoe & Johnson

Stratsec

The SecDev Group

Zurich
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Jaap de Hoop Scheffer
former Secretary General of NATO

Javier Solana
former EU High Representative for 

Common Foreign and Security Policy 

SDA Co-Presidents

 

“If current trends in the 
decline of European defence 
capabilities are not halted and 
reversed, many US policymakers 
may not consider the return on 
America’s investment in NATO 
worth the cost.”

Robert Gates,  
then US Defense Secretary
10 June 2011

“We must be careful not to 
allow the capability gap to 

become the credibility gap”

Anders Fogh Ramussen, 
NATO Secretary General

21 June 2010

About the SDA
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Cyber-security initiative

“This is a battle we may not win. 
We need to act and to protect as 
quickly as possible”

Cecilia Malmström, European 
Home Affairs Commissioner
9 November 2011

“Cyber has redefined the front 
lines of national security. Just 

as our air and missile defences 
are linked, so too do our cyber 
defence networks need to be.”

William J. Lynn, III, then US 
Deputy Secretary of Defense

15 September 2010



104

Security jam

Anders 
Fogh Rasmussen Madeleine Albright

Felipe Gonzalez

VIP Jammers in 2010 included

Adm. James Stavridis, 
Supreme Allied 

Commander Europe, 
NATO

Anne-Marie Slaughter, 
Former Director of Policy 
Planning, US Department  
of State

Alain Hubert, 
Explorer, International 

Polar Foundation

Gen. Stéphane Abrial, 
Supreme Allied 
Commander 
Transformation, NATO

Josette Sheeran, 
Executive Director of the 
World Food Programme

Carl Bildt, 
Minister for Foreign Affairs  
of Sweden
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