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Thank you for evaluating the RUSecure™
Information Security Policies

If you wish to re-publish these information security policies, you may purchase the
company-wide registered version from our online order page at
http://www.eon-commerce.com/rusecure

The RUSecure™ Information Security Suite

Information Security policies are the foundation - the bottom line - of information
security within a modern organisation. As such, it is well worth considering the
following few questions :

« Are they comprehensive enough? Are they up to date?
» Do you deliver them effectively (e.g.: via the desktop)?
* How do users comply with the Policies in day-to-day situations?

The RUSecure™ Information Security Suite is intended to help you ensure that
you can answer these questions positively and confidently. It provides expert
guidance to everyone in the organisation and offers solutions to ensure that you
not only have complete policies, but that they are delivered effectively and
professionally to all concerned via a unique set of tools.

Information A comprehensive, up-to-date set of Information Security Policies

Security that can be tailored to meet the individual needs of your

Policies organisation. Shipped in PDF and Microsoft Word formats, they
can be used ‘as is’ or may be copied and modified as you
require.

Security The most direct method of delivering information security

Online policies is via the computer desktop. This carries many benefits,

Support including:

Desktop

delivery of « Instant availability for every member staff who handles

your policies information

* Awareness and guidance built around each Policy

» Using the power of a PC to make the experience richer
and more productive

RUSecure™ SOS brings your security policies to life!
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Information The Information Security Officer has an extremely demanding

Security role, and may not always have a dedicated team to support the

Officer's implementation of Information Security within the organisation.

Manual The job is made easier with the right supporting tools. The

For the Information Security Officer’s Manual is a must-have

Information desktop accessory in every security officer's tool Kit.

Security Comprehensive support.... containing a wealth of useful

Professional information and guidance. The de facto guide to security
management.

Evaluations of each of the products can be obtained from:
http://www.computer-security-policies.com/download.htm

Further Information:

sales@computer-security-policies.com
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Evaluation Version 2.0 Page 3 of 522


http://www.computer-security-policies.com/download.htm
mailto:sales@computer-security-policies.com

RUSecure™ ; il Information Security Policies

RUSecure™ - Information Security Policies

Important Note for Evaluators

This evaluation version, whilst delivering the Information Security Policies
in their complete form, will not permit the printing or copying of the
policies. However, the instructions for use are taken directly from the
registered version to permit review of the implementation process.

The registered version of the RUSecure™ - Information Security Policies
has no printing or copying restrictions and licenses unrestricted use
within your organisation.

RUSecure™ is a suite of integrated products which, together, offer your
organisation the tools necessary to integrate Information Security best practice
into your day-to-day business operations. Whether you are a large corporation or a
small company with a handful of employees, RUSecure™ offers the assistance
needed to secure your information — in this digital age.

Information Security Policies are the cornerstone of Information Security
effectiveness. Without a policy upon which to base standards and procedures,
decisions are likely to be inconsistent and security holes will be present - ready to
be exploited by both internal and external persons alike.

Traditionally, Information Security Policies have only been found in larger
organisations which either have dedicated IT and Security staff, or where the
organisation has invested a substantial sum in consultants who, over a period of
time, will have created and delivered a range of policies for management to
implement.

RUSecure™ Information Security Policies have been drawn from the extensive
experience of senior Information Security consultants who have delivered business
systems projects across the world, and where Information Security has played a
major role. Based upon the foundation of 1SO 17799 and BS 7799, RUSecure™
Information Security Policies provide an extensive range of policies which may be
modified and adopted by your organisation and upon which a comprehensive
Information Security culture may be built.

Following adoption of the Information Security Polices — either revised or ‘as is’,
the primary objective is to have them understood and followed by the
organisation’s staff. Some organisations already have an Intranet for the mass
distribution of information. However, whilst this approach may be effective in some
organisations, in others it is little more than an electronic message board, the
contents of which few will actively study.

Information Security Policies
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It was for this reason that Glendalesystems.com Ltd developed the RUSecure™ -
Security Online Support system which has been designed to deliver each of the
Information Security Policies directly to the desktop in a meaningful and practical

manner; more importantly, each Policy is delivered in context. If you would like to
know more about the Security Online Support system simply contact us.

N.B. The numbering system used for these Information Security Policies matches
the numbering within the RUSecure™ - Security Online Support system
to facilitate future upgrade and migration.

Copyright Glendalesystems.com Ltd — 2001
All Rights Reserved.

Information Security Policies
Evaluation Version 2.0 Page 5 of 522


mailto:sales@computer-security-policies.com?subject=Enquiry about SOS (from Info Sec Policies user)

RUSecure™

Information Security Policies

Contents

USING YOUR INFORMATION SECURITY POLICIES

CHAPTER O1

Sub-Chapter 01
Sub-Chapter 02
Sub-Chapter 03
Sub-Chapter 04

Sub-Chapter 05
Sub-Chapter 06
Sub-Chapter 07

CHAPTER 02

Sub-Chapter 01

CHAPTER 03

Sub-Chapter 01
Sub-Chapter 02

Sub-Chapter 03
Sub-Chapter 04
Sub-Chapter 05
Sub-Chapter 06
Sub-Chapter 07
Sub-Chapter 08
Sub-Chapter 09

CHAPTER 04

Sub-Chapter 01
Sub-Chapter 02
Sub-Chapter 03

Information Security Policies
Evaluation Version 2.0

SECURING HARDWARE, PERIPHERALS
AND OTHER EQUIPMENT

Purchasing and Installing Hardware
Cabling, UPS, Printers and Modems
Consumables

Working Off Premises or Using
Outsourced Processing

Using Secure Storage

Documenting Hardware

Other Hardware Issues

CONTROLLING ACCESS TO INFORMATION
AND SYSTEMS

Controlling Access to Information
and Systems

PROCESSING INFORMATION AND
DOCUMENTS

Networks

System Operations and

Administration

E-mail and the Worldwide Web

Telephones & Fax

Data Management

Backup, Recovery and Archiving

Document Handling

Securing Data

Other Information Handling and Processing

PURCHASING AND MAINTAINING
COMMERCIAL SOFTWARE

Purchasing and Installing Software
Software Maintenance & Upgrade
Other Software Issues

13

14
19
26

29
38
43
46

59

60

73
74

79

95
115
124
148
155
168
180

193

194
202
211

Page 6 of 522



RUSecure™

Information Security Policies

CHAPTER 05

Sub-Chapter 01
Sub-Chapter 02
Sub-Chapter 03
Sub-Chapter 04
Sub-Chapter 05

CHAPTER 06
Sub-Chapter 01

CHAPTER 07

Sub-Chapter 01
Sub-Chapter 02
Sub-Chapter 03
Sub-Chapter 04

CHAPTER 08
Sub-Chapter 01

CHAPTER 09

Sub-Chapter 01
Sub-Chapter 02
Sub-Chapter 03
Sub-Chapter 04
Sub-Chapter 05
Sub-Chapter 06

CHAPTER 10

Sub-Chapter 01

Information Security Policies
Evaluation Version 2.0

DEVELOPING AND MAINTAINING
IN-HOUSE SOFTWARE

Controlling Software Code
Software Development
Testing & Training
Documentation

Other Software Development

COMBATING CYBER CRIME
Combating Cyber Crime

COMPLYING WITH LEGAL AND POLICY
REQUIREMENTS

Complying with Legal Obligations
Complying with Policies

Avoiding Litigation

Other Legal Issues

PLANNING FOR BUSINESS CONTINUITY

Business Continuity Management
(BCP)

ADDRESSING PERSONNEL ISSUES
RELATING TO SECURITY

Contractual Documentation
Confidential Personnel Data

Personnel Information Security Responsibilities

HR Management
Staff Leaving Employment
HR Issues Other

213

214
221
228
235
237

239
240

252

253
262
266
271

276

277

284

285
296
303
323
326
330

CONTROLLING E-COMMERCE INFORMATION

SECURITY

E-Commerce Issues

332
333

Page 7 of 522



RUSecure™

Information Security Policies

CHAPTER 11

Sub-Chapter 01
Sub-Chapter 01
Sub-Chapter 02

CHAPTER 12

Sub-Chapter 01
Sub-Chapter 02
Sub-Chapter 03

CHAPTER 13

Sub-Chapter 01

Sub-Chapter 02
Sub-Chapter 03
Sub-Chapter 04

CHAPTER 14
Sub-Chapter 01

DELIVERING TRAINING AND STAFF
AWARENESS

Awareness
Awareness
Training

DEALING WITH PREMISES RELATED
CONSIDERATIONS

Premises Security
Data Stores
Other Premises Issues

DETECTING AND RESPONDING TO IS
INCIDENTS

Reporting Information Security

Incidents

Investigating Information Security Incidents
Corrective Activity

Other Information Security Incident

Issues

CLASSIFYING INFORMATION AND DATA

Setting Classification Standards

GLOSSARY AND REFERENCE MANUAL

Information Security Policies
Evaluation Version 2.0

338

339
339
345

351

352
358
361

365

366
373
378

380

388
389

397

Page 8 of 522



RUSecure™ ; il Information Security Policies

USING YOUR INFORMATION SECURITY
POLICIES

The purchase of RUSecure™ - Information Security Policies is a major step
towards a comprehensive, consistent and meaningful security conscious
environment within your organisation. Recent studies have shown that 85%6 of
organisations have no formal set of Information Security Policies and, as a
result there is little or no foundation upon which to build the appropriate
safeguards to protect the life blood of the organisation — its information.

Expected Reader / User

One of the key appointments in any organisation — irrespective of size or function,
is to appoint an Information Security Officer. Except in the larger organisations,
this person is unlikely to be a full time specialist; on the contrary, they are likely to
be performing a role that is business related. The point is, someone must be
appointed to take the overall responsibility for ensuring that the appropriate
Information Security safeguards are in place, that Polices are agreed and rolled-
out, and that all users of information within your organisation understand their
responsibilities and duties. For the purposes of the RUSecure™ - Information
Security Policies and their optimum use within your organisation, we assume
that you have, or will make, such an appointment within your organisation. For
further information and a comprehensive guide to the role and responsibilities of
the Information Security Officer, you may wish to consider the Information
Security Officer's Manual — a key RUSecure™ Information Security support tool.

Other Expectations

Whilst the following Information Security Policies lay a solid foundation for the
development and implementation of secure practices within your organisation, the
Policies themselves are not instructional or overly descriptive. They represent the
rules which must be adhered to by the organisation. Such compliance will require
an understanding by staff of not only the individual policies but also of the
circumstances in which such compliance is expected in their day-today activities.
Knowing the Policies is only one half of the equation - staff need to know how they
should comply, from a procedural perspective.

For this reason, version 2.0 of the Information Security Policies includes these
additional 3 key features :-

1) Explanatory Notes providing background to the Policy

2) Some of the Key Information Security Issues which should be
considered when implementing the Policy in question

3) The Related 1SO 17799 / BS 7799 reference(s). The British Standard
for Information Security was, in October 2000 approved as an I1SO
standard. This document is a key standard against which Information
Security standards can be measured. The references within RUSecure™

Information Security Policies
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Information Security Policies ensure that easy cross referencing is
possible.

The Steps to Implementation

In the following Chapters, you will find headings which relate to logical groupings
e.g. the first chapter is concerned with the security of hardware, peripherals and
other equipment. Within each chapter there are appropriate sub chapters again
group related items. Following these are the individual Information Security
Policies. The Policies themselves have been drawn from the extensive experience
of IT and Security professionals and are based upon the renowned International
Standards of BS 7799 and I1SO 17799. Moreover, whilst the Policies do not claim to
cover every conceivable area of information systems, their scope is more than
adequate to lay the foundation for an organisation operating in accordance with
accepted international best practice.

There are six steps involved in getting the best from RUSecure™ - Information
Security Policies. Follow these steps and the risks from Information Security
related incidents can be reduced — measurably.

Step 1 — Browse the Policies

The first step is to print out the Information Security Policies from this document.
Start at page 13 and print up to and including the last policy on page 396.

Work through each of the main Chapter headings and confirm that it is relevant to
your organisation. It is not necessary to consider Information Security Policies
which relate to areas and functions beyond the scope of your normal (or
anticipated) commercial operations. For example, if you have never (and plan
never) to write (or have written) your own business software, the Information
Security Policies relating to Developing and Maintaining In-House Software may be
omitted. However, such decisions will usually need to be confirmed at Board /
Director level.

Step 2 — Study the Policies

The majority of the Chapters and Sub Chapters will be relevant to any
organisation. Think long and hard about excluding areas. It may be that some
aspects of your organisation’s operations are less familiar to you. In such cases,
you should discuss the scope of the Policies with colleagues who represent each of
the key functional / business areas.

Study each Policy within the context of the heading. Whilst the wording is as
‘jargon free’ as possible, it is still likely that some terms may not be totally familiar
to you. For this reason, we have embedded links to a comprehensive Glossary
and Reference manual (which follows the Policies) which will hopefully answer
any immediate queries.

Information Security Policies
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Step 3 — Review and Amend the Policies

Whilst the Policies have been developed to be applicable to the majority of
organisations, there are key aspects that may need your attention. For example,
some Policies make specific reference to Legislation e.g. adherence to the Data
Protection Act. If your country has its own alternative legislation, then the Policy
needs to reflect this. Likewise, in the area of Human Resources, legislation that is
specific to your country or industry may result in the need to enhance the
wording of the Policy concerned.

In the majority of cases however, we anticipate your being able to agree to the
wording as presented, which should make this part of the process quick and easy.
We suggest that you replace the generic term ‘organisation’ (used throughout
RUSecure™) with your company or organisation name; conveying a sense of
ownership.

Step 4 — Confirm / Ratify the Policies

For Policies to be effective, with compliance mandatory, they must be supported
and ratified by your Board of Directors or similar governing body. This agreement
is likely to require an outline of precisely how compliance will be achieved and the
management procedures to be put in place to monitor and manage the process.
Your organisation may already have such procedures in place, but if not, you may
require some additional support. (The RUSecure™ - Information Security Officer’s
Manual is one such source).

Step 5 — Publish the Policies

The Policies will now have been discussed, agreed and passed by your Board of
Directors or similar, and may now be published to all staff. The head of Human
Resources / Personnel must be one of the first recipients as employment contracts
may need to be amended to reflect the mandatory need for compliance with the
organisation’s Information Security Policies.

Traditionally, Information Security Policies have been delivered in paper form
either to each member of staff or to the Head of Department (or similar) with staff
being required to read and then sign to demonstrate their awareness.

Step 6 — Implement /7 Comply with The Policies

Implementation, compliance and follow up are now required. The Information
Security Policies have established the ground rules across a wide range of
Information Security areas. But translating these into a meaningful and practical
response to the various day-to-day situations by your personnel, can be a
challenge. The most important aspect of Information Security Policy compliance is
knowing what actions are required to constitute ‘compliance’. Your organisation
must either develop its own range of procedures or consider using a tool specially
crafted for the job.

Information Security Policies
Evaluation Version 2.0 Page 11 of 522



RUSecure™ ; il Information Security Policies

In addition, the requirements of the Policies will result in the need to initiate one or
more Information Security Projects to identify and implement a range of
appropriate technical safeguards such as firewalls, anti virus software, intrusion
detection systems etc.

If you have any comments or queries relating to any of these Information Security
Policies please feel free to contact us via e-mail and we shall be pleased to help.

Copyright Glendalesystems.com Ltd — 2001
All Rights Reserved.
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CHAPTER O1

SECURING HARDWARE, PERIPHERALS
AND OTHER EQUIPMENT

Sub-Chapter O1  Purchasing and Installing Hardware
Sub-Chapter 02 Cabling, UPS, Printers and Modems
Sub-Chapter 03 Consumables

Sub-Chapter 04 Working Off Premises or Using Outsourced
Processing
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Sub-Chapter 01
Purchasing and Installing Hardware

Policy 010101 Specifying Information Security Requirements for
New Hardware

Policy 010102 Specifying Detailed Functional Needs for New
Hardware

Policy 010103 Installing New Hardware

Policy 010104 Testing Systems and Equipment
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Policy 010101
Specifying Information Security Requirements for
New Hardware

SUGGESTED POLICY STATEMENT

"All purchases of new systems hardware or new components for existing
systems must be made in accordance with Information Security and other
organisation Policies, as well as technical standards. Such requests to
purchase must be based upon a User Requirements Specification
document and take account of longer term organisational business
needs."

EXPLANATORY NOTES

The purchase of new computers and peripherals requires careful consideration of
your business needs because it is usually expensive to make subsequent changes.

Information Security issues to be considered when implementing your policy
include the following:

* The system must have adequate capacity or else it may not be able to process
your data.

« Data must be adequately protected; otherwise there is a risk of loss or
accidental / malicious damage.

« Where hardware maintenance is poor or unreliable, you greatly increase the
risk to the organisation, because, in the event of failure, processing could
simply STOP.

* The system must be sufficiently 'resilient’ to avoid unplanned down-time, which
can have an immediate negative impact on your organisation.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.1.4 Authorisation process for information processing facilities

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
SuB-CHAPTER O1 - PURCHASING AND INSTALLING HARDWARE
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Policy 010102
Specifying Detailed Functional Needs for New
Hardware

SUGGESTED POLICY STATEMENT

“Except for minor purchases, hardware must be purchased through a
structured evaluation process which must include the development of a
detailed Request For Proposal (RFP) document. Information Security
features and requirements must be identified within the RFP.”

EXPLANATORY NOTES

It is necessary to specify, in detail, the specific functional performance and
capacity requirements as part of the hardware purchasing process. The document
specifying these detailed requirements is usually called a Request for Proposal or
'RFP'. See Request for Proposal for a more detailed description of how to create
such a document

Information Security issues to be considered when implementing your policy
include the following:

Where hardware is purchased without adequate analysis your organisation
may: -

1) Purchase inappropriate hardware for the required task.

2) Purchase a system that does not comply with your Technical
Architecture or IT Strateqgy.

3) Fail to achieve the best value when (e.g.) price, performance, reliability,
capacity and support issues are considered

4) Supply confidential information to a vendor which can lead to
commercial damage thorough unauthorised disclosure.

« A number of comparable bids are necessary to make an informed comparison
and purchase appropriately; without these you risk a sub-optimum quote.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.1.4 Authorisation process for information processing facilities

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010103
Installing New Hardware

SUGGESTED POLICY STATEMENT

“All new hardware installations are to be planned formally and notified to
all interested parties ahead of the proposed installation date. Information
Security requirements for new installations are to be circulated for
comment to all interested parties, well in advance of installation.”

EXPLANATORY NOTES

Installation of new equipment must be properly considered and planned to avoid
unnecessary disruption and to ensure that the Information Security issues are
adequately covered.

Information Security issues to be considered when implementing your policy
include the following:

* The equipment must be located in a suitable environment otherwise it may fail.

* Any disclosure of your network diagrams, security features, locations,
configurations etc. exposes potential vulnerabilities which could be exploited.

» Leaving software tools, utilities and developer's kits on your new system
endangers the confidentiality and integrity of your data.

* Without an installation plan for the new equipment, disruption to operational
systems is more likely.

* Where the installation plan does not include safeguards against the (inevitable)
increased security threat resulting from (relatively) 'open access' to the
systems area, accidental or malicious damage can result.

» Breaches of Health and Safety regulations endanger the well-being of your staff
and your organisation's commercial activities.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.1.4 Authorisation process for information processing facilities

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010104
Testing Systems and Equipment

SUGGESTED POLICY STATEMENT

“All equipment must be fully and comprehensively tested and formally
accepted by users before being transferred to the live environment.”

EXPLANATORY NOTES

Hardware should be tested when new to verify it is working correctly, and then
further tests applied periodically to ensure continued effective functioning.

Information Security issues to be considered when implementing your policy
include the following:

*  Where new equipment is not tested for critical functions before being used, it
can lead to failure and hence damage to both data and other linked systems.

- Inadequate testing can threaten the integrity and availability of your data.

« Where testing is performed in a manner that does not simulate live conditions,
the results of such testing cannot be relied upon.

» Poor security procedures during equipment testing can compromise the
confidentiality of your data.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

4.1.4 Authorisation process for information processing facilities

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010201
Supplying Continuous Power to Critical Equipment

SUGGESTED POLICY STATEMENT

“An Uninterruptible Power Supply is to be installed to ensure the
continuity of services during power outages.”

EXPLANATORY NOTES

An Uninterruptible Power Supply is a critical hardware component which enables
continuity of function in the event of a power failure.

Information Security issues to be considered when implementing your policy
include the following:

« If the mains power fails for any reason, your system will crash and data files
may be corrupted.

* A malfunctioning UPS may cause your systems to crash in an uncontrolled
manner following a mains electrical failure. Such crashes can often corrupt data
files.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.2.2 Power Supplies

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010202
Managing and Maintaining Backup Power Generators

SUGGESTED POLICY STATEMENT

“Secondary and backup power generators are to be employed where
necessary to ensure the continuity of services during power outages.”

EXPLANATORY NOTES

The issues that arise when standby generators are used as a safeguard against
mains electricity failure. Such generators are usually employed with
Uninterruptible Power Supplies.

Information Security issues to be considered when implementing your policy
include the following:

« If the mains power supply fails, and the generator malfunctions, your system
will crash, not only probably losing current data, but also the data file(s) open
at the time. Such an event can turn a potentially small incident into a disaster.

* Without a generator, any UPS will drain its battery charge within a relatively
short period, thus preventing systems' usage during a prolonged power failure.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.2.2 Power Supplies

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010203
Using Fax Machines / Fax Modems

SUGGESTED POLICY STATEMENT

“Sensitive or confidential information may only be faxed where more
secure methods of transmission are not feasible. Both the owner of the
information and the intended recipient must authorise the transmissions
beforehand.”

EXPLANATORY NOTES

This policy considers the threats associated with the use of fax machines. The risks
stem primarily from the relative insecurity of the medium.

Information Security issues to be considered when implementing your policy
include the following:

« Confidential data can be disclosed to unauthorised persons.

* Fraudulent incoming messages may result in action being taken that is
detrimental to your organisation.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems
8.7.7 Other forms of information exchange

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
SuUB-CHAPTER 02 - CABLING, UPS, PRINTERS AND MODEMS
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Policy 010204
Using Modems / ISDN / DSL connections

SUGGESTED POLICY STATEMENT

“Sensitive or confidential information may only be sent via public
telephone lines where more secure methods of transmission are not
feasible. Both the owner of the information and the recipient must
authorise the transmission beforehand.”

EXPLANATORY NOTES

This policy relates to the potential dangers arising when using Modems, ISDN links
and DSL connections to access the public telephone network to link geographically
diverse parts of your computer systems.

Information Security issues to be considered when implementing your policy
include the following:

* These services provide an instant extension of your network, but use insecure
public lines and therefore increase the risk of attack.

« Data transmitted over such connections may be exposed during transmission.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
SuUB-CHAPTER 02 - CABLING, UPS, PRINTERS AND MODEMS
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Policy 010205
Using Centralised, Networked or Stand-Alone Printers

SUGGESTED POLICY STATEMENT

“Information classified as Highly Confidential or Top Secret, may never be
sent to a network printer without there being an authorised person to
safeguard its confidentiality during and after printing.”

EXPLANATORY NOTES

Printers output information on a continual basis in many offices, and the content of
that information can vary from inconsequential intra-office notices, to highly
confidential information with a restricted circulation.

Information Security issues to be considered when implementing your policy
include the following:

» Confidential information may be revealed to unauthorised persons.

* Pre-printed computer stationery may be used fraudulently.

* Printer malfunctions can result in unintelligible output; especially where
multiple language fonts are being used.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.3.1(f) Clear desk and clear screen policy
8.6 Media handling and security

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010206
Installing and Maintaining Network Cabling

SUGGESTED POLICY STATEMENT

“Network cabling should be installed and maintained by qualified
engineers to ensure the integrity of both the cabling and the wall mounted
sockets. Any unused network wall sockets should be sealed-off and their
status formally noted.”

EXPLANATORY NOTES

Network cabling remains a vulnerable target as in many organisations it is exposed
and unprotected.

Information Security issues to be considered when implementing your policy
include the following:

* Malicious damage to networks can cause disruption to processing and
communications.

* lllegal tapping of networks can compromise your data and security measures,
such as user names and passwords.

* Accidental damage to network cables can threaten data processing.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.2.3 Cabling security

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
SuUB-CHAPTER 02 - CABLING, UPS, PRINTERS AND MODEMS
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Sub-Chapter 03
Consumables

Policy 010301 Controlling IT Consumables

Policy 010302 Using Removable Storage Media including

Diskettes and CDs

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
SuB-CHAPTER 03 - CONSUMABLES
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Policy 010301
Controlling IT Consumables

SUGGESTED POLICY STATEMENT

“1T Consumables must be purchased in accordance with the organisation’s
approved purchasing procedures with usage monitored to discourage
theft and improper use.”

EXPLANATORY NOTES

Examples of consumables are printer forms, stationery, printer paper, toner and
ribbons.

Information Security issues to be considered when implementing your policy
include the following:
» Pilfering of your consumables results in increased organisational expense.

 Consumables may be stolen with the intent to defraud your organisation or
customers.

» Confidential data may be revealed to unauthorised persons from discarded
consumables, e.g. discarded draft printer output

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.1 Management of removable computer media

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010302
Using Removable Storage Media including
Diskettes and CDs

SUGGESTED POLICY STATEMENT
“Only personnel who are authorised to install or modify software shall use

removable media to transfer data to /7 from the organisation’s network.
Any other persons shall require specific authorisation.”

EXPLANATORY NOTES

When using removable storage media, there are additional Information Security
risks associated with the portability of the media.

Information Security issues to be considered when implementing your policy
include the following:

« Loss or 'disappearance' of disks, tapes, etc. can compromise the
confidentiality of the organisation's data.

- Damage to media compromises the integrity of your corporate records.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.6 Media handling and security

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Sub-Chapter 04
Working Off Premises or Using Outsourced Processing

Policy 010401 Contracting or Using Outsourced Processing

Policy 010402 Issuing Laptop /7 Portable Computers to
Personnel

Policy 010403 Using Laptop/Portable Computers

Policy 010404 Working from Home or Other Off-Site Location
(Tele-working)

Policy 010405 Moving Hardware from One Location to Another
Policy 010406 Using Mobile Phones
Policy 010407 Using Business Centre Facilities

Policy 010408 Day to Day Use of Laptop / Portable Computers

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010401
Contracting or Using Outsourced Processing

SUGGESTED POLICY STATEMENT

“Persons responsible for commissioning outsourced computer processing
must ensure that the services used are from reputable companies that
operate in accordance with quality standards which should include a
suitable Service Level Agreement which meets the organisation’s
requirements.”

EXPLANATORY NOTES

The following issues should be considered if your organisation decides to outsource
some or all of its computer processing.

Information Security issues to be considered when implementing your policy
include the following:

* Inadequate performance can threaten your organisation’s information
processing and business operations.

e Poor reliability can threaten the performance of your business.

» Lack of direct control when outsourcing can compromise data confidentiality.

* Inadequate controls to assure legal compliance, e.g. Data Protection
regulations.

* Inadequate Disaster Recovery plans can terminate your organisation's
commercial activities in the event of an unforeseen problem.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

4.3.1 Security requirements in outsourcing contracts
10.5.5 Outsourced software development

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010402
Issuing Laptop /7 Portable Computers to Personnel

SUGGESTED POLICY STATEMENT

“Line management must authorise the issue of portable computers.
Usage is restricted to business purposes, and users must be aware of, and
accept the terms and conditions of use, especially responsibility for the
security of information held on such devices.”

EXPLANATORY NOTES

Laptops, Portables, Palmtops - even electronic ‘organisers' which connect to and
store your organisation's data - are included within this policy. Collectively, they
are referred to as portable computers.

Information Security issues to be considered when implementing your policy
include the following:

» Confidential data disclosed to unauthorised persons can damage the
organisation.
 The use of unlicensed software can subject your organisation to legal action.

» Viruses, Worms, Trojans and other Malicious code can corrupt both data and
the system files.

* Theft of the portable computer exposes the organisation to the threat of
disclosure of sensitive corporate data to competitors.

* Inadequate backup and recovery routines can lead to the loss of data.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.8.1 Mobile computing

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010403
Using Laptop/Portable Computers

SUGGESTED POLICY STATEMENT

“Persons who are issued with portable computers and who intend to
travel for business purposes must be made aware of the information
security issues relating to portable computing facilities and implement the
appropriate safeguards to minimise the risks.”

EXPLANATORY NOTES

Laptops and Portables have unique security issues, primarily because of their size
and mobility.

Information Security issues to be considered when implementing your policy
include the following:

» Confidential data disclosed to unauthorised persons can damage the
organisation.

« A virus threatens not only the data but also the system files on the laptop.

* A laptop connected to any network is open to hacking and is unlikely to have
any effective security features enabled. Files and data could be stolen,
damaged, or corrupted.

« A laptop left 'on'" may be easy prey to opportunist access, despite your use of
(say) a user password etc.

* Theft of a laptop computer usually results in additional cost to the organisation
and potential loss of confidential data.

«  Where a laptop is used by persons with differing access control privilege,
residual data and / or other information could compromise the confidentiality of
your information.

 When vital updates to the data files are lost or corrupted due to technical or
user problems during transfer, the integrity of the entire database of records
may be in question.

 Where a laptop is used by several persons, old / 'stale’' data may still be
present, risking unintentional actions / reactions to inaccurate data.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.2.5 Security of equipment off-premises
9.8.1 Mobile computing

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010404
Working from Home or Other Off-Site Location
(Tele-working)

SUGGESTED POLICY STATEMENT

“Off-site computer usage, whether at home or at other locations, may
only be used with the authorisation of line management. Usage is
restricted to business purposes, and users must be aware of and accept
the terms and conditions of use, which must include the adoption of
adequate and appropriate information security measures.”

EXPLANATORY NOTES

Tele-working is where staff work from home, or another nominated location, away
from the normal office environment. See '‘Day to Day Use of Laptop / Portable
Computers’, which is also likely to be relevant to staff who are tele-working.

Information Security issues to be considered when implementing your policy
include the following:

* Viruses are likely to destroy the integrity of your data and possibly of your
entire system.

* The use of any unlicensed software, for the purposes of processing the
organisation's information, could result in legal action.

» Confidential data may be exposed to unauthorised persons.

* Incompatible software versions can cause problems and even data corruption.
See also Upgrading Software.

« Data and information can be destroyed, deleted, or otherwise corrupted, on a
home PC.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.2.5 Security of equipment off-premises
9.8.2 Teleworking

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010405
Moving Hardware from One Location to Another

SUGGESTED POLICY STATEMENT

“Any movement of hardware between the organisation's locations is to be
strictly controlled by authorised personnel.”

EXPLANATORY NOTES
The physical removal and relocation of hardware from one location to another.

Information Security issues to be considered when implementing your policy
include the following:

» Confidential data may be exposed to unauthorised persons, threatening the
confidentiality of sensitive information.

 Equipment can be damaged in transit.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.2 Equipment security

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010406
Using Mobile Phones

SUGGESTED POLICY STATEMENT

“Personnel issued with mobile phones by the organisation are responsible
for using them in a manner consistent with the confidentiality level of the
matters being discussed.”

EXPLANATORY NOTES

Otherwise known as ‘cell phones’, '‘portable phones' or 'hand phones’, mobiles are
being used more and more to communicate business information, and it has not
gone unnoticed by those wishing to 'tap' or otherwise corrupt such information
flow.

Information Security issues to be considered when implementing your policy
include the following:

« Theft of a mobile could result in the disclosure of confidential information to the
‘new user".
« Confidential information may be overheard and / or tapped into.

* Relying upon the information in a text message sent to your mobile can result
in inappropriate action / decisions.

«  Where mobiles are used by various persons, inappropriate personal calls to the
mobile can aggravate business usage.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.2.5 Security of equipment off-premises
8.7.5 Security of electronic office systems

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010407
Using Business Centre Facilities

SUGGESTED POLICY STATEMENT

“Personnel using business centres to work on the organisation’s business
are responsible for ensuring the security and subsequent removal and
deletion of any information entered into the business centre’'s systems.”

EXPLANATORY NOTES

Business centres are computing facilities often provided by hotels for the use of
their guests or others. The chief threats posed by such facilities are those of
inadequate access controls and the lack of confidentiality.

Information Security issues to be considered when implementing your policy
include the following:

* Viruses and malicious code may destroy the integrity of your data and
system(s).

« Documents and files can remain on an insecure system over which you have no
control.

» Screens may easily be overlooked, and the contents noted.

* Any printed output is left exposed pending retrieval, which can expose the
contents of the screen/work area.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.8.1 Mobile computing

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Policy 010408
Day to Day Use of Laptop / Portable Computers

SUGGESTED POLICY STATEMENT

“Laptop computers are to be issued to, and used only by, authorised
employees and only for the purpose for which they are issued. The
information stored on the laptop is to be suitably protected at all times.”

EXPLANATORY NOTES

Because of their small size and high value, laptop computers make attractive
targets for thieves. A recent survey from the Computer Security Institute showed
that laptop theft ranked third on a list of high-tech criminal activities. There are
two main areas of concern for those using laptops: (1) avoiding the loss or theft of
a laptop and (2) protecting sensitive data in the case of a theft.

Information Security issues to be considered when implementing your policy
include the following:
» Confidential data may be exposed to unauthorised users.

 The laptop is lent to family or friends for personal use exposing the programs
and data to possible misuse and / or altered configuration and settings.

* Alaptop in your custody may be stolen or misused.

 Where laptops on loan have files which have been inappropriately locked using
password protection, frustration and resource wastage occurs in trying to
access the data.

Where a lack of policy exists regarding purchase or use of laptops, this may
result in indiscriminate use of laptops and data.

*  Where laptops are issued, but not signed for, it may result in difficulty in
tracing items and ensuring their return when needed.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.8.1 Mobile computing

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT
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Sub-Chapter 05
Using Secure Storage

Policy 010501 Using Lockable Storage Cupboards
Policy 010502 Using Lockable Filing Cabinets
Policy 010503 Using Fire Protected Storage Cabinets

Policy 010504 Using a Safe
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Policy 010501
Using Lockable Storage Cupboards

SUGGESTED POLICY STATEMENT

“Sensitive or valuable material and equipment must be stored securely
and according to the classification status of the information being stored.

EXPLANATORY NOTES

A lockable storage cupboard should be considered for storing sensitive or valuable
equipment.

Information Security issues to be considered when implementing your policy
include the following:

« Information which may be sensitive / of value to the organisation, may be
stolen from your premises.

e Sensitive / valuable information, although in a cabinet, may nevertheless be
stolen or damaged whilst stored on your premises.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.1.3 Securing offices, rooms and facilities
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Policy 010502
Using Lockable Filing Cabinets

SUGGESTED POLICY STATEMENT

“Documents are to be stored in a secure manner in accordance with their
classification status.”

EXPLANATORY NOTES

A lockable filing cabinet should be considered for secure storage of paper based
files and records, or small but movable items.

Information Security issues to be considered when implementing your policy
include the following:

* Unsecured sensitive material may be stolen from your premises.

» Sensitive material, despite being placed in lockable filing cabinets, may be
stolen or damaged whilst stored on your premises.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.1.3 Securing offices, rooms and facilities
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Policy 010503
Using Fire Protected Storage Cabinets

SUGGESTED POLICY STATEMENT

“Documents are to be stored in a secure manner in accordance with their
classification status.”

EXPLANATORY NOTES

A fire protected storage cabinet is a good way to protect sensitive material against
the risk of being destroyed by fire and possible water damage from fire fighting
activities.

Information Security issues to be considered when implementing your policy
include the following:

* Sensitive data stored in fire-protected cabinets can nevertheless be damaged
beyond use.

* Due to their possible additional weight, siting is a key consideration.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.1.3 Securing offices, rooms and facilities
7.3.1(b) Clear desk and clear screen policy
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Policy 010504
Using a Safe

SUGGESTED POLICY STATEMENT

“Documents are to be stored in a secure manner in accordance with their
classification status.”

EXPLANATORY NOTES

The security of sensitive and confidential organisation material is very important
and the use of safes for storage is to be encouraged. The security of the safe itself
is just as critical.

Information Security issues to be considered when implementing your policy
include the following:

* Sensitive data may be lost if the whole safe is stolen.

* The siting of the safe is critical and must not lend itself to lengthy periods of
non-surveillance.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.1.3 Securing offices, rooms and facilities
7.3.1(a) Clear desk and clear screen policy

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT

Page 42 of 522
SuB-CHAPTER 05 - USING SECURE STORAGE 9

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Sub-Chapter 06
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Policy 010601
Managing and Using Hardware Documentation

SUGGESTED POLICY STATEMENT

“Hardware documentation must be kept up-to-date and readily available
to the staff who are authorised to support or maintain systems.”

EXPLANATORY NOTES

'Documentation’ refers to both the operator manuals and the technical
documentation that should be provided by the supplier / vendor.

Information Security issues to be considered when implementing your policy
include the following:

« If equipment is operated incorrectly mistakes and damage may result.

» A failure to follow the recommended schedule of maintenance runs the risk of
system malfunction, which could possibly jeopardise your business operation.

« Failure to operate equipment in accordance with the instructions can invalidate
the warranty.

» Failure to complete and return the manufacturer's warranty card may invalidate
the warranty and hence limit the manufacturer's liability.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

5.1.1(a) Inventory of assets
8.6.4 Security of system documentation
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Policy 010602
Maintaining a Hardware Inventory or Register

SUGGESTED POLICY STATEMENT

“A formal Hardware Inventory of all equipment is to be maintained and
kept up to date at all times.”

EXPLANATORY NOTES

A register / data base of all computer equipment used within your organisation is
to be established and maintained.

Information Security issues to be considered when implementing your policy
include the following:

* Theft of equipment is most likely to result in additional cost to the organisation
and could compromise data security.

* Inadequate insurance could render your organisation liable to loss in the event
of a claimable event.

* Shortcomings in the planning of equipment replacement, can make it difficult to
plan ahead for new technology.

Where documentation is poor, or perhaps non existent, the planning and
performance of upgrades to equipment can be both time consuming and also
fraught with problems.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

5.1.1 Inventory of assets
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Policy 010701
Disposing of Obsolete Equipment

SUGGESTED POLICY STATEMENT

“Equipment owned by the organisation may only be disposed of by
authorised personnel who have ensured that the relevant security risks
have been mitigated.”

EXPLANATORY NOTES

This policy deals with the issues that should be addressed when disposing of your
computer equipment, either for use by others, or for scrap / re-cycle.

Information Security issues to be considered when implementing your policy
include the following:

» Legacy data from old systems can still remain accessible and thus compromise
the confidentiality of information.

* Inadequate planning for the disposal and upgrade of entire systems can
threaten business continuity and result in severe loss.

 Equipment used periodically but infrequently may be disposed of accidentally.

» Breaches of health and safety requirements threaten the well-being of your
staff and render you liable to prosecution.

 The disposal of old equipment can prevent the restoration of its associated data
files on which you may be relying.

» During the legitimate disposal of unwanted equipment other items can be 'lost’
or stolen.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.2.6 Secure disposal or re-use of equipment
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Policy 010702
Recording and Reporting Hardware Faults

SUGGESTED POLICY STATEMENT

“All information system hardware faults are to be reported promptly and
recorded in a hardware fault register.”

EXPLANATORY NOTES

Hardware faults are to be recorded and reported to the appropriate trained staff or
maintenance firms for corrective action.

Information Security issues to be considered when implementing your policy
include the following:

* No procedures in place to handle hardware fault reporting will result in ad-hoc
and variable response and record keeping.

« Insufficient data may result in incorrect diagnosis of the fault or a possible
security breach.

* Lack of any proactive preventative maintenance.

» Failure to identify a 'pattern’ of problems and faults can delay remedying the
problem.

» Failure to record faults can impede a claim against the manufacturer or vendor.
Errors may be compounded due to delays in fault or incident reporting.

* No procedures in place to handle hardware fault reporting, recording, and
maintenance.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.2.4 (c) Equipment maintenance
8.4.3 Fault logging

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT

Page 48 of 522
SUB-CHAPTER 07 - OTHER HARDWARE ISSUES 9

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 010703
Insuring Hardware

SUGGESTED POLICY STATEMENT
“All computing equipment and other associated hardware belonging to the

organisation must carry appropriate insurance cover against hardware
theft, damage, or loss.”

EXPLANATORY NOTES
The need to provide adequate insurance for your hardware.

Information Security issues to be considered when implementing your policy
include the following:

* Your business may be compromised, and possibly jeopardised, if systems are
not available and adequate insurance cover is not available when needed.

* Financial loss may arise from inadequate insurance cover.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.2.4 (d) Equipment maintenance
7.2.5 (d) Security of equipment off-premises
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Policy 010704
Insuring Laptops / Portables for use Domestically
or Abroad

SUGGESTED POLICY STATEMENT

“All portable computing equipment is to be insured to cover travel
domestically or abroad.”

EXPLANATORY NOTES

There are additional Information Security issues in respect of insuring mobile
hardware, including the impact of potential theft and damage to information and
data.

Information Security issues to be considered when implementing your policy
include the following:

e Shortfalls in the extent of the cover may lead to unexpected losses for your
organisation.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.2.4 (d) Equipment maintenance
7.2.5 (d) Security of equipment off-premises
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Policy 010705
Clear Screen Policy

SUGGESTED POLICY STATEMENT

“All users of workstations, PCs / laptops are to ensure that their screens
are clear / blank when not being used.”

EXPLANATORY NOTES

With open plan offices becoming common you could accidentally expose
confidential material. Information can be read from your screen, especially when
your workstation is logged on and you are away from your desk. A Clear Screen
Policy is an effective safeguard.

Information Security issues to be considered when implementing your policy
include the following:

» If your screen is readable when you are absent from your desk or work area,
this may result in sensitive information being read and ‘leaked’ to unauthorised
persons.

When people can see when a sensitive system is being accessed, it facilitates
either pre-meditated or opportunistic attempts to read and copy the data when
the PC is left unattended; even for a short period.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.1 Secure areas
7.3.1 Clear desk and clear screen policy
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Policy 010706
Logon and Logoff from your Computer

SUGGESTED POLICY STATEMENT

“Approved login procedures must be strictly observed and users leaving
their screen unattended must firstly lock access to their workstation or
log off.”

EXPLANATORY NOTES

The access to the vast majority of systems is via a logon process. The security of
the system is therefore highly dependant on suitable logon and logoff procedures.
See also Access Control.

Information Security issues to be considered when implementing your policy
include the following:

» Unauthorised access to systems may be gained via a valid user ID and
password if these are not kept secure.

* Incorrect logon scripts and access rights may allow access to unauthorised
areas.

* Unauthorised access to files may result in the confidentiality of data being
compromised.

Where the 'User Logon Register' or operator / administrator logs show incorrect
or unusual entries, it could indicate that data has been accessed and therefore
possibly lost or stolen.

 You may be unable to logon to the system and denied service.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.3.1(c) Clear desk and clear screen policy
9.2 User access management
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Policy 010707
Dealing with Answering Machines / Voice Mail

SUGGESTED POLICY STATEMENT

“Sensitive or confidential information must not be recorded on Answering
Machine / Voice Mail systems.”

EXPLANATORY NOTES

Answering machines and Voice Mail are used to record a message because the
called party is unavailable to take your call. Leaving confidential information on an
answering machine can result in a breach of confidentiality.

Information Security issues to be considered when implementing your policy
include the following:

 When leaving a message, you could give confidential information to
unauthorised parties.

 When recording a message to be played back to callers, you may inadvertently
alert them to your absence or convey confidential information (in an attempt to
be 'helpful).

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems
8.7.7 Other forms of information exchange
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Policy 010708
Taking Equipment off the Premises

SUGGESTED POLICY STATEMENT

“Only authorised personnel are permitted to take equipment belonging to
the organisation off the premises; they are responsible for its security at
all times.”

EXPLANATORY NOTES

When taking organisation equipment off site, once proper authorisation has been
obtained, the next key consideration is the physical security of the equipment. A
further critical consideration is the security of any information contained on it.
Often, the data is far more valuable than the equipment itself.

Information Security issues to be considered when implementing your policy
include the following:
» Confidential data may be exposed to unauthorised persons.

Where no policy and procedures exist regarding the removal of equipment from
the premises, items can become 'lost' or 'missing’. Where sensitive information
is stored on such equipment, the impact could be considerable.

*  Where equipment is not 'signed for' when removed from the premises, its
location, expected return and overall security can be compromised.

 Equipment on loan, and in your custody may be lost, stolen or tampered with.

* Equipment may be lent to family or friends for personal use with the possible
loss or corruption of data and / or configuration settings.

Where shared laptops or other PCs have password protected files, this can
frustrate use and prevent legitimate access to information.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.2.5 Security of equipment off-premises
7.3.2 Removal of property
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Policy 010709
Maintaining Hardware (On-site or Off-site Support)

SUGGESTED POLICY STATEMENT

“All equipment owned, leased or licensed by the organisation must be
supported by appropriate maintenance facilities from qualified engineers.”

EXPLANATORY NOTES

The arrangements you make for maintaining your equipment, whether through on-
site support or off-site support.

Information Security issues to be considered when implementing your policy
include the following:

* Physical access to computers offers the opportunity for disclosure of
information to unauthorised individuals.

* Theft or 'disappearance’ of hardware incurs unnecessary costs. Malfunction of
repaired equipment can cause disruption to data processing.

Where the supplier's recommended maintenance or service interval is
overlooked, both the equipment and any open data files could fail/become
corrupted.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.2.4 Equipment maintenance
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Policy 010710
Using Speed Dialling Telephone Options

SUGGESTED POLICY STATEMENT

“All speed dialling systems must incorporate security features which
protect sensitive or confidential information.”

EXPLANATORY NOTES

Speed dialling facilities create Information Security risks as confidential customer
contact information can be accessed just by pressing telephone keys.

Information Security issues to be considered when implementing your policy
include the following:

* Sensitive information may be stolen because callers masquerade as you over
the telephone.

e Secure or unlisted phone numbers may be acquired from your stored
information.

» Secure or unlisted phone numbers may be acquired from global information
stored in your PBX.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.7 Other forms of information exchange.
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Policy 010711
Cleaning of Keyboards and Screens

SUGGESTED POLICY STATEMENT

“Only suitable and approved cleaning materials are to be used on
equipment owned by the organisation.”

EXPLANATORY NOTES

Cleaning keyboards and screens is a standard housekeeping function and therefore
will rarely be queried. However, there are inherent risks such as damage to the
machine, and possible risks of information being disclosed to unauthorised parties
- perhaps posing as a cleaning crew.

Information Security issues to be considered when implementing your policy
include the following:

» Confidential material may be read by unauthorised parties whilst cleaning
equipment.

* Loss and damage to equipment due to inappropriate use of cleaning fluid or
methods.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.2.4 Equipment maintenance

CHAPTER O1 - SECURING HARDWARE, PERIPHERALS AND OTHER EQUIPMENT

Page 57 of 522
SUB-CHAPTER 07 - OTHER HARDWARE ISSUES 9

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 010712
Damage to Equipment

SUGGESTED POLICY STATEMENT

“Deliberate or accidental damage to organisation property must be
reported to the nominated Information Security Officer as soon as it is
noticed.”

EXPLANATORY NOTES

Damage to equipment must be reported as soon as it is discovered. Repair any
damaged equipment that affects your Information Security without delay as you
could possibly lose valuable items and information through any weak links.

Information Security issues to be considered when implementing your policy
include the following:

 Where property, which is a part of your security safeguards, is damaged, it
may be an unacceptably weak link, negating strengths in other areas.

« Damage to equipment may be the result of poor training, inappropriate
procedures or extreme usage, beyond the supplier's recommended limits.
Sudden failure may result.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.2.4(c) Equipment maintenance
8.4.3 Fault logging
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CHAPTER 02

CONTROLLING ACCESS TO INFORMATION

AND SYSTEMS

Sub-Chapter 01  Controlling Access to Information and Systems
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Policy 020101
Managing Access Control Standards

SUGGESTED POLICY STATEMENT

“Access control standards for information systems must be established by
management and should incorporate the need to balance restrictions to
prevent unauthorised access against the need to provide unhindered
access to meet business needs.”

EXPLANATORY NOTES

Access control standards are the rules which an organisation applies in order to
control access to its information assets. Such standards should always be
appropriate to the organisation's business and security needs. The dangers of
using inadequate access control standards range from inconvenience to critical loss
or corruption of data.

See also Data classification to assess information for its sensitivity levels.

Information Security issues to be considered when implementing your policy
include the following:

* The lack of uniform standards controlling the access to information and systems
can lead to disparities and weaknesses, which could be exploited for malicious
or other reasons.

» Where access control is not modified in response to the enhanced sensitivity of
processed information, the risk of a breach to its confidentiality will increase —
perhaps substantially.

* Access control standards which are too tight or inflexible can impede the
organisation's day-to-day activities and frustrate staff.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)
9.1.1. Access control policy

9.2.4 Review of user access rights
9.5.8 Limitation of connection time
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Policy 020102
Managing User Access

SUGGESTED POLICY STATEMENT

“Access to all systems must be authorised by the owner of the system and
such access, including the appropriate access rights (or privileges) must
be recorded in an Access Control List. Such records are to be regarded as
Highly Confidential documents and safeguarded accordingly.”

EXPLANATORY NOTES

Good management of user access to information systems allows you to implement
tight security controls and to identify breaches of Access Control standards.

Information Security issues to be considered when implementing your policy
include the following:

» Lack of a managed access control procedure can result in unauthorised access
to information systems thereby compromising confidentiality and potentially the
integrity of the data.

* Logon screens or banners which supply information about the system prior to
successful logon, should be removed as they can assist unauthorised users to
gain access. See also Legal Safequards against Computer Misuse.

 Where regulation and documentation of Access Control has been informal, this
can frustrate the re-allocation of duties because there are no records of current
access rights and privileges.

« Allocating inappropriate privileges to inexperienced staff can result in accidental
errors and processing problems.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.2. Access Management
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Policy 020103
Securing Unattended Workstations

SUGGESTED POLICY STATEMENT

“Equipment is always to be safeguarded appropriately - especially when
left unattended.”

EXPLANATORY NOTES

Computer equipment which is logged on and unattended can present a tempting
target for unscrupulous staff or third parties on the premises. However, all
measures to make it secure should observe your Access Control Policy.

Information Security issues to be considered when implementing your policy
include the following:

 Unauthorised access of an unattended workstation can result in harmful or
fraudulent entries, e.g. modification of data, fraudulent e-mail use, etc.

* Access to an unattended workstation could result in damage to the equipment,
deletion of data and / or the modification of system / configuration files.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.3.1. Clear desk and clear screen policy
9.3.2 Unattended user equipment
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Policy 020104
Managing Network Access Controls

SUGGESTED POLICY STATEMENT

“Access to the resources on the network must be strictly controlled to
prevent unauthorised access. Access to all computing and information
systems and peripherals shall be restricted unless explicitly authorised.”

EXPLANATORY NOTES

Connections to the network (including users' logon) have to be properly managed
to ensure that only authorised devices / persons are connected.

Information Security issues to be considered when implementing your policy
include the following:

» Unauthorised access to programs or applications could lead to fraudulent
transactions or false entries.

* Where physical or logical access has not been controlled, users may find (and
exploit) unintentional access routes to systems and network resources. For
example: they connect a laptop to a disused wall socket, bypass the login
server, and connect directly to the main server.

» Unauthorised external access to your network will usually result in damage,
corruption and almost certain loss of confidentiality of corporate information.
Such hacks are usually motivated by malicious or fraudulent indent.

* Incomplete or incorrect data in a user's network access profile could result in
their being permitted to modify, delete, or have access to, confidential
information on inappropriate network resources.

* Modifications made to a network access profile without adequate change control
procedures in place could result in unexpected (and probably accidental) access
to unauthorised network resources. (See above.)

* User IDs which suggest their privileges (e.g. a User ID of ‘allprivs') may invite
hackers to try hard to crack their password.

e Connections to a third party network (say, in Business to Business e-Commerce
situations), can not only possibly introduce viruses, but can also disrupt
business operations where data is inadvertently transmitted into your network.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.4. Network Access Control

CHAPTER O2 - CONTROLLING ACCESS TO INFORMATION AND SYSTEMS

Page 64 of 522
SuB-CHAPTER O1 - CONTROLLING ACCESS TO INFORMATION AND SYSTEMS 9

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 020105
Controlling Access to Operating System Software

SUGGESTED POLICY STATEMENT

“Access to gperating system commands is to be restricted to those
persons who are authorised to perform systems administration /
management functions. Even then, such access must be operated under
dual control requiring the specific approval of senior management.”

EXPLANATORY NOTES

The operating system controls a computer’s operations; ‘pre-loaded’ with it are
commands and utilities which set-up and maintain the computer's environment. All
systems, from PCs to large servers, should be hardened to remove all unnecessary
development tools and utilities prior to delivery to end users .

N.B. This policy primarily concerns access to systems running on mature operating
systems such as UNIX®, VMS®, MVS®, 0S/400® etc.

Information Security issues to be considered when implementing your policy
include the following:

» Staff with access to the '$' prompt or command line, could succeed in executing
system commands, which could damage and corrupt your system and data
files.

* Operating system commands could be used to disable or circumvent access
control and audit log facilities, etc.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.5. Operating System Access Control
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Policy 020106
Managing Passwords

SUGGESTED POLICY STATEMENT

“The selection of passwords, their use and management as a primary
means to control access to systems is to strictly adhere to best practice
guidelines. In particular, passwords shall not be shared with any other
person for any reason.”

EXPLANATORY NOTES

Most computer systems are accessed by a combination of User ID and Password.
This policy discusses the management of passwords from an administrator's
perspective.

Techniques for devising effective passwords and their uses are explained in
Choosing Passwords and Use and Best Practice.

Information Security issues to be considered when implementing your policy
include the following:

» Password allocation via the System Administrator or other technical staff can
compromise access control, during which time unauthorised access may take
place. This will be an unacceptable risk for highly sensitive systems.

» Passwords that are shared may allow unauthorised access to your information
systems.

e Users who need to access multiple systems may keep a hand written note of
the different passwords - e.g. in a diary - especially where they are changed
frequently. Such insecure records make an easy target for ill-intentioned
persons wishing to break into the system.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.2.3 User password management

9.3.1 Password use

9.5.2 Terminal log-on procedures

9.5.3 User identification and authentication
954 Password management system
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Policy 020107
Securing Against Unauthorised Physical Access

SUGGESTED POLICY STATEMENT

“Physical access to high security areas is to be controlled with strong
identification and authentication techniques. Staff with authorisation to
enter such areas are to be provided with information on the potential
security risks involved.”

EXPLANATORY NOTES

Personnel who work in, or have access to, high security areas may be put under
pressure to reveal access codes or keys, or to breach security by performing
unauthorised / illegal tasks, such as copying confidential information. The
organisation should provide adequate information regarding, and safeguards to
prevent, such eventualities.

Information Security issues to be considered when implementing your policy
include the following:

« A member of staff may be threatened or coerced to disclose confidential access
codes / procedures or information about the organisation's systems.

A member of staff may be threatened or coerced outside the work place to
disclose confidential access codes / procedures or information about the
organisation's systems.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.1.2 Physical entry controls
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Policy 020108
Restricting Access

SUGGESTED POLICY STATEMENT

“Access controls are to be set at an appropriate level which minimises
information security risks yet also allows the organisation’s business
activities to be carried without undue hindrance.”

EXPLANATORY NOTES

Access to systems and their data must be restricted to ensure that information is
denied to unauthorised users.

However, inappropriate restrictions could result in individual users being unable to
do their job, and cause delays and errors in legitimate data processing. Similarly,
excessive privilege could allow an authorised user to damage information systems
and files, causing delays and errors.

Information Security issues to be considered when implementing your policy
include the following:

» Excessive systems privileges could allow authorised users to modify (or, more
likely, corrupt / destroy) the operating system configuration and business
software settings with grave results.

 Lack of access restrictions could :-

1) Allow staff and third parties to modify documents and other data files.

2) Risk loss of confidentiality and integrity, and also possible legal action for
potential infringements of the Data Protection Act or local equivalent. See
also Complying with Legal and Policy Requirements.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.6.1 Information access restriction
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Policy 020109
Monitoring System Access and Use

SUGGESTED POLICY STATEMENT

“Access is to be logged and monitored to identify potential misuse of
systems or information.”

EXPLANATORY NOTES

System access must be monitored regularly to thwart attempts at unauthorised
access and to confirm that access control standards are effective.

For large networks, or where intrusion would have serious consequences, Intrusion
Detection Systems are used.

Information Security issues to be considered when implementing your policy
include the following:

* Without frequent monitoring, it is difficult to assess the effectiveness of your
access controls. Unauthorised access can remain undetected, enabling
knowledge of this 'security hole' to be passed to persons with possible malicious
or fraudulent intent. The consequences can be serious.

* Without hard evidence of a security breach, it is difficult to take disciplinary
action, and it may be impossible to take legal action, say under the Computer
Misuse Act. See Legal Safequards against Computer Misuse.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.7.2 Monitoring system use
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Policy 020110
Giving Access to Files and Documents

SUGGESTED POLICY STATEMENT

“Access to information and documents is to be carefully controlled,
ensuring that only authorised personnel may have access to sensitive
information.”

EXPLANATORY NOTES
Controlling access is the way to protect your information and data files.

Information Security issues to be considered when implementing your policy
include the following:

» With poor or inadequate access control over your documents and files,
information may be copied or modified by unauthorised persons, or become
corrupted unintentionally or maliciously.

 Where the access control is seen as overly restrictive, users could be tempted
to share privileged accounts (login + password) in order to access information.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.2.4 Review of user access rights
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Policy 020111
Managing Higher Risk System Access

SUGGESTED POLICY STATEMENT

“Access controls for highly sensitive information or high risk systems are
to be set in accordance with the value and classification of the information
assets being protected.”

EXPLANATORY NOTES

High risk systems require more stringent access control safeguards due to the
confidentiality of the information they process and / or the purpose of the system
e.g. the funds transfer systems used by banks. Ideally, the operating systems for
such systems should be hardened to further enhance security.

Information Security issues to be considered when implementing your policy
include the following:

» Access to a critical system from a workstation external to its designated
business area can threaten its integrity and safety.

» Access control — both physical and logical should be measurably higher than for
other systems.

« Dual control and segregation of duties should be considered for all functions.

» Privileges should be reduced to the lowest level to reasonably perform the job
concerned.

» Personnel should be carefully selected with their records vetted for suitability
for such jobs.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.6.2 Sensitive system isolation
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Policy 020112
Controlling Remote User Access

SUGGESTED POLICY STATEMENT

“Remote access control procedures must provide adequate safeguards
through robust identification, authentication and encryption techniques.”

EXPLANATORY NOTES

Remote users, either tele-workers or personnel on business trips etc., may need to
communicate directly with their organisations' systems to receive / send data and
updates.

Such users are physically remote, and they will often be connecting through public
(insecure) networks. This increases the threat of unauthorised access.

Information Security issues to be considered when implementing your policy
include the following:

 The use of a User ID and password as the sole means of access control, may
provide inadequate security to enable access to the organisation's systems -
especially where telephone dial up access is permitted.

» Remote access may be denied to authorised users leading both to a denial of
service and also an alert that access control may have been compromised
internally.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.4.3 User authentication for external connections
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CHAPTER 03

PROCESSING INFORMATION AND
DOCUMENTS

Sub-Chapter O1  Networks

Sub-Chapter 02  System Operations and Administration
Sub-Chapter 03 E-mail and the Worldwide Web
Sub-Chapter 04 Telephones & Fax

Sub-Chapter 05 Data Management

Sub-Chapter 06 Backup, Recovery and Archiving
Sub-Chapter 07 Document Handling

Sub-Chapter 08 Securing Data

Sub-Chapter 09 Other Information Handling and Processing
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Sub-Chapter
O1 Networks

Policy 030101 Configuring Networks
Policy 030102 Managing the Network
Policy 030103 Accessing your Network Remotely

Policy 030104 Defending your Network Information from
Malicious Attack
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Policy 030101
Configuring Networks

SUGGESTED POLICY STATEMENT

"The network must be designed and configured to deliver high
performance and reliability to meet the needs of the business whilst
providing a high degree of access control and a range of privilege
restrictions.”

EXPLANATORY NOTES

The configuration of your network impacts directly on its performance and affects
its stability and Information Security.

Information Security issues to be considered when implementing your policy
include the following:
* Poor network stability can threaten your business operations.

* Inadequate control over access to your network can jeopardise the
confidentiality and integrity of your data.

e Slow or inadequate system response times impede business processing.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.5 Network Controls
9.4 Network access control
9.4.1 Policy on use of network services
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Policy 030102
Managing the Network

SUGGESTED POLICY STATEMENT

"Suitably qualified staff are to manage the organisation's network, and
preserve its integrity in collaboration with the nominated individual
system owners."

EXPLANATORY NOTES

All but the smallest networks, where changes are relatively infrequent, require
ongoing management.

Information Security issues to be considered when implementing your policy
include the following:

« Inappropriate control over access to the network will threaten the
confidentiality and integrity of your data.
* Inadequate capacity can make efficient operation difficult or impossible.

* Slow or inadequate system response times impedes business processing.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

6.1 Security in job definition and resourcing
8.5.1 Network controls
9.4.1(c) Policy on use of network services
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Policy 030103
Accessing your Network Remotely

SUGGESTED POLICY STATEMENT

""Remote access to the organisation’s network and resources will only be
permitted providing that authorised users are authenticated, data is
encrypted across the network, and privileges are restricted.”

EXPLANATORY NOTES

The means by which your information systems network may be accessed from an
external source. Remote access was traditionally provided by means of dial-up or
leased phone lines. Today however, the Virtual Private Network provides access
across public networks, e.g. the Internet.

Information Security issues to be considered when implementing your policy
include the following:

» Inadequate Internet Security safeguards can allow unauthorised access to your
network, with potentially disastrous consequences.

 Weak dial-in security standards can give unauthorised access to your network,
the consequences of which could be very serious.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.4.3 User authentication for external connections
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Policy 030104
Defending your Network Information from Malicious
Attack

SUGGESTED POLICY STATEMENT

"'System hardware, operating and application software, the networks and
communication systems must all be adequately configured and
safeguarded against both physical attack and unauthorised network
intrusion.”

EXPLANATORY NOTES

The measures taken to defend your computer hardware against physical damage,
and your software from unauthorised usage.

Information Security issues to be considered when implementing your policy
include the following:

* Your hardware can be physically damaged, through a malicious act, perhaps
necessitating a system close down or delayed operations.

* Unauthorised and inappropriate use of your software can lead to malicious and
/ or fraudulent amendment of your records.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.3.1 Controls against malicious software
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Policy 030201
Appointing System Administrators

SUGGESTED POLICY STATEMENT

"The organisation’s systems are to be managed by a suitably qualified
systems administrator who is responsible for overseeing the day to day
running and security of the systems.”

EXPLANATORY NOTES

The System Administrator is responsible for overseeing the day-to-day running of
a computer system. This usually entails ensuring that the computer system is
available and appropriately configured to perform required tasks, rather than
'hands-on' production. System administration necessarily involves a substantial
amount of security-related work. In larger organisations this function can be
undertaken by a separate Security Administrator, who is part of the Security
Officer's team.

Information Security issues to be considered when implementing your policy
include the following:

* A System Administrator who lacks the relevant knowledge, experience, and
training may make errors which cost the organisation dearly.

 The high degree of discretion inherent in the System Administrator's job in
itself poses a security threat.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

4.1.3 Allocation of information security responsibilities
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Policy 030202
Administrating Systems

SUGGESTED POLICY STATEMENT

"System Administrators must be fully trained and have adequate
experience in the wide range of systems and platforms used by the
organisation. In addition, they must be knowledgeable and conversant
with the range of Information Security risks which need to be managed."

EXPLANATORY NOTES

A System Administrator is often in a powerful position because they normally set
the user access criteria for all systems. This raises a range of Information Security
issues. The System Administrator must receive an adequate level of training on
the system within their area of responsibility. The System Administrator must also
be familiar with the Information Security risks associated with the system
administration function.

Information Security issues to be considered when implementing your policy
include the following:

* Any system or network changes implemented by the System Administrator are
likely to be far-reaching; errors can threaten the entire network's operation.

* Running both live systems and test / development systems on the same
computer is extremely dangerous because a program crash on the test system
could impact the live (production) environment.

«  Employees with a grievance pose a serious risk because they know what
information of value exists and they may be able to circumvent security
controls.

 Where users' access rights and privileges are not documented, Information
Security may be compromised.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.1.3 Allocation of information security responsibilities
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Policy 030203
Controlling Data Distribution

SUGGESTED POLICY STATEMENT

"For authorised personnel, the appropriate data and information must be
made available as and when required; for all other persons, access to such
data and information is prohibited with appropriate technical control
required to supplement the enforcement of this policy."

EXPLANATORY NOTES

Ensuring that your organisation's data and information are neither divulged nor
accessible to unauthorised persons.

Information Security issues to be considered when implementing your policy
include the following:

» Sensitive information, not classified as such, is at risk of being divulged
inappropriately.

 The practice of making multiple copies of an original file (e.g. because several
people need it) may jeopardise its reliability and integrity and cast doubt on the
validity of all associated and subsequent work. Longer term, this reflects poorly
on the integrity of your organisation as a whole.

« Staff who are frustrated because they cannot access data relevant to their jobs
may be tempted to convey this frustration to your customers. This can damage
your business.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.1 Business requirement for access control
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Policy 030204
Permitting Third Party Access

SUGGESTED POLICY STATEMENT

"Third party access to corporate information is only permitted where the
information in question has been ‘ring fenced’ and the risk of possible
unauthorised access is considered to be negligible.”

EXPLANATORY NOTES
Allowing persons external to your organisation access to your systems and data.

Information Security issues to be considered when implementing your policy
include the following:

* Permitting access by a third party can not only compromise the confidentiality
of your information, but can also result in loss of data validity and integrity. All
threats associated with remote access apply here also.

* Ambiguous or inappropriate data may be released to third parties, resulting in
possible confusion and / or reduced business confidence in your organisation
and its products / services.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.2.1 Identification of risks from third party access
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Policy 030205
Managing Electronic Keys

SUGGESTED POLICY STATEMENT

"The management of electronic keys to control both the encryption and
decryption of sensitive messages must be performed under dual control,
with duties being rotated between staff."”

EXPLANATORY NOTES

Electronic keys are used to encrypt and de-crypt messages sent between one or
more parties. Usually such cryptographic techniques will be used where the
transmission circuits are across non secure lines. The management of the
electronic keys is a critical aspect of implementing a Public Key Infrastructure
solution.

Information Security issues to be considered when implementing your policy
include the following:

» If your private key becomes compromised, invalid messages could be sent
which forge the authentication of your organisation. Such security breaches
could result in substantial fraud.

« If you fail to manage the keys of the various senders of encrypted data, you
may fail to decrypt an incoming message, with potential costly delays.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.3.1  Policy on the use of cryptographic controls
10.3.5 Key management
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Policy 030206
Managing System Operations and System
Administration

SUGGESTED POLICY STATEMENT

"The organisation’'s systems must be operated and administered using
documented procedures in a manner which is both efficient but also
effective in protecting the organisation’s information security."

EXPLANATORY NOTES

The means by which your IT systems are run and maintained on a day-to-day
basis.

Information Security issues to be considered when implementing your policy
include the following:

» A failure to establish robust and appropriately scheduled routines can lead to
poor reliability and systems disruption.

* All systems are likely to experience periodic problems which must be handled
appropriately, or a relatively minor problem could escalate into a major
incident.

* Operational shortcuts can lead to processing errors and reduce effectiveness of
safeguards.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.4.1  Control of operational software
8.4.2 Operator logs
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Policy 030207
Managing System Documentation

SUGGESTED POLICY STATEMENT

"'System documentation is a requirement for all the organisation’s
information systems. Such documentation must be kept up-to-date and be
available.”

EXPLANATORY NOTES

The management of the documentation provided for the operation and
maintenance of your systems.

Information Security issues to be considered when implementing your policy
include the following:

» Missing or inadequate technical documentation, especially with older 'in house'
systems, will usually result in operational difficulties and substantially increased
system's analysis effort. In such cases:

1) You are likely to be totally dependent on a few key staff.
2) You cannot validate proposed technical changes.

3) You have no effective way to train support staff.

» Out-of-date documentation can result in severe operational or maintenance
difficulties.

e If documentation is 'merely' inaccessible, the purchase or development of
replacement documentation is unlikely to be a priority. However, the risks are
similar to having missing or inadequate documentation.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.4 Security of system documentation
10.5.1 (h) Change control procedures
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Policy 030208
Monitoring Error Logs

SUGGESTED POLICY STATEMENT

"Error logs must be properly reviewed and managed by qualified staff."

EXPLANATORY NOTES

Error logs are the reports produced by your system relating to errors or
inconsistencies that have arisen during processing are important sources of
information for ensuring proper use of the system.

Information Security issues to be considered when implementing your policy
include the following:

» Error log entries may be concealed, due to attempted system intrusion / break
in, or someone trying to 'cover their tracks’, possibly after a series of errors
arising from negligence.

» A failure to review error logs regularly from each production system can
jeopardise the safe and efficient running of your systems.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.7.1 Event logging
9.7.2 Monitoring system use
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Policy 030209
Scheduling Systems Operations

SUGGESTED POLICY STATEMENT

"'Systems Operations schedules are to be formally planned, authorised
and documented.”

EXPLANATORY NOTES

Whilst many systems appear to ‘'run themselves' e.g. the Web server or the file
server, many systems require a combination of routine maintenance and also
processing ‘runs' or ‘batch jobs'. Especially where interfaces have been developed
which require the export from one system to become the import to another
system, detailed scheduling is required, to avoid processing 'snarl ups'

Information Security issues to be considered when implementing your policy
include the following:

» If jobs are not planned and scheduled properly, updates and processing may
fail or only partially complete.

« Unauthorised / Unscheduled system processing can result in errors, failure and
/ or fraud.

* Resource contention can cause delays or errors in your processing.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.1.1 Documented operating procedures
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Policy 030210
Scheduling Changes to Routine Systems Operations

SUGGESTED POLICY STATEMENT

"Changes to routine systems operations are to be fully tested and
approved before being implemented.”

EXPLANATORY NOTES

Alterations that require changes to your routine computer systems operations
introduce risk. Such changes are likely to be necessitated by enhancements to
your hardware or software, or may simply be a reflection of revised schedules,
possibly called for by your users.

Information Security issues to be considered when implementing your policy
include the following:

 Any change to your Systems Operations Schedule introduces risk. The outcome
can be anything from a minor error, to a failed job with all those jobs reliant
upon it potentially also failing.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.1.2 Operational change control
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Policy 030211
Monitoring Operational Audit Logs

SUGGESTED POLICY STATEMENT

"Operational audit logs are to be reviewed regularly by trained staff and
discrepancies reported to the owner of the information system."

EXPLANATORY NOTES

The files written by your system(s) containing details of the changes made to your
records, and to your operational environment, require close monitoring.

Information Security issues to be considered when implementing your policy
include the following:

* Audit Logs may be inoperative or 'de-selected’, in order to conceal present or
future unauthorised systems activities.

» Accidental loss of Audit Logs removes your audit trail, and hence the possible
inability to determine the source of a problem.

» Audit logs may not be taken seriously by Systems Operations staff or other
operational staff, and may not be reviewed regularly.

* Audit logs may not be viewed by staff who understand the significance of the
error messages.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.4.2 Operator logs
12.3.1 System audit controls
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Policy 030212
Synchronising System Clocks

SUGGESTED POLICY STATEMENT

"System clocks must be synchronised regularly especially between the
organisation’s various processing platforms.™

EXPLANATORY NOTES

The need to ensure that where the time related information is held within your
systems, it is adjusted for your own time zone. Most computer clocks tend to vary
in their accuracy, but this should not be significant. However, if these differences
become material, then this may have security implications for your organisation,
especially where transaction timing is crucial.

Information Security issues to be considered when implementing your policy
include the following:

» If there is a significant difference between system time and actual time your
computer's scheduled tasks may malfunction.

e Manipulating 'system time' may enable fraud to be perpetrated.

* The integrity of Error and Audit Logs with significant ‘'time stamp’ errors can
invalidate the contents of the log. This can be crucial when investigating
security incidents on your system(s). See Collecting Evidence of an Information
Security Breach.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.7.3 Clock synchronisation
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Policy 030213
Responding to System Faults

SUGGESTED POLICY STATEMENT

"Only qualified and authorised staff or approved third party technicians
may repair information system hardware faults."

EXPLANATORY NOTES

Responding to problems that may impact on your system, making accurate and
timely processing difficult. See also Recording and Reporting Hardware Faults.

Information Security issues to be considered when implementing your policy
include the following:

* Naive, but well intentioned attempts to solve an apparently 'simple’ problem
can inadvertently magnify it so that information access or processing is
restricted or totally prevented.

* Resolving the problem can take longer, and can be more complex than
anticipated, delaying processing and on-line information access throughout the
organisation.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.4.3 Fault logging
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Policy 030214
Managing or Using Transaction / Processing Reports

SUGGESTED POLICY STATEMENT

"Transaction and processing reports should be regularly reviewed by
properly trained and qualified staff.”

EXPLANATORY NOTES

The primary systems of your organisation, e.g. the accounting system and
transaction processing systems, should each allow the production of a frequent
report, usually daily, which shows the entries processed for the period in question.
Such reports should be either printed automatically, or be available 'on line'.

Information Security issues to be considered when implementing your policy
include the following:

» Lack of, or low priority, procedures for agreeing transaction logs will increase
the opportunity for undetected entries and fraud.

« Unauthorised amendment to the Transaction Processing Reports could conceal
a fraud.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.2.2  Control of internal processing

CHAPTER O3 - PROCESSING INFORMATION AND DOCUMENTS

Page 93 of 522
SuB-CHAPTER 02 - SYSTEM OPERATIONS AND ADMINISTRATION 9

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 030215
Commissioning Facilities Management - FM

SUGGESTED POLICY STATEMENT

"Any Facilities Management company must be able to demonstrate
compliance with this organisation’s Information Security Policies and also
provide a Service Level Agreement which documents the performance
expected and the remedies available in case of non compliance.™

EXPLANATORY NOTES
The commissioning of an outside organisation to run your IT systems.

Information Security issues to be considered when implementing your policy
include the following:

» Poor or inadequate service delivered by the FM company can result in
disruption to your business operations.

* The risk of compromise to the confidentiality of sensitive information is
heightened by outsourcing.

* Inadequate provisions for compliance with legal or statutory requirements,
e.g. Data Protection, can jeopardise the integrity of your business operations.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

4.3 Outsourcing
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Policy 030301
Downloading Files and Information from the Internet

SUGGESTED POLICY STATEMENT

“Great care must be taken when downloading information and files from
the Internet to safeguard against both malicious code and also
inappropriate material.”

EXPLANATORY NOTES

There are significant Information Security risks when you download any files
(including graphics files of any format), programs, or scripts, etc from the
Internet.

Information Security issues to be considered when implementing your policy
include the following:

* In the process of downloading applications (programs) from the Internet to
your PC, you may receive a virus or other malicious code which infects your
system. This can have extremely serious consequences.

 Downloaded software is likely to require licensing or you run the risk of legal
action from the supplier. See Software Licensing.

» Information on the Internet may be inaccurate, invalid, or deliberately
misleading, and any decisions based upon it must be subject to close scrutiny.

» Abuse of your organisation's Internet access can overload your network and
increase the risk of systems failure due to contention.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.3.1(b) Controls against malicious software
9.1.1 Access control policy
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Policy 030302
Using and Receiving Digital Signatures

SUGGESTED POLICY STATEMENT

"The transmission of sensitive and confidential data is to be authenticated
by the use of digital signatures whenever possible."

EXPLANATORY NOTES

The option of using Digital Signatures in electronic mail used over the Internet,
provides a means of introducing a high degree of security to an otherwise insecure
medium.

Information Security issues to be considered when implementing your policy
include the following:

* An e-mail with important contents, and 'signed’ with a Digital Signature may
still not be acted upon by the recipient, resulting in possible delays and loss to
your organisation.

* Important electronic mail communications may not be authenticated and can
result in unauthorised instructions being issued.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.3.3 Digital signatures
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Policy 030303
Sending Electronic Mail (E-mail)

SUGGESTED POLICY STATEMENT

"E-mail should only be used for business purposes, using terms which are
consistent with other forms of business communication. The attachment
of data files to an e-mail is only permitted after confirming the
classification of the information being sent and then having scanned and
verified the file for the possibility of a virus or other malicious code."

EXPLANATORY NOTES

The use of e-mail has escalated to the point where it is obligatory for all companies
to be accessible through this medium. The inherent lack of security for sending
messages, information, files or instructions appears to be ignored by many, who
see the benefits of near instant, and virtually free, global communications as far
outweighing any possible '‘downside’.

Sending e-mail using a Digital Signature (and optionally being encrypted), is a
means of ensuring its validity and integrity to the recipient. The content of e-mails
received without such authentication may be considered unreliable.

Information Security issues to be considered when implementing your policy
include the following:

* The transmission of a virus can not only damage the recipient's system but can
permanently damage your organisation's reputation.

» Sending e-mail via insecure public lines (e.g. the Internet) can compromise the
Confidentiality and Integrity of the information being transmitted. It is similar
to a post card because any one who picks it up is able to read it.

» Confidential files may be transmitted by e-mail as attachments thus breaching
confidentiality and potentially leading to financial loss.

* Relying upon e-mail from a legal perspective, is not advised, as simple e-mail
messages are not usually authenticated.

* Personal e-mail sent from one individual to another through the organisation's
systems, can be misconstrued as coming from the organisation and can result
in Information Security issues.

» Correspondence sent from an individual's personal mail box could possibly be
regarded as personal, thus preventing the organisation from inspecting /
reviewing it.

» Sending a copy of files to colleagues on your internal network, creates
unnecessary duplicates and also compromises the integrity of the original
document / file.

CHAPTER O3 - PROCESSING INFORMATION AND DOCUMENTS

P f 522
SuB-CHAPTER 03 - E-MAIL AND THE WORLDWIDE WEB age 98 of 5

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.3.4 Non-repudiation services
8.7.4 Security of electronic mail
10.2.3 Message authentication
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Policy 030304
Receiving Electronic Mail (E-mail)

SUGGESTED POLICY STATEMENT

"Incoming e-mail must be treated with the utmost care due to its inherent
Information Security risks. The opening of e-mail with file attachments is
not permitted unless such attachments have already been scanned for
possible viruses or other malicious code.”

EXPLANATORY NOTES

The use of e-mail has escalated to the point where it is obligatory for all companies
to be accessible by e-mail. The inherent lack of security for receiving messages,
information, files or instructions appears to be ignored by many, who see the
benefits of near instant, and virtually free, global communications as far out
weighing any '‘downside’.

Receiving e-mail using a Digital Signature (and optionally being encrypted), is a
means of ensuring its validity and integrity. The content of e-mails received
without such authentication may be unreliable.

Information Security issues to be considered when implementing your policy
include the following:

» The receipt, failure to detect, and the introduction of a virus, can not only
damage your own system and data, but can also spread throughout the
organisation's network, wreaking havoc.

* Placing legal reliance upon an e-mail is dangerous, as simple e-mail messages
cannot be authenticated.

e Receiving e-mail via unsecured public lines (e.g. the Internet) can compromise
the confidentiality and integrity of the contents.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.3.1(b) Controls against malicious software
10.2.3 Message authentication

CHAPTER O3 - PROCESSING INFORMATION AND DOCUMENTS

P 1 f 522
SuB-CHAPTER 03 - E-MAIL AND THE WORLDWIDE WEB age 100 of

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 030305
Retaining or Deleting Electronic Mail

SUGGESTED POLICY STATEMENT

"Data retention periods for e-mail must be established to meet legal and
business requirements and must be adhered to by all staff.”

EXPLANATORY NOTES

Whereas the filing of printed business correspondence is often performed centrally,
the management of e-mail 'boxes’ is often performed individually or by group.
However, because simple e-mail has little legal significance for the purpose of
contractual commitment (See Digital Signatures) it may not be clear what e-mail
correspondence should be retained.

Information Security issues to be considered when implementing your policy
include the following:

» Retention of all e-mail can consume significant storage capacity on your
system; especially where files have been sent / received.

» Accidental deletion of important messages can result in problems and
duplication of work.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

12.1.3  Safeguarding of organisational records
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Policy 030306
Setting up Intranet Access

SUGGESTED POLICY STATEMENT

""Persons responsible for setting up Intranet access must ensure that any
access restrictions pertaining to the data in source systems, are also
applied to access from the organisation’s Intranet.”

EXPLANATORY NOTES

An intranet is a Web based information service that is available only within your
organisation and its internal network(s).

The use of an intranet raises many of the security issues associated with the
Internet, in that your intranet could permit unauthorised access to information
which should not be made available generally. The key security issue therefore is
one of confidentiality through access control.

Information Security issues to be considered when implementing your policy
include the following:

* Inadequate security measures can lead to the disclosure of sensitive data to
unauthorised persons; either via the organisation’s public Web site; its
'restricted access' Extranet or by direct connection using 'hacking' techniques.

* Access to the intranet may allow unauthorised persons within the organisation
to view sensitive data, thereby compromising internal confidentiality.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.1.1 Access control policy
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Policy 030307
Setting up Extranet Access

SUGGESTED POLICY STATEMENT

"Persons responsible for setting up Extranet access must ensure that any
access restrictions pertaining to the data in source systems, are also
applied to access from the organisation’s Extranet™.

EXPLANATORY NOTES

An Extranet is a semi-private Web site and extends beyond an organisation's
internal network. Typically it permits access to selected organisational data from
clients, suppliers, or third parties using a User ID, password and, optionally (for
greater security) Digital Certificates.

Information Security issues to be considered when implementing your policy
include the following:

* Inadequate security measures can lead to the disclosure of sensitive data to
unauthorised persons.

e Duplication of information for publication on an extranet can result in a loss of
integrity between the source and the copy.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.1.1 Access control policy
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Policy 030308
Setting up Internet Access

SUGGESTED POLICY STATEMENT

"Persons responsible for setting up Internet access are to ensure that the
organisation’s network is safeguarded from malicious external intrusion
by deploying, as a minimum, a configured firewall. Human Resources
management must ensure that all personnel with Internet access
(including e-mail) are aware of, and will comply with, an acceptable code
of conduct in their usage of the Internet in addition to compliance with
the organisation’s Information Security Policies."

EXPLANATORY NOTES
Accessing the Internet raises a wide range of Information Security issues.

The dangers arising from downloading information from the Internet are addressed
in Downloading Files and Information from the Internet. The potential threats
raised in respect of sending and receiving e-mails are considered in Sending
Electronic Mail and Receiving Electronic Mail. The need to have formalised
procedures for dealing with electronic message storage and deletion is dealt with
in Retaining or Deleting Electronic Mail.

Information Security issues to be considered when implementing your policy
include the following:

e Full time connection to the Internet offers unrivalled opportunities for
opportunistic / malicious infiltration from hackers who can 'see' your IP Address
on the network and are then able to probe its ‘weak spots'.

 Where staff are permitted access the Internet for non business purposes, this
may result in contention for resources, reduced performance and lowered
efficiency.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.1.1 Access control policy
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Policy 030309
Developing a Web Site

SUGGESTED POLICY STATEMENT

"Due to the significant risk of malicious intrusion from unauthorised
external persons, Web sites may only be developed and maintained by
properly qualified and authorised personnel.”

EXPLANATORY NOTES

There are many potential Information Security dangers that you should be aware
of when you develop an Internet web site.

Information Security issues to be considered when implementing your policy
include the following:

» Access to the corporate (internal network) via the Web server can result in
exposure of information to unauthorised persons who may have criminal
intentions.

* Opportunistic and pre-meditated intrusion can result in the corruption of the
Web site including defamatory messages and the theft / destruction of its data
files.

» Confidential data can be revealed to unauthorised persons which may lead to
loss, embarrassment and / or damage to the organisation.

» The capture of logon details through line tapping and / or 'sniffers’ can result in
an attempted intrusion.

* Information posted on your Web site may be copied and reproduced without
elementary copyright notices.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.7.3 Electronic commerce security
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Policy 030310
Receiving Misdirected Information by E-mail

SUGGESTED POLICY STATEMENT

"Unsolicited e-mail is to be treated with caution and not responded to."

EXPLANATORY NOTES

You should never bother to reply to unsolicited e-mails as this could tell the sender
who may be a potential hacker that the address is real and is being read by a real
person, and thereby could possibly open the door to a virus or denial of service
attack.

Information Security issues to be considered when implementing your policy
include the following:

* Receiving unsolicited or 'spam' e-mail may overload the system and drain
resources.

* An automatic 'Return Receipt’' may be generated from unsolicited or
misdirected e-mail confirming to the sender that you have opened their e-mail.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.4 Security of electronic mail
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Policy 030311
Forwarding E-mail

SUGGESTED POLICY STATEMENT

"Ensure that information you are forwarding by e-mail (especially
attachments) is correctly addressed and only being sent to appropriate
persons.”

EXPLANATORY NOTES

When you forward an e-mail to someone else you are adding your name and
details to it. Ensure you are comfortable with the information contained in the
original. Any security risk associated with the original mail to you will also apply to
the forwarded e-mail.

Information Security issues to be considered when implementing your policy
include the following:

* Sending a virus in forwarded e-mail may result in data loss and systems'
corruption for the recipient which could then lead to possible legal action and
financial liability.

* Forwarding an incorrect file attachment may release confidential information.

* Inappropriate / unauthorised material being attached may cause
embarrassment or even financial loss to your organisation.

* Forwarding e-mail to an incorrect address may result in data being lost or
stolen and, at the very least, a loss of confidentiality.

* Forwarding large files (over 1MB) to multiple recipients may congest their
networks or mail systems.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.7.4 Security of electronic mail
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Policy 030312
Using Internet for Work Purposes

SUGGESTED POLICY STATEMENT

"Management is responsible for controlling user access to the Internet, as
well as for ensuring that users are aware of the threats, and trained in the
safeguards, to reduce the risk of Information Security incidents."

EXPLANATORY NOTES

The use of the Internet is now becoming widespread at work and consumes
significant employee resource in terms of time spent 'on-line'. An appropriate
policy needs to be set to avoid unnecessary time spent on the Internet.

Information Security issues to be considered when implementing your policy
include the following:

* Unauthorised and un-guarded use of the facilities on the Internet, may offer
hackers the opportunity to access to your information and systems.
« Unauthorised purchases are made via the Internet.

* The visited Web site will often record your details to facilitate navigation and
choices upon re-visiting the site. However such capture and storage of
information is often without your knowledge.

» Inappropriate access and downloads can be considered both a misuse of the
organisation's resources and, in some cases, can be illegal.

 Unauthorised use of the Internet wastes time and resources.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.1.1 Access control policy

CHAPTER O3 - PROCESSING INFORMATION AND DOCUMENTS

P 1 f 522
SuB-CHAPTER 03 - E-MAIL AND THE WORLDWIDE WEB age 108 of 5

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 030313
Giving Information when Ordering Goods on Internet

SUGGESTED POLICY STATEMENT

"Staff authorised to make payment by credit card for goods ordered on
the Internet, are responsible for its safe and appropriate use."

EXPLANATORY NOTES

The use of a credit or debit card to purchase goods on the Internet is becoming
widespread, with an increased risk of theft and potential security breaches.

Information Security issues to be considered when implementing your policy
include the following:

» Confidential organisation credit card details (PIN numbers & account details)
may be compromised during transmission.

e Passing credit card details to unknown third parties on the Internet
compromises security.

e Lost or stolen credit card numbers may be posted and used on the Internet.

Where the security safeguards of the organisation running the Web server are
in doubt, any confidential information posted to their Web site may be
maliciously or inadvertently exposed.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.3 Electronic commerce security
8.7.6 Publicly available systems
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Policy 030314
‘Out of the Box’ Web Browser Issues

SUGGESTED POLICY STATEMENT

"Web browsers are to be used in a secure manner by making use of the
built-in security features of the software concerned. Management must
ensure that staff are made aware of the appropriate settings for the
software concerned.”

EXPLANATORY NOTES

Web browser software and e-mail software are new paths through an
organisation’'s security shield which could be exploited by an intruder. The security
issues are in the areas of Cookies, Java applets, JavaScript, ActiveX controls and
viruses. The use of a firewall may be unable to protect you from attack via
malicious code activated by your web browser.

Information Security issues to be considered when implementing your policy
include the following:

 Where viruses, Trojan applications and malicious code are able to penetrate
your defences and activated by your Web browser, serious damage may result.

» Confidential data may be stored and accessed through a cookie saved on your
PC and accessed by a Web site whilst you are browsing - likely without your
knowledge.

» Staff may not be aware of the necessary settings and related policy for
ensuring security when using web browsers.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.3 Electronic commerce security
8.7.6 Publicly available systems
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Policy 030315
Using Internet ‘Search Engines’

SUGGESTED POLICY STATEMENT

"Information obtained from Internet sources should be verified before
used for business purposes.”

EXPLANATORY NOTES

The Internet has become a vast source of knowledge. However, the integrity of
information sourced from the Internet must be verified.

Information Security issues to be considered when implementing your policy
include the following:

Where downloaded information is used in a calculation or in making an
important decision without verifying the information, embarrassment and loss
may result when the data is found to be inaccurate or totally wrong.

* If information obtained from the Internet is not verified, then decisions made
which depend upon that information may be incorrect. There is a substantial
amount of misinformation on the Internet

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.3 Electronic commerce security
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Policy 030316
Maintaining your Web Site

SUGGESTED POLICY STATEMENT

"The Web site is an important marketing and information resource for the
organisation, and its safety from unauthorised intrusion is a top priority.
Only qualified authorised persons may amend the Web site with all
changes being documented and reviewed."

EXPLANATORY NOTES

Information on your Web site, whether being hosted by an ISP or in-house, must
be kept up to date and secure, even during periods of Web site maintenance.

Information Security issues to be considered when implementing your policy
include the following:

Where hosting a Web site in-house, opportunistic hackers may attempt to gain
unauthorised access to data within your organisation's main computer network.

» During Web site maintenance data may be more vulnerable to theft or
destruction.

» Data may stolen or modified whilst the security feature of your Web site are
disabled for maintenance, especially when working on the security features
themselves.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.3 Electronic commerce security
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Policy 030317
Filtering Inappropriate Material from the Internet

SUGGESTED POLICY STATEMENT

"The organisation will use software filters and other techniques whenever
possible to restrict access to inappropriate information on the Internet by
staff. Reports of attempted access will be scrutinised by management on a
regular basis."

EXPLANATORY NOTES

Many organisations with in-house IT capability are now placing restrictive filters
which prevent access by employees through the internet to sites displaying
inappropriate material.

Information Security issues to be considered when implementing your policy
include the following:

«  Employees may accidentally or deliberately access and download inappropriate
material from the Internet, causing possible concern and distress to themselves
or other employees.

* Inappropriate and even illegal information may be accessed and downloaded
where the filtering mechanisms are inadequate or not kept up to date.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.1.1 Access control policy
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Policy 030318
Certainty of File Origin

SUGGESTED POLICY STATEMENT

""Computer files received from unknown senders are to be deleted without
being opened.”

EXPLANATORY NOTES

It is vital that the information you receive is complete and correct. Take care with
hard copy information and electronically supplied data in case of possibility of
forgery.

Information Security issues to be considered when implementing your policy
include the following:

» Malicious software could have been sent from a suspect information source.

» Decisions could be taken based upon the assumed authenticity of an expected
report or file.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.3.1 Controls against malicious software
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Sub-Chapter 04
Telephones & Fax

Policy 030401 Making Conference Calls

Policy 030402 Using Video Conferencing Facilities
Policy 030403 Recording of Telephone Conversations
Policy 030404 Receiving Misdirected Information by Fax

Policy 030405 Giving Information when Ordering Goods on

Telephone
Policy 030406 Persons Giving Instructions over the Telephone
Policy 030407 Persons Requesting Information over the
Telephone

Policy 030408 Receiving Unsolicited Faxes
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Policy 030401
Making Conference Calls

SUGGESTED POLICY STATEMENT

""Conference calls are only permitted if staff are aware of the Information
Security issues involved.”

EXPLANATORY NOTES

Using the telephone to provide simultaneous discussions between three or more
persons. The threats posed by Conference Calls are similar to those posed by
conventional person-to-person calls.

Information Security issues to be considered when implementing your policy
include the following:

 An overheard or (worse) tapped conversation can result in leaked information.
Where the information is sensitive, is potentially very damaging.

» Failing to authenticate the identity of other parties to the conversation can
result in a breach to information confidentiality.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems
8.7.7 Other forms of information exchange
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Policy 030402
Using Video Conferencing Facilities

SUGGESTED POLICY STATEMENT

"Video conference calls are only permitted if staff are aware of the
Information Security issues involved.”

EXPLANATORY NOTES

Using communication network facilities to provide simultaneous sound and vision
facilities between individuals or groups of individuals.

Information Security issues to be considered when implementing your policy
include the following:

* An overheard or (worse) tapped meeting can result in leaked information.
Where such information is sensitive, the results can potentially be very
damaging.

» Failing to authenticate the identity of other parties to the video conference can
result in a breach to information confidentiality.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems
8.7.7 Other forms of information exchange
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Policy 030403
Recording of Telephone Conversations

SUGGESTED POLICY STATEMENT

"All parties are to be notified in advance whenever telephone
conversations are to be recorded.™

EXPLANATORY NOTES

Recording telephone calls is generally carried out either to provide an authoritative
source in the event of disputed details, or to monitor the adequacy of telephone
responses being given to customers calling-in by telephone.

Information Security issues to be considered when implementing your policy
include the following:

e Failure to observe the terms of relevant legislation can result in your
organisation becoming liable to prosecution.

» A failure to inform the recorded party that calls are recorded can prevent /
hinder the use of such recordings when and if, needed.

» Accidental loss of recorded media, can result in the non-availability of a vital
recording with consequent damage and / or frustration to your organisation.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems
8.7.7 Other forms of information exchange
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Policy 030404
Receiving Misdirected Information by Fax

SUGGESTED POLICY STATEMENT

"Any fax received in error is to be returned to the sender. Its contents
must not be disclosed to other parties without the sender’'s permission.”

EXPLANATORY NOTES

Information received in a misdirected fax should be treated as highly confidential
and should not be divulged to others.

Information Security issues to be considered when implementing your policy
include the following:

« A misdirected fax can be received from either external or internal sources, and
needs to be treated as a sensitive document.

« Staff may not be aware of the requirement to return misdirected faxes, and
may not treat the contents in an appropriate manner.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems
8.7.7 Other forms of information exchange
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Policy 030405
Giving Information when Ordering Goods on
Telephone

SUGGESTED POLICY STATEMENT

"Staff authorised to make payment by credit card for goods ordered over
the telephone, are responsible for safe and appropriate use."

EXPLANATORY NOTES

If confidential information is required when ordering goods on the telephone it is
necessary to ensure that you know exactly to whom you are talking and whether
they are authorised to handle such information.

Information Security issues to be considered when implementing your policy
include the following:

» Confidential organisation credit card details (PIN numbers & account details)
may be compromised.
* Credit cards may be easily lost or stolen.

 Where credit card users are also those who authorise the payments, a conflict
of interest may arise which compromises your spending control.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems
8.7.7 Other forms of information exchange
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Policy 030406
Persons Giving Instructions over the Telephone

SUGGESTED POLICY STATEMENT

"The identity of recipients of sensitive or confidential information over the
telephone must be verified.”

EXPLANATORY NOTES

It is not uncommon for instructions or information to be given over the telephone,
but this raises the issue of verifying the identity of the caller. Be aware of social
engineering where the aim is to trick people into revealing passwords or other
information that compromises a target system's security

Information Security issues to be considered when implementing your policy
include the following:

» Risk of passing on personal data.

* Risk of passing organisation data to unauthorised parties.

e Callers may gain information by deception, e.g. claiming to be a person who is
entitled access to confidential information.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems
8.7.7 Other forms of information exchange
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Policy 030407
Persons Requesting Information over the Telephone

SUGGESTED POLICY STATEMENT
"The identity of persons requesting sensitive or confidential information

over the telephone must be verified, and they must be authorised to
receive it."

EXPLANATORY NOTES

Callers to your organisation may claim to be someone who is entitled to access
confidential material. Be aware of social engineering.

Information Security issues to be considered when implementing your policy
include the following:

e Callers may claim to be someone who is entitled access to confidential
information and gain information by deception.
» Risk of passing personal data.

* Risk of passing organisation data to unauthorised parties.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems
8.7.7 Other forms of information exchange
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Policy 030408
Receiving Unsolicited Faxes

SUGGESTED POLICY STATEMENT

"Unsolicited or unexpected faxes should be treated with care until the
sender has been identified.”

EXPLANATORY NOTES

Unsolicited faxes are common. Much of it is junk advertising material and should
be ignored. Be on your guard against possible ‘probing’.

Information Security issues to be considered when implementing your policy
include the following:
» Faxes which 'look official' can lead to the disclosure of confidential information.

 Responding to unsolicited faxes may encourage further faxes from the same
source. This could be part of a plan by an opportunist hacker probing your area
for information bites to find security holes.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems
8.7.7 Other forms of information exchange
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Policy 030520 Using and Deleting ‘Temp’ Files

Policy 030521 Using Customer and Other Third Party Data Files

Policy 030522 Saving Data / Information by Individual Users
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Policy 030501
Transferring and Exchanging Data

SUGGESTED POLICY STATEMENT

"'Sensitive or confidential data / information, may only be transferred
across networks, or copied to other media, when the confidentiality and
integrity of the data can be reasonably assured e.g. by using encryption
techniques.”

EXPLANATORY NOTES

The way in which your data is distributed across networks (both public and
private) and by other means e.g. the exchange of tapes, disks, diskettes and
optical disks (e.g. CD-ROMS).

Information Security issues to be considered when implementing your policy
include the following:

» Incorrect data released to outside parties can lead to a loss of confidence in the
organisation and / or its services.

* Any illegal amendment of / tampering with your data whilst in transit suggests
a weakness that is being exploited by techno-criminals / hackers.

 Where security measures have not been adequately deployed, sensitive
information may be accessed by unauthorised persons.

» Confidential data may be distributed to inappropriate / unauthorised persons.

* The recipient of your data may have adopted Information Security standards
which are incompatible with yours. This constitutes a weak link in your security
which could be exploited.

 The inappropriate and possibly illegal release of information may result in legal
action and prosecution.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.7 Other forms of information exchange
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Policy 030502
Managing Data Storage

SUGGESTED POLICY STATEMENT

"Day-to-day data storage must ensure that current data is readily
available to authorised users and that archives are both created and
accessible in case of need."

EXPLANATORY NOTES

The storage of information and data is a day to day function for all organisations.
It requires careful management to ensure that Information Security issues are
dealt with adequately

Information Security issues to be considered when implementing your policy
include the following:

 Where data and information files are not saved and stored securely, your
organisation's activities can be severely disrupted.

 Important data may become unavailable due to deletion. This can lead to a
range of difficulties, the least of which may be embarrassment.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures
12.1.3 Safeguarding of organisational records
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Policy 030503
Managing Databases

SUGGESTED POLICY STATEMENT

"The integrity and stability of the organisation’s databases must be
maintained at all times."

EXPLANATORY NOTES

The majority of your organisation's data, such as client records, accounting data,
project information, sales, and purchases, are likely to be held in databases of
some form. Some databases will require active management, e.g. ‘relational
databases' which comprise multiple tables of data.

Information Security issues to be considered when implementing your policy
include the following:

» A failure to manage the technical requirements of the database can result in a
failure of the database itself and the applications which access and update it.

» Unless the data is periodically cleansed, its integrity will diminish as
duplications and ambiguous records persist.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.2. Security in application systems
12.1.3 Safeguarding of organisational records
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Policy 030504
Permitting Emergency Data Amendment

SUGGESTED POLICY STATEMENT

"Emergency data amendments may only be used in extreme
circumstances and only in accordance with emergency amendment
procedures.”

EXPLANATORY NOTES

Sometimes referred to as 'data surgery’, these measures are adopted when live
data must be altered by other than normal software functions and procedures. This
can occur when, for example, 'the system' will not permit the change to a data
field on a 'confirmed' transaction - and yet the data is incorrect. Such manipulation
of data is dangerous and can have knock-on effects, but occasionally it is
necessary. Proceed with extreme caution.

Information Security issues to be considered when implementing your policy
include the following:

« Emergency data amendment can bypass your normal controls with the
consequent scope for fraud and error.

* Unless rigorous procedures are implemented to control emergency data
amendments, files may become corrupted or manipulated.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.5.1 Change control procedures
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Policy 030505
Receiving Information on Disks

SUGGESTED POLICY STATEMENT

"The use of removable media disks e.g. disks and CD-ROMs is not
permitted except where specifically authorised.”

EXPLANATORY NOTES

Disks and CD-ROMs are easily transportable and are the primary means of data
distribution. Their contents can often be read at most workstations and, once
copied onto the corporate network, the origin may be untraceable.

Information Security issues to be considered when implementing your policy
include the following:

* Seemingly innocent documents can conceal a virus or other malicious code,
potentially causing damage and disruption.

* Old versions of documents and other files may overwrite newer versions,
possibly destroying valuable work.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.3.1 Controls against malicious software
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Policy 030506
Setting up a New Folder / Directory

SUGGESTED POLICY STATEMENT

"Data directories and structures should be established by the owner of the
information system with users adhering to that structure. Access
restrictions to such directories should be applied as necessary to restrict
unauthorised access."

EXPLANATORY NOTES

Controlling access to your data is best done at the network access level. Directory
structures on a stand-alone machine should be intuitive to prevent accidental
deletion, and the whole machine should have a power-on password with sensitive
files given individual passwords.

Information Security issues to be considered when implementing your policy
include the following:

« Inappropriate access to the directory can expose your files to unauthorised
users.

» Data can be difficult (or impossible) to locate as a result of badly hamed
directories.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.1.1 Access control policy
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Policy 030507
Amending Directory Structures

SUGGESTED POLICY STATEMENT

"Existing directory and folder structures may only be amended with the
appropriate authorisation, usually from the owner of the information
system concerned.”

EXPLANATORY NOTES

The directory structure is a route map for the storage and access to files and data.
Any unauthorised changes to data paths may cause access rights to be
circumvented.

Information Security issues to be considered when implementing your policy
include the following:
» Directory / files may be deleted accidentally.

Where data seems to be missing with a warning message (e.g. ‘Document or
file name not valid") when trying to re-open a document or file, it could indicate
that the file has been moved, deleted or modified without your knowledge.

» Files can be difficult to locate because the file path itself may have been
changed without your knowledge.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.1.1 Access control policy
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Policy 030508
Archiving Documents

SUGGESTED POLICY STATEMENT

"The archiving of documents must take place with due consideration for
legal, regulatory and business issues with liaison between technical and
business staff."

EXPLANATORY NOTES

You may wish to archive documents for various reasons, such as: lack of space in
the live system, removal of old data that has been processed at the end of a pre-
defined period (end of the month or year), or legal requirements to retain the
information. The policy for archiving should be set by the department that is
responsible for determining organisation records policy.

Information Security issues to be considered when implementing your policy
include the following:

* Not having a Retention Policy may lead to data or files being deleted
inappropriately resulting in both embarrassment and possibly legal action.

» Despite being on remote store, information files can be lost or stolen.

* Document control problems may make the recovery of information impossible.

«  Documents ‘cannot be found' leading to frustration and possible loss.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.3 Safeguarding of organisational records
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Policy 030509
Information Retention Policy

SUGGESTED POLICY STATEMENT
"The information created and stored by the organisation’s information

systems must be retained for a minimum period that meets both legal and
business requirements.”

EXPLANATORY NOTES
This section relates to retaining information other than documents or files.

Information Security issues to be considered when implementing your policy
include the following:

» Information could be lost or destroyed if no retention policy is defined, resulting
in both embarrassment and possibly legal action.

* Once defined, the retention policy needs to be enforced to avoid incorrect
retention periods being applied to documents and records.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

12.1.3 Safeguarding of organisational records
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Policy 030510
Setting up New Spreadsheets

SUGGESTED POLICY STATEMENT

"The classification of spreadsheets must be appropriate to the sensitivity
and confidentiality of data contained therein. All financial /7 data models
used for decision making are to be fully documented and controlled by the
information owner. "

EXPLANATORY NOTES

Spreadsheets are mainly used for accounting, financial modelling, or as a key tool
in a scenario modelling exercise. They may even be used as a 'flat file' data base.

Information Security issues to be considered when implementing your policy
include the following:
* Unless the formulae are validated, decisions may be based upon false numbers.

* New spreadsheets may be set up without proper consideration as to their data
content, and the appropriate storage and access control to apply to the data.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.2.2 System acceptance
10.5.1 Change control procedures
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Policy 030511
Setting up New Databases

SUGGESTED POLICY STATEMENT

"Databases must be fully tested for both business logic and processing,
prior to operational usage. Where such databases are to contain
information of a personal nature, procedures and access controls must
ensure compliance with necessary legislation e.g. Data Protection."

EXPLANATORY NOTES

Databases are set-up so that specific data can be stored, retrieved and
reorganised. This makes the maintenance of security and integrity of the data
particularly important.

Information Security issues to be considered when implementing your policy
include the following:

* Without a careful and diligent testing of a database, its processing and
reporting may be false, which could lead to inappropriate business decisions.

 New databases may be set up without proper consideration as to their data
content and the appropriate storage and access control to apply to the data.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.2.2 System acceptance
10.5.1 Change control procedures
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Policy 030512
Linking Information between Documents and Files

SUGGESTED POLICY STATEMENT

"Highly sensitive or critical documents must not rely upon the availability
or integrity of (external) data files over which the author may have no
control. Key documents and reports must be self contained and contain all
the necessary information."

EXPLANATORY NOTES

Linking documents is a way of transferring and/or sharing data between
documents or programs. For example, the monthly sales report written using a
word processor, may take the figures directly from an embedded link to the sales
spreadsheet which itself has a link to the Order Processing System.

Information Security issues to be considered when implementing your policy
include the following:

e Linked data within your document may become modified without your
knowledge or consent, damaging the integrity of the contents of your
document.

*  Where your document does not reflect changes to the source data, its integrity
is lost and readers could be mis-led.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures
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Policy 030513
Updating Draft Reports

SUGGESTED POLICY STATEMENT

"Draft reports should only be updated with the authority of the designated
owner of the report.”

EXPLANATORY NOTES

The updating of draft reports should always be authorised by the document owner.
Draft documents should be clearly labelled as such.

Information Security issues to be considered when implementing your policy
include the following:

* Sensitive information is included in a draft document but the document is
inappropriately handled leading to loss of confidentiality.

A draft document is thought to be final and is signed off in error, leading to
confusion and embarrassment.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

5.2.2 Information labelling and handling
9.1.1 Access control policy
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Policy 030514
Deleting Draft Reports

SUGGESTED POLICY STATEMENT

"Draft version(s) of reports must be deleted or archived following
production of a final version. A single version of the file should be

retained for normal operational access."

EXPLANATORY NOTES

Earlier draft versions of reports should be deleted or archived to prevent further

use of the document and its information.

Information Security issues to be considered when implementing your policy

include the following:

* Unauthorised access to classified information may be possible from obsolete

copies of draft reports.

» Draft reports, if not deleted, may contain incorrect information which could
result in inappropriate decisions being made where management have access

to these draft reports.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

5.2.2 Information labelling and handling
9.1.1 Access control policy
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Policy 030515
Using Version Control Systems

SUGGESTED POLICY STATEMENT

"Version control procedures should always be applied to documentation
belonging to the organisation or its customers."

EXPLANATORY NOTES

Version control systems are normally an integral part of a document management
system. They advise the status of documents and provide a control over their
secure distribution.

Information Security issues to be considered when implementing your policy
include the following:

* Sensitive information may be excluded from the document management
procedures / system and be exposed to possible unauthorised access.

* Inappropriate decisions may be made, based upon an earlier version of a
document

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.5.1 Change control procedures
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Policy 030516
Sharing Data on Project Management Systems

SUGGESTED POLICY STATEMENT

"Only authorised persons may access sensitive or confidential data on
projects owned or managed by the organisation or its employees."

EXPLANATORY NOTES

Project management systems range from simple handwritten lists, spreadsheets or
documents to sophisticated Project Management software. Due to the nature of
project work, in its early stages, much information is sensitive and even secret. As
project phases are completed the sensitivity of the information may be
downgraded and the information may then become public knowledge.

Information Security issues to be considered when implementing your policy
include the following:

« If information relating to internal projects is accessed by unauthorised persons,
the organisation's plans and objectives can become exposed to both
unauthorised persons internally and also to external parties. Such disclosure
can have serious impact upon an organisation's market valuation (share price),
public and employee relations.

e Sensitive or classified organisation data may be released along with unclassified
data.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.1.1 Access control policy
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Policy 030517
Updating Customer Information

SUGGESTED POLICY STATEMENT

""Customer information may only be updated by authorised personnel.
Customer data is to be safeguarded using a combination of technical
access controls and robust procedures, with all changes supported by
journals and internal audit controls."

EXPLANATORY NOTES

Customer information held by the organisation needs regular updates, including
additions, modifications, and archiving. At all such times, confidentiality must be
maintained.

Information Security issues to be considered when implementing your policy
include the following:

* Where customer information is unavailable due to an incorrect update or other
inaccuracy, all records pertaining to that customer may become corrupted,
causing potential loss and even legal infringement.

» Confidential customer data supplied may be incorrect, either intentionally or in
error.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.4 Data protection and privacy of personal information
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Policy 030518
Using Meaningful File Names

SUGGESTED POLICY STATEMENT

"The naming of the organisation’'s data files must be meaningful and
capable of being recognised by its intended users."

EXPLANATORY NOTES

The naming of files is often arbitrary and therefore results in unintended confusion.
Standards and naming conventions should be established.

Information Security issues to be considered when implementing your policy
include the following:

* Meaningless or non-standard file names can result in data becoming lost or
hard to find.

» Staff must be required to comply with standards for naming data files and data
structures.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

5.2.2 Information labelling and handling
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Policy 030519
Using Headers and Footers

SUGGESTED POLICY STATEMENT

"A document's security classification level and ownership should be stated
within the header and footer space on each page of all documents.”

EXPLANATORY NOTES

All pages should at a minimum have headers and footers which display their
classification level and ownership copyright.

Information Security issues to be considered when implementing your policy
include the following:

» The classification of a document is not displayed thereby risking possible
inadvertent exposure to unauthorised persons.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

5.2.1 Classification guidelines
5.2.2 Information labelling and handling
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Policy 030520
Using and Deleting ‘Temp’ Files

SUGGESTED POLICY STATEMENT

"Temporary files on users’ PCs and laptops are to be deleted regularly to
prevent possible misuse by possible unauthorised users.”

EXPLANATORY NOTES

Computer systems often use temporary files as a way to simplify the management
of data you are working with, e.g. temporary back ups and fast saves, clip board
files, printer files etc.

Information Security issues to be considered when implementing your policy
include the following:

» If your PC's operating system or a software program crashes, 'temp' files may
be left behind which could disclose confidential information to unauthorised
persons

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.4 Housekeeping
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Policy 030521
Using Customer and Other Third Party Data Files

SUGGESTED POLICY STATEMENT

"Customer contact information is to be classified as Highly Confidential
and secured accordingly.”

EXPLANATORY NOTES

Customer and other contact address files could be important information to your
competitors. They should be considered as sensitive material and secured
accordingly.

Information Security issues to be considered when implementing your policy
include the following:

* The theft of customer and contact information is not only the potential loss of a
business asset it may also contravene the law.

* Where contact information is incorrect or 'dated’ you may inadvertently send
confidential information which may then be stolen with any confidentiality lost.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1 Compliance with legal requirements
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Policy 030522
Saving Data / Information by Individual Users

SUGGESTED POLICY STATEMENT

"All users of information systems whose job function requires them to
create or amend data files, must save their work on the system regularly
in accordance with best practice, to prevent corruption or loss through
system or power malfunction."

EXPLANATORY NOTES

The saving of data in a structured and timely manner is good practice for all users
of workstations and terminals.

Information Security issues to be considered when implementing your policy
include the following:

» Overwriting data files using the same file name will destroy any previous file;
which could lead to problems in the event that the new version is incorrect or
possibly corrupted.

« Failing to save data can result in the loss of work in the event of a system
crash.

e Saving data in an incorrect folder or disk can frustrate colleagues and can lead
to the use of 'old' or incorrect data in error.

* Saving data on a local workstation disk (e.g. the 'C drive') may appear more
convenient but it can frustrate access by colleagues and probably will not be
backed up.

e Saving data on your 'system disk' (e.g. the 'C' drive) is particularly risky as any
requirement to upgrade / replace the operating system would likely destroy the
data files (unless you remembered to back them up!)

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

5.2.2 Information labelling and handling
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Sub-Chapter 06
Backup, Recovery and Archiving

Policy 030601 Restarting or Recovering your System
Policy 030602 Backing up Data on Portable Computers
Policy 030603 Managing Backup and Recovery Procedures
Policy 030604 Archiving Information

Policy 030605 Archiving Electronic Files

Policy 030606 Recovery and Restoring of Data Files

CHAPTER O3 - PROCESSING INFORMATION AND DOCUMENTS

Page 148 of 522
SuB-CHAPTER 06 - BACKUP, RECOVERY AND ARCHIVING 9

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 030601
Restarting or Recovering your System

SUGGESTED POLICY STATEMENT

"Information system owners must ensure that adequate back up and
system recovery procedures are in place.”

EXPLANATORY NOTES

The facilities employed to ensure that your computer processing re-starts
successfully after a voluntary or enforced close down.

Information Security issues to be considered when implementing your policy
include the following:

* The unavailability of your systems (and data) following an interruption to
normal processing can impact on business operations and efficiency.

e Corruption / loss of some data following an interruption to normal processing
can disrupt operations and delay business processing.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.4.1 Information back-up
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Policy 030602
Backing up Data on Portable Computers

SUGGESTED POLICY STATEMENT
"Information and data stored on Laptop or portable computers must be

backed up regularly. It is the responsibility of the user to ensure that this
takes place on a regular basis."

EXPLANATORY NOTES

Backing up data held on portable computing devices is a means to protect against
loss.

Information Security issues to be considered when implementing your policy
include the following:

 Data held on a laptop computer may be lost, due to an internal (system)
failure; such data may be of significant value - especially to the individual
concerned.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.8.1 Mobile computing
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Policy 030603
Managing Backup and Recovery Procedures

SUGGESTED POLICY STATEMENT

"Backup of the organisation’s data files and the ability to recover such
data is a top priority. Management are responsible for ensuring that the
frequency of such backup operations and the procedures for recovery
meet the needs of the business.”

EXPLANATORY NOTES

The need for, and creation of, end of day backup files cannot be over emphasised
as they allow you to restore either the whole system or perhaps selected data files,
to a specified 'end of day' position. However, the procedures used to initiate such a
'recovery’ must be clearly documented and tested - the Information Security
implication of an inappropriate or incorrect file restore, are significant.

Information Security issues to be considered when implementing your policy
include the following:

If restore procedures have not been tested, a partial or invalid restore can corrupt
the entire system, which may partly or extensively terminate business operations

 Where backup procedures are inadequate or lacking, data may be lost or,
effectively, unavailable, this compromising the organisation’s business
processes.

» Opportunistic or malicious modification of the daily backup sequence results in
a failure to safeguard all required data.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.4.1 Information back-up
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Policy 030604
Archiving Information

SUGGESTED POLICY STATEMENT

"The storage media used for the archiving of information must be
appropriate to its expected longevity. The format in which the data is
stored must be carefully considered, especially where proprietary formats
are involved.”

EXPLANATORY NOTES

This refers to information which is not required on a day to day basis, but which
needs to be retained for a certain period, and also information which is retained in
perpetuity and referred to infrequently but periodically. Such data is often
removed from your day-to-day processing, thereby reducing the overhead on
storage and processing resources.

Information Security issues to be considered when implementing your policy
include the following:

 Weaknesses in the longevity of the media used for archives can result in a
failure to restore the required data when, eventually, it is needed.

» Archived data can often be retained in a proprietary format which is no longer
supported by your present systems, thus frustrating attempts at access.

N.B. This is a real risk that has yet to be fully quantified. With the accelerating
evolution of operating systems, processor technology, and applications
software, it is uncertain which of the late 20th century and early 21st century
'standards’, will still be in use say in 10 years time, when the need arises to
restore the data files from pre-2000.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.4.1 Information back-up
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Policy 030605
Archiving Electronic Files

SUGGESTED POLICY STATEMENT

"The archiving of electronic data files must reflect the needs of the
business and also any legal and regulatory requirements."

EXPLANATORY NOTES

Archiving electronic files follows the same guidelines as archiving documents, but
covers additional information about retrieval.

Information Security issues to be considered when implementing your policy
include the following:

* Not having a suitable Retention Policy could lead to data being deleted
inappropriately.

Where legacy documents 'cannot be found' they may have been inappropriately
deleted or prematurely archived.

« Information can be lost whilst storing confidential items off site.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.4.1 Information back-up
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Policy 030606
Recovery and Restoring of Data Files

SUGGESTED POLICY STATEMENT

"Management must ensure that safeguards are in place to protect the
integrity of data files during the recovery and restoration of data files;
especially where such files may replace more recent files."

EXPLANATORY NOTES

Saving of data on a backup tape or disc is a core process in the security of your
information.

Information Security issues to be considered when implementing your policy
include the following:

» Data could be accessed and restored by unauthorised parties using similar
backup software.

 The required data, when restored, is not on the designated backup tape or disc
resulting in confusion and potential loss.

 The required data, whilst located and restored, is found to be corrupt.

« Data may be lost or overwritten by the incorrect restoration from back up
media.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.4.1 Information back-up

CHAPTER O3 - PROCESSING INFORMATION AND DOCUMENTS

Page 154 of 522
SuB-CHAPTER 06 - BACKUP, RECOVERY AND ARCHIVING 9

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™

Information Security Policies

Sub-Chapter 07
Document Handling

Policy 030701
Policy 030702
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Policy 030704
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Policy 030707
Policy 030708
Policy 030709
Policy 030710
Policy 030711

Policy 030712

Managing Hard Copy Printouts
Photocopying Confidential Information
Filing of Documents and Information
The Countersigning of Documents
Checking Document Correctness
Approving Documents

Verifying Signatures

Receiving Unsolicited Mail

Style and Presentation of Reports
Transporting Sensitive Documents
Shredding of Unwanted Hardcopy
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Policy 030701
Managing Hard Copy Printouts

SUGGESTED POLICY STATEMENT

""Hard copies of sensitive or classified material must be protected and
handled according to the distribution and authorisation levels specified for
those documents.”

EXPLANATORY NOTES

Managing and controlling the hard-copy reports produced by your computer
programs.

N.B. The guidance provided in this section is aimed primarily at paper-based
reports, however similar guidelines also apply to other forms of non-electronic
output, such as microfiche.

Information Security issues to be considered when implementing your policy
include the following:

» Sensitive documented information material may be routed to office printers
where confidentiality may be lost; or at the least, threatened.

» Secure filing systems are to be used for sensitive documents and reports in
order to avoid access by unauthorised persons.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures

CHAPTER O3 - PROCESSING INFORMATION AND DOCUMENTS
SUB-CHAPTER O7 - DOCUMENT HANDLING

Page 156 of 522

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 030702
Photocopying Confidential Information

SUGGESTED POLICY STATEMENT

"All employees to be aware of the risk of breaching confidentiality
associated with the photocopying (duplication) of sensitive documents.
Authorisation from the document owner should be obtained where
documents are classified as Highly Confidential or above."

EXPLANATORY NOTES

Photocopy machines are located in almost every office in the world. Often located
in public areas they are simple to use and almost everyone has occasion to do so
as a legitimate part of their job. This makes spotting fraudulent use all the more
difficult.

Information Security issues to be considered when implementing your policy
include the following:
* Unauthorised copies can be made releasing confidential information.

» Authorised copies may be mislaid, disclosing confidential information to
unauthorised parties.

» Unauthorised persons can nevertheless sometimes gain access to sensitive
material and use copying facilities for personal or other reasons.

* Unauthorised people may see and remove copies during the copy / binding
process.

* Unauthorised people may see the contents of the document during copying.
« Confidentiality can be breached by original sheets being left in machine.

» Sheets of partially copied material can become jammed in the machine which
can disclose sensitive information to unauthorised persons e.g. the person
removing the blockage.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures
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Policy 030703
Filing of Documents and Information

SUGGESTED POLICY STATEMENT

"All information used for, or by the organisation, must be filed
appropriately and according to its classification."

EXPLANATORY NOTES

Secure filing and storage of sensitive material is essential to guard against loss
and unauthorised access.

Information Security issues to be considered when implementing your policy
include the following:

* Important information may be lost or stolen because files have been misplaced
or lost.

* Informal document filing procedures could result in theft of information.

* In the event of fire, flood or other disaster, documents may be destroyed.

 Where sensitive information is not handled appropriately, it could be seen by
unauthorised persons.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures
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Policy 030704
The Countersigning of Documents

SUGGESTED POLICY STATEMENT

""Documents should be countersigned (either manually or electronically)
to confirm their validity and integrity; especially those which commit or
oblige the organisation in its business activities."

EXPLANATORY NOTES

A sign off process is intended to ensure that the transaction or document has been
properly checked and authorised. Normally, the person applying the second
signatory or initial will take prime responsibility.

Information Security issues to be considered when implementing your policy
include the following:

« If transactions are not verified for correctness, there is a high risk of loss
through mistake or theft.

* Organisation resources may be stolen or misappropriated if there is no
accountability for information correctness.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures
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Policy 030705
Checking Document Correctness

SUGGESTED POLICY STATEMENT
"Documents should be checked to confirm their validity and integrity;

especially those which commit or oblige the organisation in its business
activities."

EXPLANATORY NOTES

Sound decision making relies on having the correct information available. With
most security breaches being the result of internal errors checking documents for
correctness becomes a high priority.

Information Security issues to be considered when implementing your policy
include the following:

» If documents are not reviewed for correctness this may result in incorrect
decisions being made and possibly cause financial loss.

* Unverified information may be unreliable.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures
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Policy 030706
Approving Documents

SUGGESTED POLICY STATEMENT

"All written communications sent out by the organisation to third parties
are to be approved by authorised persons.”

EXPLANATORY NOTES
The authorisation of documents is fundamental to their acceptance and credibility.

Information Security issues to be considered when implementing your policy
include the following:

* Unauthorised documents could be acted upon resulting in financial loss.

* Documents are to be authorised strictly in accordance with the organisation's
authorised signatory policy and procedures.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures
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Policy 030707
Verifying Signatures

SUGGESTED POLICY STATEMENT

"All sighatures authorising access to systems or release of information
must be properly authenticated."

EXPLANATORY NOTES

It is critical to establish the signatory's authenticity and level of authority. This
topic deals with physical signatures. Digital /electronic signatures are covered
elsewhere.

Information Security issues to be considered when implementing your policy
include the following:

« Data or information may be stolen by using an unauthenticated signature.

* Where the signatory is not authorised to approve a particular transaction or
activity, financial loss may result.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures

CHAPTER O3 - PROCESSING INFORMATION AND DOCUMENTS

Page 162 of 522
SUB-CHAPTER O7 - DOCUMENT HANDLING 9

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 030708
Receiving Unsolicited Mail

SUGGESTED POLICY STATEMENT

"Unsolicited mail should not receive serious attention until and unless the
sender’s identity and authenticity of the mail have been verified."”

EXPLANATORY NOTES

Unsolicited mail may simply be misaddressed, and therefore returning it to sender
may be all that is required. However, you should be aware that unsolicited physical
and electronic mails may be used to probe your security systems and to gain
unauthorised information.

Information Security issues to be considered when implementing your policy
include the following:

* You may unintentionally disclose additional sensitive information when
returning mail to the original sender.

« Information is disclosed in response to letters or memos which look official.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures
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Policy 030709
Style and Presentation of Reports

SUGGESTED POLICY STATEMENT

"An agreed ‘corporate’ document style should be used which promotes
consistency, integrity and promotes the agreed ‘image’ of the
organisation."

EXPLANATORY NOTES

The risks to organisation information are made greater when you do not maintain
organisation document standards. These standards for documentation presentation
and report structures should give the author a framework to write reports and the
audience a way to quickly absorb the correct message or information.

Information Security issues to be considered when implementing your policy
include the following:

Where non standard presentation styles are used, this may result in confused
messages and possibly conflicting statements.

* Style standards and templates are to be developed and implemented in order
to ensure standardisation across the organisation.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures
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Policy 030710
Transporting Sensitive Documents

SUGGESTED POLICY STATEMENT

"The designated owners of documents which contain sensitive information
are responsible for ensuring that the measures taken to protect their
confidentiality, integrity and availability, during and after transportation /
transmission, are adequate and appropriate.”

EXPLANATORY NOTES

When selecting the most suitable delivery option for your documents it is
important to pay strict attention to the information classification level and to any
security risk to the information, such as mishandling and misuse, and also to the
potential for theft inherent in each delivery option, delivery media and delivery
location.

Information Security issues to be considered when implementing your policy
include the following:

« If the transport medium is inappropriate for the sensitivity / value of the
information being transported, it could facilitate the theft of the contents whilst
in transit.

e If the transport medium used does not protect confidential data, or does not
protect from transit damage, information may be lost or at least delayed.

» Electronic transport methods may expose or damage confidential data in
transit.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

5.2.2 Information labelling and handling
8.7.2 Security of media in transit
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Policy 030711
Shredding of Unwanted Hardcopy

SUGGESTED POLICY STATEMENT

"All documents of a sensitive or confidential nature are to be shredded
when no longer required. The document owner must authorise or initiate
this destruction.”

EXPLANATORY NOTES

All organisations print documents and reports. Unwanted hardcopy, especially
confidential or controlled copies, should be disposed of securely. The data owner is
the only person allowed to authorise document destruction. It is common practice
to shred sensitive material.

Information Security issues to be considered when implementing your policy
include the following:

« Unintentional leaking of sensitive information from discarded confidential
material.

* If third party secure disposal firms are used, ensure that their procedures
conform to your expectations.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.2 Disposal of media
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Policy 030712
Using Good Document Management Practice

SUGGESTED POLICY STATEMENT

"All users of information systems must manage the creation, storage,
amendment, copying and deletion / destruction of data files in a manner
which safeguards and protects the confidentiality, integrity and
availability of such files. The degree to which software techniques and
disciplined user procedures are necessary will be applied by management
and determined by the classification of the information / data in
guestion.”

EXPLANATORY NOTES

The integrity of the information held in documents is compromised if the status of
the document itself is in doubt.

Information Security issues to be considered when implementing your policy
include the following:

« Confusion may arise between different versions of a document, e.g. because
there may be multiple copies, none of which is the authoritative version.

* Documents that should be retained may be accidentally lost or simply
destroyed / deleted in error.

* Authenticity may be in question because of possible manipulation of text in
electronic documents.

 The context of documents may be lost, e.g. because related documents are not
linked or kept together.

 Documents may become inaccessible because of technological change, e.g.
changes in software or storage media making the files unreadable.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.3 Information handling procedures
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Policy 030801
Using Encryption Techniques

SUGGESTED POLICY STATEMENT

"Where appropriate, sensitive or confidential information or data should
always be transmitted in encrypted form. Prior to transmission,
consideration must always be given to the procedures to be used between
the sending and recipient parties and any possible legal issues from using
encryption techniques.”

EXPLANATORY NOTES
Encrypting or scrambling data to assure confidentiality and integrity.

Information Security issues to be considered when implementing your policy
include the following:

 Weak administration and procedures surrounding the all-important encryption
keys can limit the effectiveness of this security measure.

* Encrypted information may be secure, but it may also prove to be inaccessible,
even to authorised persons, where keys are poorly managed.

* Processor capacity (overhead)is used by the process of encryption and
decryption. Lack of available capacity could lead to the data being effectively
'unavailable' when actually needed.

* In some countries, it is illegal to use ciphers; or the type of permissible cipher
may be strongly regulated. This could result in unintentionally breaking the law
where encrypted data is sent to such a country.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)
5.2.1 Classification guidelines

10.3.2 Encryption
12.1.6 Regulation of cryptographic controls
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Policy 030802
Sharing Information

SUGGESTED POLICY STATEMENT

"Persons responsible for Human Resources Management are to ensure
that all employees are fully aware of their legal and corporate duties and
responsibilities concerning the inappropriate sharing and releasing of
information, both internally within the organisation and to external
parties."

EXPLANATORY NOTES

Sharing information between different divisions, groups or sections of your
organisation is often necessary for the business or organisation to function. This
raises Information Security issues.

Information Security issues to be considered when implementing your policy
include the following:

» Confidential data that is not protected from, or released to, unauthorised
parties is a fundamental Information Security failure which can lead to
prosecution where the organisation’'s management has failed to execute its
duty of care.

 The inappropriate and possibly unlawful release of information may result in
legal liability and prosecution.

» Release of certain data, even if inadvertently, to other parts of your
organisation may contravene legal and / or other regulations, and could lead to
prosecution or other penalties.

* The recipient of the information, or the recipient's systems, may jeopardise the
confidentiality of sensitive documents and data, thereby becoming a security
threat which could be exploited.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

5.2.1 Classification guidelines
12.1.4 Data protection and privacy of personal information
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Policy 030803
Sending Information to Third Parties

SUGGESTED POLICY STATEMENT

"Prior to sending information to third parties, not only must the intended
recipient be authorised to receive such information, but the procedures
and Information Security measures adopted by the third party, must be
seen to continue to assure the confidentiality and integrity of the
information."

EXPLANATORY NOTES

When sending information to external third parties the principal consideration
should be the integrity and confidentiality of the data.

Information Security issues to be considered when implementing your policy
include the following:

* Third parties receiving the data may not treat it in a confidential manner,
resulting in the data being accessed by unauthorised persons.

* Information security procedures at the offices of the recipient may be
inadequate.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.7.1 Information and software exchange agreements
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Policy 030804
Maintaining Customer Information Confidentiality

SUGGESTED POLICY STATEMENT
"Information relating to the clients and third party contacts of the

organisation is confidential, and must be protected and safeguarded from
unauthorised access and disclosure.™

EXPLANATORY NOTES

Keeping customer information confidential is both a legal requirement and
essential for organisational credibility.

Information Security issues to be considered when implementing your policy
include the following:

» The confidentiality of personal customer data may be compromised if it is given
to an unauthorised third party.

* The confidentiality of data may be compromised if requests by unauthorised
persons are acceded to.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.4 Data protection and privacy of personal information
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Policy 030805
Handling of Customer Credit Card Detalils

SUGGESTED POLICY STATEMENT

""Customer credit card details entrusted to the organisation must be
afforded a combination of security measures (technology and procedural)
which, in combination, prevent all recognised possibilities of the card
details being accessed, stolen, modified or an any other way divulged to
unauthorised persons.™

EXPLANATORY NOTES

The use of credit and debit cards has become a major means of making small
purchases; especially in the retail / personal sector of Business to Consumer e-
Commerce. However, with their ease of use, comes a significant security
challenge, both for the card holder, the card issuer (who usually indemnifies the
card holder against fraud), and the merchant accepting the card.

Information Security issues to be considered when implementing your policy
include the following:

* The theft of clients' credit card details jeopardises not only your organisation's
reputation with clients and the Card Issuers, but also places the card holders at
financial risk.

* Where clients' credit card details are not kept secure, there is a real risk of
disclosure to unauthorised persons.

« Disclosure of clients' credit card details to anyone who is not explicitly
authorised, jeopardises not only your organisation's reputation with clients and
the Card Issuers, but also places the card holders at financial risk.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.7.3 Electronic commerce security
12.1.4 Data protection and privacy of personal information
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Policy 030806
Fire Risks to Your Information

SUGGESTED POLICY STATEMENT

"All data and information must be protected against the risk of fire
damage at all times. The level of such protection must always reflect the
risk of fire and the value and classification of the information being
safeguarded.”

EXPLANATORY NOTES

Fire is one of the worst non technology risks you may face. It can cause significant
structural damage to your systems.

Information Security issues to be considered when implementing your policy
include the following:

» The security of information may be forgotten when a fire evacuation is ordered
for the building.

« Although the safety of employees and other persons on the premises must
remain paramount, adequate procedures should be in place concerning the
security of valuables and information.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.2.1 Equipment siting and protection

CHAPTER O3 - PROCESSING INFORMATION AND DOCUMENTS

P 174 of 522
SUB-CHAPTER 08 - SECURING DATA age of's

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 030807
Sending Out Reports

SUGGESTED POLICY STATEMENT

"Prior to sending reports to third parties, not only must the intended
recipient(s) be authorised to receive such information, but the procedures
and Information Security measures adopted by each third party, must be
seen to continue to assure the confidentiality and integrity of the
information."

EXPLANATORY NOTES

When sending out reports be sure that you maintain the confidentiality, and
integrity of any data contained therein.

Information Security issues to be considered when implementing your policy
include the following:

» Sensitive information may be made available to unauthorised individuals.
Reports may be leaked.
e Sensitive information may be included in incorrectly classified reports.

* Sensitive information in reports whether sent electronically or by paper, could
be intercepted.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.1 Information and software exchange agreements
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Policy 030808
Dealing with Sensitive Financial Information

SUGGESTED POLICY STATEMENT
"Sensitive financial information is to be classified as Highly Confidential
and must be afforded security measures (technology and procedural)

which, in combination, safeguard such information from authorised access
and disclosure."

EXPLANATORY NOTES
Financial information is usually sensitive, especially in competitive markets.

Information Security issues to be considered when implementing your policy
include the following:

* Sensitive financial information could be lost or stolen.

» Sensitive financial information may be given to unauthorised parties
unintentionally.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

5.2.1 Classification guidelines

CHAPTER O3 - PROCESSING INFORMATION AND DOCUMENTS

P 176 of 522
SUB-CHAPTER 08 - SECURING DATA age 176 of 5

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 030809
Deleting Data Created / Owned by Others

SUGGESTED POLICY STATEMENT

"Data is to be protected against unauthorised or accidental changes, and
may only be deleted with the proper authority.”

EXPLANATORY NOTES

With today's technology it is simple to share information with many people, both
intentionally and unintentionally. This raises the problem of data ownership and
data custodians, i.e. who is entitled to modify and delete specific data.

Good document management and access control will go a long way to protecting
the integrity of your data. Deleting data is a valid house keeping function of the
data owners themselves, however, it is wise to back up all such data beforehand.

Information Security issues to be considered when implementing your policy
include the following:

+ Data and information files may be deleted by unauthorised person, e.g. ill
intentioned staff, contractors or even hackers.

« Data may be mistakenly deleted or lost by either technical or business
personnel who are manipulating and viewing the data.

* Shared data may be accidentally deleted in error.

« Data may not be available when required.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.1.1 Access control policy
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Policy 030810
Protecting Documents with Passwords

SUGGESTED POLICY STATEMENT

"Sensitive / confidential electronic data and information should be
secured, whenever possible, with access control applied to the directory
on the (computer) system concerned. The sole use of passwords to secure
individual documents is less effective, and hence discouraged, as
passwords may be either forgotten or become revealed (over time) to
unauthorised persons.™

EXPLANATORY NOTES

The simplest way to limit access by unauthorised people to your documentation is
to apply a password. You may however forget your password and then encounter
problems accessing your data.

Information Security issues to be considered when implementing your policy
include the following:

* Opening a document or spreadsheet may be impossible where the password
has been forgotten or the owner is no longer available.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.1.1 Access control policy
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Policy 030811
Printing of Classified Documents

SUGGESTED POLICY STATEMENT
"Information classified as Highly Confidential or Top Secret, may never be
sent to a network printer without there being an authorised person to

retrieve it and hence safeguard its confidentiality during and after
printing.”

EXPLANATORY NOTES

Classified documents should have their printing 'rules’ included in the master
document. All confidential documents should not be unnecessarily copied or have
extra copies printed.

Information Security issues to be considered when implementing your policy
include the following:

* Confidential data is accessed by unauthorised parties using
unofficial/unapproved printed copies.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

7.3.1 Clear desk and clear screen policy
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Policy 030901
Using Dual Input Controls

SUGGESTED POLICY STATEMENT

"The decision whether dual control is required for data entry is to be
made by the information system owner. Where so required, secure data
handling procedures including dual input are to be strictly adhered to."

EXPLANATORY NOTES

Establishing and using a means of verifying and / or validating data by inputting it
a second time to a system, and having the results compared to ensure
consistency. Such features are often found where the validation of a financial entry
is critical, e.g. a payment system.

Information Security issues to be considered when implementing your policy
include the following:

* Fraudulent data, input to your system, can result in loss for the organisation.

e Dual control systems should be implemented whenever there is a high risk of
loss through single level controls.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.1.4 Segregation of duties
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Policy 030902
Loading Personal Screen Savers

SUGGESTED POLICY STATEMENT

"Employees are not permitted to load non-approved screen savers onto
the organisation's PCs, laptops and workstations."

EXPLANATORY NOTES

Screen savers are small computer programs which reduce or eliminate 'screen
burn’' and often provide some visual entertainment or interest.

Information Security issues to be considered when implementing your policy
include the following:

* Screen savers can include viruses and other malicious code resulting in local,
and potentially, network wide damage.

» Highly graphical (sound and video) screen savers can impact on your systems'
resources both by using a relatively large amount of disk storage space and by
requiring a significant memory and processor power.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.3.1 Controls against malicious software
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Policy 030903
Using External Disposal Firms

SUGGESTED POLICY STATEMENT

"Any third party used for external disposal of the organisation’s obsolete
equipment and material must be able to demonstrate compliance with this
organisation’s Information Security Policies and also, where appropriate,
provide a Service Level Agreement which documents the performance
expected and the remedies available in case of non compliance.”

EXPLANATORY NOTES

This activity involves the employment of a firm to dispose of surplus materials and
equipment. See also Disposing of Obsolete Equipment.

Information Security issues to be considered when implementing your policy
include the following:

» Confidentiality of your information may be breached because the disposal firm
does not specialise in handling confidential data securely.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.2.2 Security requirements from third party contracts
8.6.2 Disposal of media
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Policy 030904
Using Photocopier for Personal Use

SUGGESTED POLICY STATEMENT
"The use of photocopiers or duplicators for personal use is discouraged.

In exceptions, specific permission may be given by the employee’s
immediate supervisor or manager."

EXPLANATORY NOTES

If the organisation permits staff to use the photocopier for personal use then
specific permission should be granted every time this is done.

Information Security issues to be considered when implementing your policy
include the following:

» Permitting personal use provides greater opportunity to copy and remove
sensitive material

» Allowing personal use may encourage the pilfering of paper and other
resources.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.5 Prevention of misuse of information processing facilities
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Policy 030905
Speaking to the Media

SUGGESTED POLICY STATEMENT

"Only authorised personnel may speak to the media (newspapers,
television, radio, magazines etc.) about matters relating to the
organisation.”

EXPLANATORY NOTES

As most people are not trained to deal with the media, and they may not be aware
of the significance of data passed to the media, many companies use designated
spokespersons to handle media enquires. Small pieces of information, although
insignificant in themselves, can be used to build a larger picture of more sensitive
matters.

Information Security issues to be considered when implementing your policy
include the following:

e Manipulation by journalists may result in unintentional disclosure of
organisation information.

* Unauthorised disclosure of sensitive organisation data may result in confidential
information becoming public knowledge.

* Information may be passed to the media unwittingly.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

6.1.3 Confidentiality agreements
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Policy 030906
Speaking to Customers

SUGGESTED POLICY STATEMENT

"Information regarding the organisation’'s customers or other people
dealing with the organisation is to be kept confidential at all times. The
information should only released by authorised and trained persons."

EXPLANATORY NOTES

Dealing with customers is a highly skilled activity requiring interpersonal skills
which strikes a balance between organisation needs and customer demands. Some
organisations have a customer services department who are trained to handle
customer queries or complaints. Employees should be alert to potential security
risks when releasing information to customers.

Information Security issues to be considered when implementing your policy
include the following:

« Confidential organisation data may be incorrectly released to unauthorised third
parties.
» Information may be requested by unauthorised persons.

» Customers may request confidential data to be released.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

6.1.3 Confidentiality agreements
12.1.4 Data protection and privacy of personal information
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Policy 030907
Need for Dual Control /7 Segregation of Duties

SUGGESTED POLICY STATEMENT

"The techniques of dual control and segregation of duties are to be
employed to enhance the control over procedures wherever both the risk
from, and consequential impact of, a related Information Security incident
would likely result in financial or other material damage to the
organisation.”

EXPLANATORY NOTES

There is no way to completely prevent fraud in an organisation. However,
segregation of duties is a primary internal control which prevents, or decreases the
risk of errors, or irregularities, and identifies problems. This is achieved when an
individual does not have control over all phases of a transaction. Likewise dual
control is a simple means of ensuring that colleagues perform critical activities as a
team.

Information Security issues to be considered when implementing your policy
include the following:
« Information and resources may be accessed with the intent to defraud.

e In centralised computer environments, system administration and user
activities should be separated otherwise sensitive data may be compromised.

* Fraudulent activities may be hidden, unless potential areas of fraud are
identified and their duties segregated. The opportunity for fraud or errors is
high where activities are not under dual control.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.1.4 Segregation of duties
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Policy 030908
Using Clear Desk Policy

SUGGESTED POLICY STATEMENT

"This organisation expects all employees to operate a clear desk policy."

EXPLANATORY NOTES

With open plan offices now common you may accidentally expose confidential
material. Information can be read from papers on your desk, especially when you
away from your desk. A Clear Desk Policy is an effective safeguard.

Information Security issues to be considered when implementing your policy
include the following:

* Material could be removed from your desk or work area and copied or stolen.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

7.3.1 Clear desk and clear screen policy
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Policy 030909
Misaddressing Communications to Third Parties

SUGGESTED POLICY STATEMENT
"E-mail addresses and faxes are to be checked carefully prior to dispatch,
especially where the information is considered to be confidential; and

where the disclosure of the e-mail addresses or other contact information,
to the recipients is a possibility."

EXPLANATORY NOTES

The risk of inadvertently passing information to unauthorised parties increases the
higher the level of automation of your communication processes.

Information Security issues to be considered when implementing your policy
include the following:

* You may send organisation data or information to unauthorised parties in error.

* Your e-mail distribution may disclose your entire customer and / or corporate
mailing list details to each of the recipients.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.5 Security of electronic office systems
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Policy 030910
Verifying Correctness of Information

SUGGESTED POLICY STATEMENT

"The organisation values the integrity and correctness of all its business
and related information and requires management to develop and adopt
the appropriate procedures in this regard.”

EXPLANATORY NOTES

The integrity of information is fundamental to any organisation, and every effort
must be made to implement the relevant safeguards, especially for data which falls
under the UK Data Protection Act 1998 (or equivalent).

Information Security issues to be considered when implementing your policy
include the following:

 Where controls and checks are not in place, the integrity of the organisation's
data may not be reliable, which in turn can lead to the integrity of the entire
organisation being compromised.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.2.4  Output data validation
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Policy 030911
Travelling on Business

SUGGESTED POLICY STATEMENT

"Employees travelling on business are responsible for the security of
information in their custody.”

EXPLANATORY NOTES

Staff may be required to travel both locally and overseas as part of their work
duties. Special care should be taken if using hotel facilities or commercial business
centres.

Information Security issues to be considered when implementing your policy
include the following:
 Documents stolen or misused whilst travelling.

Where no personal security risk assessment is undertaken prior to travel, this
can leave you unprepared for the real dangers which you may face at your
destination.

* Inadequate classification of documents created whilst travelling can lead to
inadvertent disclosure to unauthorised persons.

* Inadequate classification of documents created whilst travelling can lead to
inadvertent disclosure to unauthorised persons.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.8.1 Mobile computing
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Policy 030912
Checking Customer Credit Limits

SUGGESTED POLICY STATEMENT

"Credit may only be advanced to customers once credit limits have been
properly approved, in accordance with the organisation's usual financial
credit control procedures.”

EXPLANATORY NOTES

Customer's credit limits to be checked before confirming any order placed on
credit. When checking a customer’s credit limit you are accessing sensitive
information and therefore must observe the UK Data Protection Act or its local
equivalent.

Information Security issues to be considered when implementing your policy
include the following:
* Fraudulent credit applications result in loss or theft of goods.

* Unauthorised third parties may access customer details whilst credit checking a
customer.

* An outsourced credit-checking agency will have access to confidential client
details.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.4 Data protection and privacy of personal information
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CHAPTER 04

PURCHASING AND MAINTAINING

COMMERCIAL SOFTWARE

Sub-Chapter O1  Purchasing and Installing Software
Sub-Chapter 02  Software Maintenance & Upgrade

Sub-Chapter 03  Other Software Issues
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Sub-Chapter 01
Purchasing and Installing Software

Policy 040101 Specifying User Requirements for Software
Policy 040102 Selecting Business Software Packages
Policy 040103 Selecting Office Software Packages

Policy 040104 Using Licensed Software

Policy 040105 Implementing New / Upgraded Software
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Policy 040101
Specifying User Requirements for Software

SUGGESTED POLICY STATEMENT

"All requests for new applications systems or software enhancements
must be presented to senior management with a Business Case with the
business requirements presented in a User Requirements Specification
document.”

EXPLANATORY NOTES

Before deciding on the purchase of new software, it is essential to specify the
business and technical requirements that are to be met. This is usually
accomplished by means of a User Requirements Specification (URS).

Information Security issues to be considered when implementing your policy
include the following:

* A failure to specify requirements precisely can result in an inappropriate choice
of a system that is unable to meet business needs and expectations.

* A business which does not explore the issues from both technical and business
perspectives can have such weaknesses exposed during the project, resulting in
additional costs and loss of time.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.1.4 Authorisation process for information processing facilities
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Policy 040102
Selecting Business Software Packages

SUGGESTED POLICY STATEMENT

“The organisation should generally avoid the selection of business critical
software which, in the opinion of management, has not been adequately
proven by the early adopters of the system. The selection process for all
new business software must additionally incorporate the criteria upon
which the selection will be made. Such criteria must receive the approval
of senior management.”

EXPLANATORY NOTES

Except where there is a clear Business Case to justify the expenditure for bespoke
software, the majority of your software is likely to be packaged. Selecting the right
package is critical, because it is expensive to correct mistakes later, and will have
consequences for years to come.

N.B. This policy concerns software systems which directly support your business
processes, e.g. Accounting and General Ledger, Sales, Order Processing, Inventory
Control, and so forth, rather than selecting office software packages for word
processors, e-mail, etc.

Information Security issues to be considered when implementing your policy
include the following:

» Selecting a package which fails to meet your business needs can not only result
in direct financial loss, but inevitably wastes time and resources.

« Whilst the software may meet your requirements functionally, lack of available
support will increase the risk to your systems processing, and hence the
businesses which are reliant upon it.

« Many mature systems have been written for proprietary operating systems
which require daily support duties that rely on skills that are possibly less
common. The possible inadvertent neglect of such duties may result in failures
which endanger your business operations.

* The specification of your current equipment may be too low (or only marginally
adequate), resulting in strain and overload which could corrupt information if
the system were to crash.

e Business software is usually expected to work with other attached peripherals,
e.g. fax, scanner, modem, printers, etc. However, and especially with older
equipment, the drivers may be obsolete and only operate with certain software
etc.
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RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.1.4 Authorisation process for information processing facilities
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Policy 040103
Selecting Office Software Packages

SUGGESTED POLICY STATEMENT

“All office software packages must be compatible with the organisation’s
preferred and approved computer gperating system and platform.”

EXPLANATORY NOTES

Office software forms a critical link between the primary business systems in your
day to day work. The initial choice of the office package has far reaching
consequences; both for the selection of additional software in the future and for
the ease with which documents and information can be shared throughout the
organisation.

N.B. This policy is aimed primarily at those using the Microsoft Windows®
operating system. However, the issues and actions are applicable to all platforms.

Information Security issues to be considered when implementing your policy
include the following:

» Office software, pre-installed by your hardware supplier, may not meet your
organisation's needs. You can then become ’‘locked into' unsuitable systems and
effectively prevented from the correct choice of office software.

e Lack of set organisation standards can allow the user's personal preferences to
determine the choice of office software. This can cause delays and frustration,
with information being inaccessible to anyone not using the same office
software, or using a different version.

Where support for an old office system is poor or where the product has been
discontinued for some time, you are exposed in case of system failure or other
problem. You could lose information, simply because it can no longer be read.

N.B. The above is not an example of the adage "If it ain't broke, don't fix it"!
This issue is unlikely to go away. If anything, it will worsen over time and
possible force a change when it is least convenient.

 The use of separate office products across the organisation introduces the real
(and likely) risk of incompatible data formats.

» The specification of your current equipment may be too low or only marginally
adequate, resulting in strain and overload which could corrupt information if the
system were to crash.

» Office software is usually expected to work with other attached peripherals, e.g.
fax, scanner, modem, printers, etc. However, and especially with older
equipment, the drivers may be obsolete and only operate with certain software
etc.
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RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.1.4 Authorisation process for information processing facilities
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Policy 040104
Using Licensed Software

SUGGESTED POLICY STATEMENT

“To comply with legislation and to ensure ongoing vendor support, the
terms and conditions of all End User Licence Agreements are to be strictly
adhered to.”

EXPLANATORY NOTES

You must be licensed to use software and also adhere to the terms of the End User
License Agreement (EULA). This is necessary to comply with legal requirements
and to retain your eligibility for ongoing vendor support.

Information Security issues to be considered when implementing your policy
include the following:

» Using unlicensed software that is not being evaluated under the terms of the
licence, is a criminal offence in many countries. Both the individual concerned
and the directors (or equivalent) of the organisation may be held accountable.

 Where licence restrictions come to light following a period of use, there may be
additional and unexpected costs.

* Allowing software to expire or be unlicensed can result in the vendor's refusal
to provide support and / or upgrades at a reasonable price. For those areas
which rely upon the software in question, this places both the business
processes and the resultant information at risk.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.2.2 Software copyright
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Policy 040105
Implementing New / Upgraded Software

SUGGESTED POLICY STATEMENT

“The implementation of new or upgraded software must be carefully
planned and managed, ensuring that the increased Information Security
risks associated with such projects are mitigated using a combination of
procedural and technical control techniques.”

EXPLANATORY NOTES

All software (from the operating system to applications) needs to be updated
periodically. Whether this is a simple upgrade or a complete re-write of your main
system, it involves a series of steps, whose length depends on the size and
complexity of the system.

Information Security issues to be considered when implementing your policy
include the following:

 Where a new system is inadequately tested, it can result in substantial damage
to the business processes that rely on it, and to the data files it reads and
updates.

» Considering security requirements of a system as an afterthought may expose
the organisation to loss or fraud.

« Inadequate training for both technical and user staff, can result in costly errors
in information content and in business processing. This may compromise other
systems that rely on them.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.1 Security requirements of systems
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Policy 040201
Applying ‘Patches’ to Software

SUGGESTED POLICY STATEMENT

“Patches to resolve software bugs may only be applied where verified as
necessary and with management authorisation. They must be from a
reputable source and are to be thoroughly tested before use.”

EXPLANATORY NOTES

Patches are software bug 'fixes’, that is, they resolve problems reported by users.
Usually available for downloading on the vendor's Web site, their use requires
consideration of the relevant security issues.

Information Security issues to be considered when implementing your policy
include the following:

« If a patch is applied incorrectly or without adequate testing, your system and
its associated information can be placed at risk, possibly corrupting your live
data files.

« If patches are not reviewed and tested, important security fixes may leave your
systems exposed. This is especially true of 'office’ software.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.5.1 Change control procedures
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Policy 040202
Upgrading Software

SUGGESTED POLICY STATEMENT

“Upgrades to software must be properly tested by qualified personnel

before they are used in a live environment.”

EXPLANATORY NOTES

The status of software is rarely static. Software companies are either releasing bug
fixes (patches), or introducing new versions with enhanced functionality. However,
substantial Information Security issues are raised by this seemingly straight

forward process.

Information Security issues to be considered when implementing your policy

include the following:

« The new version may simply fail to perform as expected and / or may have key
features removed, enhanced or otherwise modified - potentially disrupting your

business operations.

» Users of an older version of the software can be prevented from reading files

created using a later release of the software.

* New software versions released following the merger of software companies

may contain unanticipated (new) code and / or bugs.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.2.2 System acceptance
10.5.1 Change control procedures
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Policy 040203
Responding to Vendor Recommended Upgrades to
Software

SUGGESTED POLICY STATEMENT

“The decision whether to upgrade software is only to be taken after
consideration of the associated risks of the upgrade and weighing these
against the anticipated benefits and necessity for such change.”

EXPLANATORY NOTES

Although software may be operating satisfactorily, vendors will promote the latest
releases to make additional sales and to migrate all customers to a common
version. This reduces their support costs and improves service levels. However,
upgrades usually entail risks.

Information Security issues to be considered when implementing your policy
include the following:

Where legacy software is running on an older operating system, the supplier
may announce that the next release will no longer be available for that platform
but for (say) Windows® 2000 or NT. This sounds straightforward, but it is
important to consider the implications in order to avoid making rash decisions.
There can be more than a single project to consider:-

* A hardware migration / upgrade.
* An operating system migration / upgrade.
A new version of the applications software to review, test and implement.

* A possible migration of data files to the new hardware and any interfaces which
integrate to other systems.

* In order to enhance functionality, the data file formats and processing routines
may have been modified. This might lead to problems in using your data and
established information handling routines.

* Reduced support for your (older) version of the system can mean delayed
response time or even a failure to resolve problems.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.2.2 System acceptance
10.5.1 Change control procedures

CHAPTER 04 - PURCHASING AND MAINTAINING VENDOR SOFTWARE
SUB-CHAPTER 02 - SOFTWARE MAINTENANCE AND UPGRADE

Page 205 of 522

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 040204
Interfacing Applications Software / Systems

SUGGESTED POLICY STATEMENT

“Developing Interfacing software systems is a highly technical task and
should only be undertaken in a planned and controlled manner by
properly qualified personnel.”

EXPLANATORY NOTES

Many software packages can exchange data and link with a variety of popular
systems. Such interfaces often need to be specially developed for bespoke or
legacy systems. Interfacing can be a complex process requiring data first to be
exported from one system, then massaged, and finally imported into the target
system. This process puts your data at great risk.

Information Security issues to be considered when implementing your policy
include the following:

* The purchase of a new system may have been agreed on the basis of the
apparent ease of interfacing to your current system(s). Interfacing problems
can result in substantial delays and even cause entire projects to fail, especially
where complex data massaging is required.

« Where an interface program is required to reformat the data to meet the needs
of the target system, such data massaging poses a risk of data modification
(possibly maliciously) and, thereby, inaccurate processing.

« Temporary files, created by interface program processing, and saved in a
temporary location, may contain sensitive data which unauthorised persons
might access, thus compromising the confidentiality of your information.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.1.1  Security requirements analysis and specification
10.5.2 Technical review of operating system changes
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Policy 040205
Supporting Application Software

SUGGESTED POLICY STATEMENT

“All application software must be provided with the appropriate level of
technical support to ensure that the organisation’s business is not
compromised by ensuring that any software problems are handled
efficiently with their resolution available in an acceptable time.”

EXPLANATORY NOTES

The adequacy of your routine applications support ('"Help Desk") can greatly
influence the frequency and severity of problems you experience. Where such
support is not readily available, technical staff and users may try to fix problems
themselves following various (possibly random) ideas, and in so doing,
compromise security.

Information Security issues to be considered when implementing your policy
include the following:

« Where a system has a poor or inadequate level of support, this may
compromise Information Security, as both users and local technical staff try to
fix / patch up the problem.

* In their frustration, users may call upon the office '‘power user' to resolve
problems, who in turn may implement a 'quick and dirty' solution. Security can
also be compromised if the ‘power user' is offered the users' passwords as they
attempt to solve the problem.

e Furthermore such 'ad hoc' solutions are rarely documented and followed up
with the vendor which can prolong the resolution of the problem.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.2.2 Security requirements in third party contracts
10.5 Security in development and support processes
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Policy 040206
Operating System Software Upgrades

SUGGESTED POLICY STATEMENT

“Necessary upgrades to the Operating System of any of the organisation’s
computer systems must have the associated risks identified and be
carefully planned, incorporating tested fall-back procedures. All such
upgrades being undertaken as a formal project.”

EXPLANATORY NOTES

Like any other system, the operating system (OS) of a computer uses software,
which, from time to time, requires patches and upgrades. However, unlike
individual application software upgrades, problems with OS upgrades can impact
on all applications running on the computer, and also on users logged on directly,
or via the network.

Information Security issues to be considered when implementing your policy
include the following:

«  Where an upgraded OS fails to perform as expected, it can jeopardise your
entire system and possibly also the network. The impact can be disastrous.

» If security aspects of the OS upgrade are addressed inadequately or
overlooked, this significantly increases risk, especially from those with technical
know-how who may exploit the weaknesses.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

10.5.2 Technical review of operating system changes
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Policy 040207
Support for Operating Systems

SUGGESTED POLICY STATEMENT

“Operating Systems must be regularly monitored and all required
‘housekeeping’ routines adhered to.”

EXPLANATORY NOTES

The operating system of desktop systems within your organisation will generally
run without substantial interference. However, for servers, mini-computers and
mainframes, especially those running mature Operating Systems (OS), day to day
housekeeping is usually required.

Information Security issues to be considered when implementing your policy
include the following:

 Where an upgraded operating system fails to perform as expected, this can
result in a loss of stability or even the total failure of some systems.

* Where housekeeping and routine support are informal or incident led,
weaknesses in the security safeguards can go undetected and offer the
potential for fraud or malicious damage.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

10.5.2 Technical review of operating system changes
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Policy 040208
Recording and Reporting Software Faults

SUGGESTED POLICY STATEMENT

“Software faults are to be formally recorded and reported to those
responsible for software support /7 maintenance.”

EXPLANATORY NOTES

A software fault prevents the proper and reliable use of an application or feature,
although reputable software and correct procedures have been used. A software
incident becomes a 'fault’ when the investigator has disproved other factors, such
as user error. An 'incident’ is an unexpected event or result which in itself may be
minor but may be symptomatic of a larger problem or may signal an actual or
potential security breach. All incidents must be taken seriously.

Information Security issues to be considered when implementing your policy
include the following:
» Errors are compounded due to delays in fault or incident reporting.

« Insufficient data may lead to incorrect diagnosis of the fault or may hide a
possible security breach.

* Where there are no procedures to monitor reported faults or to undertake trend
analysis, the underlying source of the problem may go undetected.

* No procedures in place to handle software fault reporting.

* Lack of any proactive preventative maintenance.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.4.3 Fault logging
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Sub-Chapter 03
Other Software Issues

Policy 040301 Disposing of Software
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Policy 040301
Disposing of Software

SUGGESTED POLICY STATEMENT

“The disposal of software should only take place when it is formerly
agreed that the system is no longer required and that its associated data
files which may be archived will not require restoration at a future point
in time.”

EXPLANATORY NOTES

Software is often licensed indefinitely. However, a change of organisation
circumstances may result in a decision to stop using a certain system or to move
to another. The removal and disposal of the software needs to be considered.

Information Security issues to be considered when implementing your policy
include the following:

» Disposing of software without adequate consideration could cause great
difficulties, especially where you need to restore the application's data files
from backup.

» If previous version(s) of software are disposed of prematurely, it may be
impossible to revert to the old software when problems are encountered with
the latest release.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.2 Disposal of media

CHAPTER 04 - PURCHASING AND MAINTAINING VENDOR SOFTWARE

Page 212 of 522
SuB-CHAPTER 03 - OTHER SOFTWARE ISSUES 9

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

CHAPTER 05

DEVELOPING AND MAINTAINING

IN-HOUSE SOFTWARE

Sub-Chapter 01  Controlling Software Code
Sub-Chapter 02  Software Development
Sub-Chapter 03 Testing & Training
Sub-Chapter 04 Documentation

Sub-Chapter 05 Other Software Development

CHAPTER O5 - DEVELOPING AND MAINTAINING IN-HOUSE SOFTWARE

Page 213 of 522

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE

USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™

Information Security Policies

Sub-Chapter 01
Controlling Software Code

Policy 050101
Policy 050102

Policy 050103

Policy 050104
Policy 050105

Policy 050106

Managing Operational Program Libraries
Managing Program Source Libraries

Controlling Software Code during Software
Development

Controlling Program Listings
Controlling Program Source Libraries

Controlling Old Versions of Programs

CHAPTER O5 - DEVELOPING AND MAINTAINING IN-HOUSE SOFTWARE
SuB-CHAPTER O1 - CONTROLLING SOFTWARE CODE

Page 214 of 522

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 050101
Managing Operational Program Libraries

SUGGESTED POLICY STATEMENT

“Only designated staff may access operational program libraries.
Amendments may only be made using a combination of technical access
controls and robust procedures operated under dual control.”

EXPLANATORY NOTES

Managing the directories within your computer system(s) in which operational
(live) software is stored.

Information Security issues to be considered when implementing your policy
include the following:

« If your operational program libraries are poorly protected, your software and
configuration files could be modified without authorisation, resulting in
disruption to your system and / or other incidents.

» Unauthorised use of production software can cause disruption to your systems
or fraud against your organisation.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.4.1(a) Control of operational software
10.5.1 Change control procedures
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Policy 050102
Managing Program Source Libraries

SUGGESTED POLICY STATEMENT

“Only designated staff may access program source libraries. Amendments
may only be made using a combination of technical access controls and
robust procedures operated under dual control.”

EXPLANATORY NOTES

Managing the directory areas within your system where the source code and object
code of your live and development systems are held. Live and development
libraries must always be kept separate.

Information Security issues to be considered when implementing your policy
include the following:

e Lack of the source code can make it difficult or impossible to maintain your
systems.

* Unauthorised amendment of source code can result in system failures and / or
malicious damage.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.4.3  Access control to program source library
10.5.1 Change control procedures
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Policy 050103
Controlling Software Code during Software
Development

SUGGESTED POLICY STATEMENT

“Formal change control procedures must be utilised for all changes to
systems. All changes to programs must be properly authorised and tested
before moving to the live environment.”

EXPLANATORY NOTES

Although many systems are based upon standard package software, many
organisations nevertheless continue to develop software, either as maintenance of
a legacy system, or because their needs are unique and competitive advantage is
gained by their specialised capability. As a result, even relatively small
organisations can find themselves managing a team of 'development’ staff. This
policy identifies some of the key Information Security issues related to such risks.

Information Security issues to be considered when implementing your policy
include the following:

» Insufficient testing of new software can often result in errors which disrupt your
operational systems.

* Where software coding standards have not been agreed, on going maintenance
can become onerous because the structure of the code is inconsistent.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

10.5.1 Change control procedures
10.5.3 Restrictions on changes to software packages
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Policy 050104
Controlling Program Listings

SUGGESTED POLICY STATEMENT

“Program listings must be controlled and kept fully up to date at all
times.”

EXPLANATORY NOTES

Controlling the printouts or reports, electronic or hard copy, of the application
source code which makes up the programs run on your system.

Information Security issues to be considered when implementing your policy
include the following:

* Loss or unavailability of a listing can result in delays in identifying the source of
a system problem, the result of which could be severe.

 Having a program listing available can used by anyone with ill intent or seeking
to defraud, as it gives them the precise logic and routines for the system in
question.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.6.4 Security of system documentation
10.4.3(f) Access control to program source library
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Policy 050105
Controlling Program Source Libraries

SUGGESTED POLICY STATEMENT

“Formal change control procedures with comprehensive audit trails are to
be used to control Program Source Libraries.”

EXPLANATORY NOTES
Monitoring and investigating changes made to your program source libraries.

Information Security issues to be considered when implementing your policy
include the following:

 Any unauthorised changes made to the program source libraries can open the
door to potential error or fraud.

« If audit trail reports and event logs are not regularly reviewed, incidents can
remain undetected.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.4.3  Access control to program source library
10.5.1 Change control procedures
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Policy 050106
Controlling Old Versions of Programs

SUGGESTED POLICY STATEMENT

“Formal change control procedures with comprehensive audit trails are to
be used to control versions of old programs.”

EXPLANATORY NOTES

Controlling the way in which you handle the application code of programs within
your system which has been superseded or discontinued.

Information Security issues to be considered when implementing your policy
include the following:

* If the program library has been removed or updated, you may not be able to
access or revert to the older version of the application if need be. This could
cause severe problems where there are found to be major bugs in the newer
version.

» Beware of old versions of programs being confused with the latest version,
resulting either in the loss of recent enhancements or a failure of other
systems, which depend on recent features.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.4.1  Control of operational software
10.5.1 Change control procedures
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Policy 050201
Software Development

SUGGESTED POLICY STATEMENT

“Software developed for or by the organisation must always follow a
formalised development process which itself is managed under the project
in question. The integrity of the organisation’s operational software code
must be safeguarded using a combination of technical access controls and
restricted privilege allocation and robust procedures.”

EXPLANATORY NOTES

Unless carefully managed, that which begins as a minor modification to a script
can migrate into an informal systems development effort, but with none of the
necessary controls and safeguards to protect the live operations of the
organisation.

Information Security issues to be considered when implementing your policy
include the following:

Where programmers work as independent units, bad or malicious code could be
copied into the source code with malicious or fraudulent intent; and no one
would know - until it was too late.

» Software under development can become confused with operational software
and potentially disrupt live operations.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)
8.1.5 Separation of development and operational facilities

10.1.1  Security requirements analysis and specification
10.5.1 Change control procedures
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Policy 050202
Making Emergency Amendments to Software

SUGGESTED POLICY STATEMENT

“Emergency amendments to software are to be discouraged, except in
circumstances previously designated by management as ‘critical’. Any
such amendments must strictly follow agreed change control procedures.”

EXPLANATORY NOTES

The emergency measures that you should adopt if it becomes necessary to amend
the live software environment immediately.

Information Security issues to be considered when implementing your policy
include the following:

 Emergency conditions can lead to a collapse of agreed procedures with the
resultant opportunity for error or malicious activity.

* Rushed changes can result in additional errors / bugs which compound the
problem.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.5.1 Change control procedures
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Policy 050203
Establishing Ownership for System Enhancements

SUGGESTED POLICY STATEMENT

“All proposed system enhancements must be business driven and
supported by an agreed Business Case. Ownership (and responsibility) for
any such enhancements will intimately rest with the business owner of
the system.”

EXPLANATORY NOTES

Ensuring that users recognise and accept their responsibilities for enhancements,
which should always be driven by the needs of the business rather than being 'IT
lead'.

Information Security issues to be considered when implementing your policy
include the following:

* System enhancements can be ill-defined, poorly analysed or inadequately
tested and, as a consequence, endanger your business operations.

 Where a business case is not developed, or developed poorly, the anticipated
benefits from the enhancements may be ill-conceived and hence never
materialise.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

4.1.3 Allocation of information security responsibilities
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Policy 050204
Justifying New System Development

SUGGESTED POLICY STATEMENT

“The development of bespoke software is only to be considered, if
warranted by a strong Business Case and supported both by management
and adequate resources over the projected life time of the resultant
project.”

EXPLANATORY NOTES

Developing a system 'from scratch’, as opposed to enhancing a present system,
represents a major decision, and quite possibly a significant risk. The Business
Case for a bespoke development must be very strong indeed to reject the selection
of a suitable packaged solution.

Information Security issues to be considered when implementing your policy
include the following:

» The risk of failure of a bespoke development can be extremely high and could
pose a substantial risk to the business.

» Senior Management support and financial backing can fluctuate - especially in a
project lasting more than 12 months. Reduced commitment and support can
result in project failure and hence loss.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.1.4 Authorisation process for information processing facilities
10.1.1  Security requirements analysis and specification
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Policy 050205
Managing Change Control Procedures

SUGGESTED POLICY STATEMENT

“Formal change control procedures must be utilised for all amendments to
systems. All changes to programs must be properly authorised and tested
in a test environment before moving to the live environment.”

EXPLANATORY NOTES

Change Control ensures that all changes are analysed and authorised. The
Management of the process is used to enforce the requirement.

Information Security issues to be considered when implementing your policy
include the following:

« Any amendment to your systems environment can result in Information
Security weaknesses which could be exploited to the detriment of business
operations.

* Seemingly harmless changes to your business process (e.g. Sales Order
Processing) can introduce weaknesses which could damage both this and any
associated processes.

« If formal change control procedures are not implemented, it can be very
difficult to manage changes on a prioritised basis.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

10.5.1 Change control procedures
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Policy 050206
Separating Systems Development and Operations

SUGGESTED POLICY STATEMENT

“Management must ensure that proper segreqgation of duties applies to all
areas dealing with systems development, systems operations, or systems
administration.”

EXPLANATORY NOTES

Whilst only the larger organisations are likely to have separate Systems
Operations and Systems Development sections or departments, it is nevertheless
vital to separate these functions. Such a segregation of duties lies at the heart of
most Information Security safeguards.

Information Security issues to be considered when implementing your policy
include the following:

» Live data or software could be amended or modified by IT staff, either
accidentally or for vindictive or fraudulent reasons.

 The running of test code will often contain 'de-bug’ code and possibly other
error trapping routines which impose a substantially high overhead on the host
system.

» Development staff will often operate with powerful privileges which, in an
operational environment, would be high risk and hence unacceptable.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.1.4 Segregation of Duties
8.1.5 Separation of development and operational facilities
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Sub-Chapter 03
Testing & Training

Policy 050301 Controlling Test Environments
Policy 050302 Using Live Data for Testing

Policy 050303 Testing Software before Transferring to a Live
Environment

Policy 050304 Capacity Planning and Testing of New Systems
Policy 050305 Parallel Running

Policy 050306 Training in New Systems
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Policy 050301
Controlling Test Environments

SUGGESTED POLICY STATEMENT

“Formal change control procedures must be employed for all amendments
to systems. All changes to programs must be properly authorised and
tested in a test environment before moving to the live environment.”

EXPLANATORY NOTES
The control process to keep system testing separate from live, operational work.

Information Security issues to be considered when implementing your policy
include the following:

* The inappropriate introduction of modified software can have potentially
disastrous results and bring the organisation to a standstill.

« IT staff who run day to day operations and also test new software, (possibly
swapping from one to the other on the same screen),risk making unintentional
errors by inadvertently issuing system commands to the wrong system.

» Testing a system at the same time as it is being used for development work
can yield flawed test results and give an inaccurate picture of its readiness for
live operations.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.2.2 System acceptance
10.5.1 Change control procedures
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Policy 050302
Using Live Data for Testing

SUGGESTED POLICY STATEMENT

“The use of live data for testing new system or system changes may only
be permitted where adequate controls for the security of the data are in
place.”

EXPLANATORY NOTES

Ideally, all testing would utilise only realistic test data, expressly created for the
purpose. However, in practice that may not be feasible, and it may be necessary
to use a copy of current data files e.g. the client database. It is imperative that
any such 'temporary test data' be treated as live at all times. This is particularly
important because test staff tend to have more system privileges compared to a
live (production) environment, and the organisation's usual Information Security
procedures are unlikely to be followed.

Information Security issues to be considered when implementing your policy
include the following:

* Using live data for testing can severely compromise its confidentiality, possibly
even leading to legal action.

* The acquisition of data for testing may breach the Information Security
safeguards of your live system which could result in fraud, malicious damage or
even legal action if confidentiality is lost.

« Data used for testing can become merged with live data, leading to confusion
and potential disruption to your business operations.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

10.4.2  Protection of system test data
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Policy 050303
Testing Software before Transferring to a Live
Environment

SUGGESTED POLICY STATEMENT
“Formal change control procedures must be utilised for all amendments to

systems. All changes to programs must be properly authorised and tested
in a test environment before moving to the live environment.”

EXPLANATORY NOTES

Employing procedures to ensure that your software programs are fully tested and
documented before they are made available for live or operational use.

Information Security issues to be considered when implementing your policy
include the following:

* Inadequately tested software can have potentially disastrous results, bringing
the organisation to a standstill; for example by crashing suddenly and
corrupting the data files.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

8.2.2 System acceptance
10.5.1 Change control procedures
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Policy 050304
Capacity Planning and Testing of New Systems

SUGGESTED POLICY STATEMENT

“New systems must be tested for capacity, peak loading and stress
testing. They must demonstrate a level of performance and resilience
which meets or exceeds the technical and business needs and
requirements of the organisation.”

EXPLANATORY NOTES

The System Testing process should verify that new or amended systems are able
to handle the expected transaction volumes, delivering both acceptable
performance and resilience.

Information Security issues to be considered when implementing your policy
include the following:

» System Testing based upon data which is not representative of actual volumes
and peak loading will give potentially misleading results and may, if migrated to
live operations, jeopardise the continued running of your systems.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.2.1 Capacity planning
8.2.2 System acceptance

CHAPTER O5 - DEVELOPING AND MAINTAINING IN-HOUSE SOFTWARE
SuB-CHAPTER 03 - TESTING AND TRAINING

Page 232 of 522

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 050305
Parallel Running

SUGGESTED POLICY STATEMENT

“Normal System Testing procedures will incorporate a period of parallel
running prior to the new or amended system being acceptable for use in
the live environment. The results of parallel running should not reveal
problems or difficulties which were not previously passed during User

Acceptance Testing.”

EXPLANATORY NOTES

The process of running a new or amended system simultaneously with the old
system to confirm that it functions correctly before going live.

Information Security issues to be considered when implementing your policy
include the following:

+ Despite System Testing and User Acceptance Testing the performance of your
new system can differ unexpectedly from the old system and threaten to delay
day-to-day processing.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.2.2 System acceptance
10.5.1 Change control procedures
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Policy 050306
Training in New Systems

SUGGESTED POLICY STATEMENT

“Training is to be provided to users and technical staff in the functionality
and operations of all new systems.”

EXPLANATORY NOTES

Ensuring that all users, whether business or technical, are adequately trained in
the use of all new and enhanced systems.

Information Security issues to be considered when implementing your policy
include the following:

* Where training of both business and technical staff is not viewed as a priority,
apparently small problems can escalate due to inadequate knowledge.

e Of particular importance when training staff in new systems is the
understanding and application of the information security processes inherent in
those systems.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

6.2.1 Information security education and training
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Sub-Chapter 04
Documentation

Policy 050401 Documenting New and Enhanced Systems
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Policy 050401
Documenting New and Enhanced Systems

SUGGESTED POLICY STATEMENT

“All new and enhanced systems must be fully supported at all times by
comprehensive and up to date documentation. New systems or upgraded
systems should not be introduced to the live environment unless
supporting documentation is available.”

EXPLANATORY NOTES

Ensuring that new and enhanced systems are adequately documented. All too
often, due to budget and other resource limitations, documentation can be limited
or even totally ignored. The Information Security threats become substantial -
especially where changes and amendments are required, possibly at short notice
for regulatory or other reasons.

Information Security issues to be considered when implementing your policy
include the following:

« When a sudden problem occurs on the system, a lack of adequate
documentation can greatly increase the risk of serious mishap. 'Fixes' may be
based upon staff experience and not supported by the original developer's
documentation.

* Missing, out-dated or incomplete documentation can severely compromise the
organisation’'s ability to maintain its software and systems.

* Without documentation it still remains possible to perform a peer review of the
source code, but its effectiveness is reduced and can allow errors and omissions
to slip through, into System Testing and perhaps beyond, into User Acceptance

Testing.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

5.1.1 Inventory of assets
8.6.4 Security of system documentation
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Sub-Chapter 05
Other Software Development

Policy 050501 Acquiring Vendor Developed Software
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Policy 050501
Acquiring Vendor Developed Software

SUGGESTED POLICY STATEMENT

“Vendor developed software must meet the User Requirements
Specification and offer appropriate product support.”

EXPLANATORY NOTES

Acquiring software that is provided by outside suppliers, either as a package or as
a bespoke development to meet the specific needs of your organisation.

Information Security issues to be considered when implementing your policy
include the following:

* The expected features of the software (the 'functionality"), if missing or
inadequate, can make it difficult or impossible to meet the targets for the
system in question.

* Inadequate support by the vendor can make it difficult, or impossible, to
operate the system as expected thus compromising your business operations.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

4.2.2(n) Security requirements in third party contracts
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CHAPTER 06
COMBATING CYBER CRIME

Sub-Chapter 01 Combating Cyber Crime
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Sub-Chapter 01
Combating Cyber Crime

Policy 060101

Policy 060102
Policy 060103
Policy 060104

Policy 060105

Policy 060106

Policy 060107

Policy 060108
Policy 060109
Policy 060110

Policy 060111

Defending Against Premeditated Cyber Crime
Attacks

Minimising the Impact of Cyber Attacks
Collecting Evidence for Cyber Crime Prosecution
Defending Against Premeditated Internal Attacks

Defending Against Opportunistic Cyber Crime
Attacks

Safeguarding Against Malicious Denial of Service
Attack

Defending Against Hackers, Stealth- and Techno-
Vandalism

Handling Hoax Virus Warnings
Defending Against Virus Attacks
Responding to Virus Incidents

Installing Virus Scanning Software
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Policy 060101
Defending Against Premeditated Cyber Crime Attacks

SUGGESTED POLICY STATEMENT

""'Security on the network is to be maintained at the highest level. Those
responsible for the network and external communications are to receive
proper training in risk assessment and how to build secure systems which
minimise the threats from cyber crime."

EXPLANATORY NOTES

There is a very high risk of external security breaches where network security is
inadequate.

Information Security issues to be considered when implementing your policy
include the following:

« Criminals may target your organisation's information systems, resulting in
serious financial loss and damage to your business operations and reputation.

» Cyber crime is an ever increasing area of concern, and suitable training is to be
given to those persons responsible for network security to minimise such risks.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

9.4 Network access control
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Policy 060102
Minimising the Impact of Cyber Attacks

SUGGESTED POLICY STATEMENT

"Plans are to be prepared, maintained and regularly tested to ensure that
damage done by possible external cyber crime attacks can be minimised
and that restoration takes place as quickly as possible.™

EXPLANATORY NOTES

Even the most Information Security conscious organisations can be attacked; this
may be to 'prove a point’ or for other malicious reasons.

Information Security issues to be considered when implementing your policy
include the following:

e Successful cyber attacks are likely to result in either a loss or corruption / theft
of data, and possibly the disabling of services.

* Cyber crime can have a severe and immediate impact on your systems.
Without proper planning for such events your business may not be able to
recover within an acceptable timeframe.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

11.1.2 Business continuity and impact analysis
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Policy 060103
Collecting Evidence for Cyber Crime Prosecution

SUGGESTED POLICY STATEMENT

"Perpetrators of cyber crime will be prosecuted by the organisation to the
full extent of the law. Suitable procedures are to be developed to ensure
the appropriate collection and protection of evidence."

EXPLANATORY NOTES

In order to prosecute Cyber Crime successfully you need proof. This can be difficult
to provide, unless your organisation’s information systems have adequate controls
and audit capabilities.

Information Security issues to be considered when implementing your policy
include the following:

» Lack of a clear trail of evidence when investigating cyber crime may prevent
you taking legal action against suspects, and allow the perpetrator(s) to initiate
further attacks.

» The security of your information systems may be compromised by the
investigations of law enforcement agencies, e.g. In some countries, legislation
grants law enforcement agents access to cryptographic keys, or to the
unencrypted contents of data previously encrypted.

« The Requlation of Investigatory Powers Act, enacted in 2000, provides
such powers to UK law enforcement agencies.

e The Council of Europe - Draft Convention on Cyber Crime, released in late
2000, proposes even greater investigatory powers.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.7 Collection of evidence
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Policy 060104
Defending Against Premeditated Internal Attacks

SUGGESTED POLICY STATEMENT

"In order to reduce the incidence and possibility of internal attacks,
access control standards and data classification standards are to be
periodically reviewed whilst maintained at all times."

EXPLANATORY NOTES

Identifying staff actions as criminal is beset with difficulties.

Access to confidential data may be legitimised in employees' job descriptions. The
act of copying sensitive data may not necessarily leave a 'footprint’ on the system,
and such copies can then be exported from your organisation by e-mail or by
removable media without leaving a trace. The effects of outright malicious data
destruction are obvious, but the computer entry process of so doing may have
seemed routine.

Information Security issues to be considered when implementing your policy
include the following:

* A member of staff may target confidential information, or deface the
organisation’s web site, which could result in both financial loss and
embarrassment (and possibly legal proceedings).

e The principle means of building defences against internal malicious attacks
includes strong access control, high levels of staff awareness and vigilance.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.1.1 Access control policy
9.6.1 Information access restriction
9.7.2 Monitoring system use
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Policy 060105
Defending Against Opportunistic Cyber Crime Attacks

SUGGESTED POLICY STATEMENT

"It is a priority to minimise the opportunities for cyber crime attacks on
the organisation’'s systems and information through a combination of
technical access controls and robust procedures.™

EXPLANATORY NOTES

Opportunistic criminal attacks usually arise from chance discovery of a loophole in
the system, which permits access to unauthorised information.

Information Security issues to be considered when implementing your policy
include the following:

* Your Web site or data processing systems may be penetrated, allowing both the
disclosure of sensitive information and also possibly the modification or
corruption of the data. All such events can lead to public embarrassment and
financial loss.

* Without an effective risk management process, it may be impossible to identify
weak security defences before they are breached.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

9.4 Network access control
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Policy 060106
Safeguarding Against Malicious Denial of Service
Attack

SUGGESTED POLICY STATEMENT

""Contingency plans for a denial of service attack are to be maintained and
periodically tested to ensure adequacy."

EXPLANATORY NOTES

Denial of Service (DoS) attacks have gained notoriety as being an effective way to
disable Web based services. See Denial of Service for an explanation of the
techniques used and their consequences.

Information Security issues to be considered when implementing your policy
include the following:

« Your Web server(s) may be subjected to a DoS attack, which could result in
damage to your organisation’s reputation and also financial loss.

- If the responsible officials nominated to handle potential DoS attacks are not
properly trained, then normal service is unlikely to be restored within an
acceptable period.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.1.3(a) Incident management procedures
9.4 Network access control
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Policy 060107
Defending Against Hackers, Stealth-
and Techno-Vandalism

SUGGESTED POLICY STATEMENT

"Risks to the organisation’s systems and information are to be minimised
by fostering staff awareness, encouraging staff vigilance, and deploying
appropriate protective systems and devices."

EXPLANATORY NOTES

Unlike other forms of Cyber Crime, these attacks take a 'scatter gun' approach, in
that they do not target a specific organisation. If you happen to be ‘in the firing
line', and your Information Security safeguards are poor, you are likely to be hit.
Such attacks may take the form of time-, stealth- and logic- bombs, e-mail
attachments with malicious code and Trojan Horses.

Information Security issues to be considered when implementing your policy
include the following:

» Malicious code which can replicate itself, may be downloaded unwittingly and
executed. Having damaged your system, it can continue to wreak havoc with
the systems of other organisations and individuals.

» E-mail may contain malicious code, which may replicate itself to all addresses
within your organisation's e-mail system, and then corrupt the system of each
recipient, without the attachment even having been opened.

N.B. Such replication is not restricted to your organisation's network, it can
spread to those of your clients and suppliers; possibly destroying your
reputation and business.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

5.1 Accountability for assets

6.1.1 Including security in job responsibilities
6.2.1 Information security education and training
9.4 Network access control
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Policy 060108
Handling Hoax Virus Warnings

SUGGESTED POLICY STATEMENT

"Procedures to deal with hoax virus warnings are to be implemented and
maintained.”

EXPLANATORY NOTES

Threats from viruses are well known throughout the IT community. Hoax threats -
the spreading of rumours of fictitious viruses or other malicious code - can waste
time, as staff attempt to locate a virus which does not exist.

Vigilance and good virus intelligence warnings are the key to minimising the
impact of hoaxes.

Information Security issues to be considered when implementing your policy
include the following:

* If no one in your organisation is responsible for managing virus alerts, a
genuine threat may be misconstrued as a hoax. This could jeopardise
Information Security, since new virus variants may have no effective vaccine.

* Hoax threats can deflect attention from the threat from genuine viruses and
other malicious code, increasing your susceptibility to ‘infection’.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

4.1.3 Allocation of information security responsibilities
8.3.1 Controls against malicious software
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Policy 060109
Defending Against Virus Attacks

SUGGESTED POLICY STATEMENT

"Without exception, Anti Virus software is to be deployed across all PCs
with regular virus definition updates and scanning across both servers,
PCs and laptop computers.™

EXPLANATORY NOTES

Virus infection can be minimised by deploying proven anti-virus software and
regularly updating the associated vaccine files. Many anti-virus companies supply
such updates from their Web sites.

Information Security issues to be considered when implementing your policy
include the following:

Where no agreed response plan is in place, the reactions of users, IT and
management are likely to be ad hoc and inadequate, thus possibly turning a
containable incident into a significant problem.

e Lack of an agreed standard or inconsistent deployment of anti-virus software
can seriously increase the risk of infection, spread and damage.

» Failing to update the virus definition files on a regular basis increases the risk of
infection from a variant for which you do not have the necessary vaccine. This
can cause great damage

» A failure to run regular virus scans across all data files on your server(s)
reduces the ability to detect and cure a virus before its 'footprint' is identified
by a user trying to open the file in question.

* A lack of user awareness about the risks involved in opening unsolicited e-mails
may result in a virus infection spreading throughout your organisation.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.3.1 Controls against malicious software
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Policy 060110
Responding to Virus Incidents

SUGGESTED POLICY STATEMENT

"The threat posed by the infiltration of a virus is high, as is the risk to the
organisation’s systems and data files. Formal procedures for responding
to a virus incident are to be developed, tested and implemented. Virus
Incident response must be regularly reviewed and tested."

EXPLANATORY NOTES

Despite general awareness and technical safeguards, some viruses nevertheless
enter and infect the organisation's systems.

Dealing with a virus in a professional and planned way reduces both its impact and
its spread throughout the organisation and beyond.

Information Security issues to be considered when implementing your policy
include the following:

» A failure to respond appropriately to a virus incident can rapidly result in
multiple systems failures and continued infection.

* Following a restore from backup, and despite having successfully 'quarantined’
and applied vaccine to a file known to be infected with a virus, the infected file
may be restored in error, and possibly cause more damage.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)
6.3.1 Reporting security incidents

8.1.3 Incident management procedures
8.3.1 (g)/(h) Controls against malicious software
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Policy 060111
Installing Virus Scanning Software

SUGGESTED POLICY STATEMENT

"Anti Virus software must be chosen from a proven leading supplier.”

EXPLANATORY NOTES

The development of anti-virus software is a highly technical and specialised area.
Consequently, you should select your product with care.

Information Security issues to be considered when implementing your policy
include the following:

« Inappropriate selection of anti-virus software leaves your organisation with
inadequate protection.

* Because anti-virus definitions (the vaccine) are always retrospective, the
selection of a brand leader should be carefully considered, as speed is critical.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.3.1 Controls against malicious software
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CHAPTER O7

COMPLYING WITH LEGAL AND POLICY

REQUIREMENTS

Sub-Chapter 01 Complying with Legal Obligations
Sub-Chapter 02 Complying with Policies
Sub-Chapter 03  Avoiding Litigation

Sub-Chapter 04  Other Legal Issues
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Policy 070101
Being Aware of Legal Obligations

SUGGESTED POLICY STATEMENT

"Persons responsible for Human Resources Management are to ensure
that all employees are fully aware of their legal responsibilities with
respect to their use of computer based information systems and data.
Such responsibilities are to be included within key staff documentation
such as Terms and Conditions of Employment and the Organisation Code
of Conduct.”

EXPLANATORY NOTES

Awareness of legal aspects of using computer based information systems is
important so that users do not inadvertently contravene legal requirements.
Familiarity with relevant legal requirements to your duties and functions should be
a requirement of your organisation's Information Security Policy.

Information Security issues to be considered when implementing your policy
include the following:

* An absence of published guidelines relating to the legal aspects of using
information systems may result in staff failing to comply with the law - leading
to prosecution.

* Changes in the law may result in your organisation unintentionally committing
an offence.

e The Terms and Conditions of Employment may not have stipulated that the
Organisation Code of Conduct must be observed. This could result in the
inability to bring disciplinary action against staff found to be in contravention.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

6.1.4 Terms and conditions of employment
12.1.1 Identification of applicable legislation
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Policy 070102
Complying with the Data Protection Act or Equivalent

SUGGESTED POLICY STATEMENT

"The organisation intends to fully comply with the requirements of Data
Protection leqgislation in so far as it directly affects the organisation's
activities."

EXPLANATORY NOTES

Data protection legislation normally covers all types of information which may be
either in electronic form or held as manual records. The legislation normally
relates to the protection of the rights of individual persons. In many countries it
also covers medical records although increasingly this type of information is
governed by separate legislation. Internationally, Data Protection has become an
important issue. This policy covers its relevance to staff and third parties.

Information Security issues to be considered when implementing your policy
include the following:

« If your staff are unaware of the principles of data protection, they may break
the law without realising it.

* You are normally required to respond to legitimate enquiries from persons
about whom you hold information. Failure to do so can result in legal action.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.4 Data protection and privacy of personal information
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Policy 070103
Complying with General Copyright Legislation

SUGGESTED POLICY STATEMENT

"Persons responsible for Human Resources Management are to prepare
guidelines to ensure that all employees are aware of the key aspects of
Copyright, Designs and Patents Act legislation (or its equivalent), in so far
as these requirements impact on their duties."

EXPLANATORY NOTES

The protection of copyright is a global issue; viz. the Copyright, Designs and
Patents Act, 1988 of the UK, the Intellectual and Industrial Property Law of
Canada, and the USA's Copyright Act of 1976, plus legislation in many other
countries which were signatories to the international Berne Convention copyright
principles. Infringement of copyright is a criminal matter. The simple act of
copying copyrighted material constitutes a breach of the law. Even without selling
such copies you risk imprisonment and fines. There are no mitigating
circumstances.

Information Security issues to be considered when implementing your policy
include the following:

e Lack of familiarity with copyright laws may result in inadvertent breaches of it
(e.g. making a spare copy of a computer manual), which potentially leads to
legal action.

e A failure to adhere to the legal requirements relating to Software Licencing can
result in legal action against the organisation and its Directors.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.2 Intellectual property rights (IPR)
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Policy 070104
Complying with Database Copyright Legislation

SUGGESTED POLICY STATEMENT

"Persons responsible for Human Resources Management are to prepare
guidelines to ensure that all employees are aware of the key aspects of
Copyright and Rights in Databases Regulations legislation (or its
equivalent), in so far as these requirements impact on their duties."

EXPLANATORY NOTES

In many countries there is legislation covering the protection of information
copyrights held in databases. This policy gives a brief outline of copyright, owner
rights and user rights, both for online and paper based databases.

A contractual agreement setting out what can and cannot be done to a database is
a way of minimising the risk of legal action by users or owners of databases.

Information Security issues to be considered when implementing your policy
include the following:

+ A database owned by your organisation that is not protected by contractual
agreements may expose your organisation to possible ownership disputes.

» Lack of knowledge of database rights regulations could mean that a database
which your organisation has compiled from various sources, infringes several
copyrights.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

12.1.2 Intellectual property rights (IPR)
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Policy 070105
Complying with Copyright and Software Licensing
Legislation

SUGGESTED POLICY STATEMENT

"Persons responsible for Human Resources Management are to prepare
guidelines to ensure that all employees are aware of the key aspects of
Software Copyright and Licensing legislation, in so far as these
requirements impact on their duties."

EXPLANATORY NOTES

All industrialised countries have specific legislation governing intellectual property
rights and software licencing. This policy looks at copyright and software licensing
issues from a legal perspective.

Copying and distributing software is illegal, unless permission is expressly granted
by the owner of the software.

Information Security issues to be considered when implementing your policy
include the following:

* Unless your organisation has a licence from the owner of the software to copy
and distribute computer software, copying is illegal.

» Software may be copied and distributed across your computer network in
contravention of the licensing agreement. This illegal activity threatens your
organisation’s integrity and may result in legal action.

» Use of unlicensed software by contractors or consultants on your premises
could result in legal action being taken against your organisation.

* If required, you must be able to produce the licences for inspection, or
potentially risk a fine and possible public embarrassment.

N.B. To enforce the position, some organisations have voluntarily ‘opened their
doors' to inspectors from the Federation Against Software Theft (FAST) to
confirm both their software legality and their procedures for preventing
infringement of the law.

 Where a legitimate licence has been purchased, lack of internal controls can
result in the maximum number of permitted users being exceeded. A single
excess copy places your organisation at risk from prosecution under copyright
laws.

* You should always obtain legal advice on the local requirements and legislation
governing intellectual property rights and software licencing.
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* Resale of old or redundant computer equipment can result in an infringement of
the copyright law, as software licence agreements may not be transferable.

« If 'shareware' software, downloaded from public networks (e.g. the Internet), is
used beyond its evaluation period (as stated within the EULA) infringement of
the terms of the licence is likely.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

12.1.2 Intellectual property rights (IPR)
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Policy 070106
Legal Safeguards against Computer Misuse

SUGGESTED POLICY STATEMENT

"Persons responsible for Human Resources Management are to prepare
guidelines to ensure that all employees are aware of the key aspects of
Computer Misuse legislation (or its equivalent), in so far as these
requirements impact on their duties."

EXPLANATORY NOTES

Computer misuse policy should take into consideration the following:

1) Unauthorised access to computer systems which covers anything from
harmless exploration, to hacking for access to specific data.

2) Unauthorised access to computer systems with the intent of using the
information accessed for a further offence, e.g. extortion.

3) Offences are those of unauthorised access to computer systems with the
intent of modifying the contents of the computer.

Information Security issues to be considered when implementing your policy
include the following:

» Persons who store, copy or distribute illegal or offensive material may be
committing an offence.

» Authority to access the organisation's systems may be assumed, because
unauthorised access is not expressly prohibited.

* System software messages, displayed prior to authenticated logon, can be
construed as an invitation to use the computer system, and potentially
encourage unauthorised access.

* Pre-login information screen messages which describe the services or options
available to users once they have logged in, can increase the risk of further
attempts to access your information systems.

* System capacity and performance can deteriorate when unauthorised programs
are run, possibly resulting in delays to critical business processing.

e Staff using the organisation's computer systems to process private data (e.g.
mailing lists, creating a Web site, etc.) may not only be wasting time and
resources, but additionally be committing offences.

Where the terms and conditions of third party access to your organisations'
systems are not covered by the associated contractual agreements between the
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respective organisations, your organisation is exposed to possible prosecution
in the event of computer misuse.

» Legal advice should always be obtained when considering organisational policy
on computer misuse.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

12.1.5 Prevention of misuse of information processing facilities
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Sub-Chapter 02
Complying with Policies

Policy 070201 Managing Media Storage and Record Retention

Policy 070202 Complying with Information Security Policy
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Policy 070201
Managing Media Storage and Record Retention

SUGGESTED POLICY STATEMENT

"The organisation will maintain a suitable archiving and record retention
procedure."

EXPLANATORY NOTES

Retention of records and storage media is often a legal requirement. This topic
looks at the issue of access to archived data being difficult or impossible, and
thereby restricting your organisation's ability to meet its legal obligations.

It is important to be aware of the pitfalls posed by obsolete or redundant storage
technologies, limiting your organisation's ability to access data.

Information Security issues to be considered when implementing your policy
include the following:

* Where your primary business records are inadequately stored and safeguarded,
they are susceptible to modification, deletion or corruption, thereby destroying
the integrity of the contents. This could threaten the organisation's ability to
meet any legal / regulatory obligations regarding the retention of records.

 You may not be able to read the information stored on 'old' media (e.g. tape
cartridges) because your organisation has adopted more modern technologies.
This could have serious implications for your organisation.

N.B. This is a real risk that has yet to be fully quantified. With the accelerating
evolution of operating systems, processor technology, and software, it is
uncertain which of the late 20th century and early 21st century ‘standards’,
will still be in use, say, in 10 years time if the need arises to restore pre-
2000 data files.

* The lack of an adequate retention policy for different categories of information
may mean that you do not meet regulatory or statutory requirements, and
could potentially result in legal action.

* Lack of knowledge of the regulations for the acquisition and use of
cryptographic systems may lead to prosecution under a number of countries'
laws.

» Following expiry of the agreed retention period, the data should be made
available for either destruction or for possible further retention, according to
business need. However, further retention could contravene Data Protection Act
principles.
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« If encryption has been used to protect sensitive records, and the controls over
the cryptographic keys is reduced, future access to the material may be

jeopardised.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.3 Safeguarding of organisational records
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Policy 070202
Complying with Information Security Policy

SUGGESTED POLICY STATEMENT

"All employees are required to fully comply with the organisation’'s
Information Security policies. The monitoring of such compliance is the
responsibility of management.”

EXPLANATORY NOTES

Compliance with your organisation’s Information Security Policy is mandatory. This
topic discusses ways of ensuring that compliance is achieved and failures to
comply are actioned.

The compliance monitoring process could lead to resentment among staff, unless it
is handled sensitively.

Information Security issues to be considered when implementing your policy
include the following:

« Complacency over Information Security Policy compliance may inadvertently
expose your organisation to legal action.

* The integrity of an Information Security audit can be threatened where
software tools (for probing and analysis) are accessible to unauthorised users
who might corrupt / modify the results. See Access Control.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

6.1.4 Terms and conditions of employment
12.2.1  Compliance with security policy
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Sub-Chapter 03
Avoiding Litigation

Policy 070301 Safeguarding against Libel and Slander
Policy 070302 Using Copyrighted Information from the Internet
Policy 070303 Sending Copyrighted Information Electronically

Policy 070304 Using Text directly from Reports, Books or
Documents
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Policy 070301
Safeguarding against Libel and Slander

SUGGESTED POLICY STATEMENT

"Employees are prohibited from writing derogatory remarks about other
persons or organisations.”

EXPLANATORY NOTES

Casual comments in e-mails relating to individuals or rival companies may be
construed as defamatory - even if the comments are valid.

This policy discusses ways of discouraging the publication of this type of material.
The legal consequences for publishing potentially defamatory material on an open
access medium, such as the Internet, can be severe.

Information Security issues to be considered when implementing your policy
include the following:

* A casual comment posted through your systems, to an Internet News Group
about a business competitor could result in legal action being taken against
your organisation.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

12.1.1 Identification of applicable legislation
12.1.5 Prevention of misuse of information processing facilities
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Policy 070302
Using Copyrighted Information from the Internet

SUGGESTED POLICY STATEMENT

"Information from the Internet or other electronic sources may not be
used without authorisation from the owner of the copyright.”

EXPLANATORY NOTES

Information obtained via the Internet may be covered by copyright law which must
be observed.

Information Security issues to be considered when implementing your policy
include the following:

 The organisation is open to litigation if data you hold or use in your system is
copyrighted by a third party.

 The organisation may lose the use of information copyrighted by a third party.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.2 Intellectual property rights (IPR)

CHAPTER O7 - COMPLYING WITH LEGAL AND PoOLICY REQUIREMENTS

P 268 of 522
SuB-CHAPTER O3 - AVOIDING LITIGATION age °

THIS DOCUMENT IS PROVIDED AS PART OF THE GENERAL GUIDANCE CONTAINED WITHIN RUSECURE™. THE USER SHOULD ENSURE IT IS FULLY
IN CONFORMITY WITH THE ORGANISATION'S REQUIREMENTS. THE USER SHOULD MAKE ANY NECESSARY ADDITIONS TO THE GUIDELINES BEFORE
USE. USE OF GUIDANCE CONTAINED WITHIN RUSECURE™ IS SUBJECT TO OUR END USER LICENCE AGREEMENT.




RUSecure™ ; il Information Security Policies

Policy 070303
Sending Copyrighted Information Electronically

SUGGESTED POLICY STATEMENT

"Information from the Internet or other electronic sources may not be
retransmitted without permission from the owner of the copyright.*

EXPLANATORY NOTES

The information supplied to you via the Internet is still covered by copyright law
and anything you do with the data must observe it.

Information Security issues to be considered when implementing your policy
include the following:

» Copyright owners may take you to court if you send information electronically
without permission (e-mail and web based links).

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.2 Intellectual property rights (IPR)
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Policy 070304
Using Text directly from Reports, Books or Documents

SUGGESTED POLICY STATEMENT

"Text from reports, books or documents may not be reproduced or reused
without permission from the copyright owner."

EXPLANATORY NOTES

When you use text directly from other people's work the copyright issues are easy
to deal with. Pay for the use of the work. The greater risk concerns the validity and
integrity of the data. The information may be wrong or taken out of context.

Information Security issues to be considered when implementing your policy
include the following:

* Your information may be corrupted or have been modified using incorrect data.

* You are legally liable for any breach of copyright law. You may be taken to
court and fined or penalised.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

12.1.2 Intellectual property rights (IPR)
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Sub-Chapter 04
Other Legal Issues

Policy 070401 Recording Evidence of Incidents (Information
Security)
Policy 070402 Renewing Domain Name Licences — Web Sites

Policy 070403 Insuring Risks

Policy 070404 Recording Telephone Conversations
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Policy 070401
Recording Evidence of Incidents (Information
Security)

SUGGESTED POLICY STATEMENT

"All employees are to be aware that evidence of Information Security
incidents must be formally recorded and retained and passed to the
appointed Information Security Officer."

EXPLANATORY NOTES

Evidence is collected in two cases, either because there has already been a breach
of the law, or a breach is thought to be imminent. If you believe there has been a
breach of Information Security, refer to Detecting and Responding to Information
Security Incidents for guidelines. Where the breach has not yet taken place, but
you suspect it may, it is important that any evidence being collected is admissible.
See Admissible Evidence. N.B. Organisations should always seek legal advice
concerning the admissibility of any evidence.

Information Security issues to be considered when implementing your policy
include the following:

* Where the evidence produced is not considered admissible, any possible legal
case may be dismissed, and other forms of disciplinary action may fail.

e Lack of continuity and completeness of evidence can compromise the legal
position.

* Where proof that the evidence has not been 'modified’ is unavailable or
unsatisfactory, the integrity of the evidence may be in doubt.

 Where there is no written evidence that the perpetrator was aware of any
access restrictions to the various systems, this can scupper any legal redress.

* Notwithstanding the possible admissibility of the evidence collected, where no
procedures exist for the collection, storage and safekeeping of such evidence, it
may be deemed inadmissible.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

6.3.1 Reporting security incidents
9.7.1 Event logging

9.7.2 Monitoring system use
12.1.7  Collection of evidence
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Policy 070402
Renewing Domain Name Licences — Web Sites

SUGGESTED POLICY STATEMENT

"Registered domain names, whether or not actually used for the
organisation’s Web sites, are to be protected and secured in a similar
manner to any other valuable asset of the organisation.”

EXPLANATORY NOTES

The domain name that you use for your Web site and Internet activities is how you
maintain your presence on the web. If you lose control of this name then all
publicity and previous marketing activities are wasted. Effectively, you may lose all
business and Internet based information which you may have obtained via that
domain.

Information Security issues to be considered when implementing your policy
include the following:

* Your domain name ownership may be challenged by the registered trademark
owner.

* Your domain name registration lapses by mistake, allowing a competitor to
'take the name’.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

12.1.2 Intellectual property rights (IPR)
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Policy 070403
Insuring Risks

SUGGESTED POLICY STATEMENT
"A re-assessment of the threats and risks involved relating to the

organisation’s business activities must take place periodically to ensure
that the organisation is adequately insured at all times."

EXPLANATORY NOTES

All aspects of your systems and their information environment should be properly
insured to cover actual loss and related loss of profits cover.

Information Security issues to be considered when implementing your policy
include the following:

» A failure to establish what is insurable against loss will result in financial loss.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

Introduction How to establish security requirements
Assessing security risks

12.1.3 Safeguarding of organisational records
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Policy 070404
Recording Telephone Conversations

SUGGESTED POLICY STATEMENT

"All parties are to be notified in advance whenever conversations are
being recorded.™

EXPLANATORY NOTES

Telephone conversations are recorded by companies for several reasons: legal,
monitoring, staff training, and recording details of orders and requests. They may
be stored as voice recordings or transcribed into other media. Telephone
conversations are only to be recorded when all parties have been notified in
advance that the conversation is being recorded.

Information Security issues to be considered when implementing your policy
include the following:

» Confidential Telephone call recording or transcripts of client information may be
leaked to a third party.

 Recorded data may be accessed without authorisation.

RELATED ISO 17799 AND BS 7799 REFERENCE(S)

8.7.7 Other forms of information exchange
12.1.1 Identification of applicable legislation
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CHAPTER 08

PLANNING FOR BUSINESS CONTINUITY

Sub-Chapter O1 Business Continuity Management (BCP)
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RUSecure™

Information Security Policies

Sub-Chapter 01

Business Continuity Management (BCP)

Policy 080101
Policy 080102
Policy 080103
Policy 080104
Policy 080105

Policy 080106

Initiating the BCP Project

Assessing the BCP Security Risk
Developing the BCP

Testing the BCP

Training and Staff Awareness on BCP

Maintaining and Updating the BCP
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Policy 080101
Initiating the BCP Project

SUGGESTED POLICY STATEMENT

"Management are required to initiate a Business Continuity Plan."

EXPLANATORY NOTES

Business Continuity Planning (BCP) is essential for the continuation of key business
services, in the event of an unexpected occurrence which seriously disrupts the
business process.

The BCP Project needs to be initiated and formally approved and committed to by
the Board or Governing body of the organisation.

Information Security issues to be considered when implementing your policy
include the following:

* Lack of Board or top management commitment to formal BCP development is
likely to result in an inadequate process.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

11.1.1 Business continuity management process
11.1.4 Business continuity planning framework
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Policy 080102
Assessing the BCP Security Risk

SUGGESTED POLICY STATEMENT

"Management is to undertake a formal risk assessment in order to
determine the requirements for a Business Continuity Plan."

EXPLANATORY NOTES

Business Continuity Planning (BCP) is essential for the continuation of key business
services, in the event of an unexpected occurrence which seriously disrupts the
business process.

BCP - Risk Assessment analyses the nature of such unexpected occurrences, their
potential impact, and the likelihood of these occurrences becoming serious
incidents.

Information Security issues to be considered when implementing your policy
include the following:

 Even where a formal BCP project has been initiated, if the allocated financial
and human resources are insufficient, the resultant plan is unlikely to succeed.

* Underestimating the short and medium term impact of a Security Incident can
result in an inappropriate level of response towards building a suitable BCP.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

11.1.2 Business continuity and impact analysis
11.1.4 Business continuity planning framework
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Policy 080103
Developing the BCP

SUGGESTED POLICY STATEMENT

"Management is to develop a Business Continuity Plan which covers all
essential and critical business activities."

EXPLANATORY NOTES

Business Continuity Planning (BCP) is essential for the continuation of key business
services in the event of an unexpected occurrence which seriously disrupts the
business process.

The Business Continuity Plan is a project plan which is likely to be complex and
detailed. Irrespective of the nature of your particular organisation, it will probably
contain a series of critical actions which will lead to the return of normal
operations.

Information Security issues to be considered when implementing your policy
include the following:

 When the need arises to trigger the BCP, but:

it does not exist, or

is untested, or

is non viable, or

fails when activated.....

The organisation's operations may not be able to recover - ever.

RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

11.1.3 Writing and implementing continuity plans
11.1.4 Business continuity planning framework
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Policy 080104
Testing the BCP

SUGGESTED POLICY STATEMENT

"The Business Continuity Plan is to be periodically tested to ensure that
the management and staff understand how it is to be executed."

EXPLANATORY NOTES

Business Continuity Planning (BCP) is essential for the continuation of key business
services in the event of an unexpected occurrence which seriously disrupts the
business process.

Testing your organisation's Business Continuity Plan (BCP) assesses its viability,
and ensures your staff are conversant with the proposals.

Information Security issues to be considered when implementing your policy
include the following:

Where the BCP Testing does not reproduce authentic conditions, the value of
such testing is limited.

* A failure to analyse the BCP Test Plan results will likely detract from the value
of the test.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

11.1.4 Business continuity planning framework
11.1.5 Testing, maintaining and re-assessing business continuity plans
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Policy 080105
Training and Staff Awareness on BCP

SUGGESTED POLICY STATEMENT

"All staff must be made aware of the Business Continuity Plan and their
own respective roles.”

EXPLANATORY NOTES

Business Continuity Planning (BCP) is essential for the continuation of key business
services in the event of an unexpected occurrence which seriously disrupts the
business process.

If a Business Continuity Plan (BCP) is to be executed successfully, all personnel
must not only be aware that the plan exists, but also know its contents, together
with the duties and responsibilities of each party.

Information Security issues to be considered when implementing your policy
include the following:

 Even a BCP that is tested can fail if personnel are insufficiently familiar with its
contents.

*  Where BCP becomes divorced from people's perception of realistic risk, a sense
of apathy can de-prioritise their need for participation.
RELATED ISO 17799 AND BS 7799 REFERENCE(S)

11.1.4 Business continuity planning framework
11.1.5 Testing, maintaining and re-assessing business continuity plans
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Policy 080106
Maintaining and Updating the BCP

SUGGESTED POLICY STATEMENT

"The Business Continuity Plan is to be kept up to date and re-tested
periodically."

EXPLANATORY NOTES

Business Continuity Planning (BCP) is essential for the continuation of key business
services in the event of an unexpected occurrence which seriously disrupts the
business process.

The maintaining and updating of the Business Continuity Plan (BCP) is critical if its
successful execution is to be relied upon.

Information Security issues to be considered when implementing your policy
include the following:

*  Where the updates to the BCP have not probed the implications and underlying
assumptions resulting from changes, the execution of the BCP may be flawed.

Where the BCP is not being updated periodically, its fitness for purpose may be
questionable.
RELATED 1SO 17799 AND BS 7799 REFERENCE(S)

11.1.4 Business continuity planning framework
11.1.5 Testing, maintaining and re-assessing business continuity plans
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