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databases—where they are subject to criminal activity— 
the need for sophisticated analysis tools is increasing 
accordingly. Some commonly stated reasons for using 
network forensics include

 �t analyzing computer systems belonging to defendants 
or litigants;

 �t gathering evidence for use in a court of law;
 �t recovering data in the event of a hardware or software 

failure;
 �t analyzing a computer system after a break-in;
 �t gaining information about how computer systems 

work for the purposes of debugging them, optimiz-
ing their performance, or reverse engineering them;
ma n ipu la te the s e protocols to spoof add re s s e s or embe d 
ma lwa re. In pa r ticula r, they ca n embed dat a in unexpected 
pl a c e s s u c h a s t he op t i o n s f i e l d i n a n I n t e r n e t C on t r o l 
M e s s a g e P r o t o c o l p a c k e t . I C M P m e s s a g e s a r e u s e d t o 
commu n ic a te er ror infor ma t ion, such a s a reque s te d ser -
v ic e’s unava i la bi l it y or a hos t t ha t c a n not be re ache d , or 
to ind ic ate conge st ion, such a s a downst rea m router’s lack 
of bu f fer i ng c apacit y. Ther e is no exp e c t a t ion t ha t ICM P 

Digital forensics is a science concerned with the 
recovery and investigation of material found in 
digital artifacts, often as part of a criminal inves-
tigation.1-3 Digital artifacts can include computer 

systems, storage devices, electronic documents, or even 
sequences of data packets transmitted across a computer 
network. 

Network forensics is a branch of digital forensics that 
focuses on the monitoring and analysis of network traf-
fic. Unlike other areas of digital forensics that focus on 
stored or static data, network forensics deals with volatile 
and dynamic data. It generally has two uses. The first, 
relating to security, involves detecting anomalous traffic 
and identifying intrusions. The second use, relating to law 
enforcement, involves capturing and analyzing network 
traffic and can include tasks such as reassembling trans-
ferred files, searching for keywords, and parsing human 
communication such as emails or chat sessions. 

A GROWING FIELD
The evolution of network security, as well as its asso-

ciated forensic processes and related toolsets, is largely 
driven by recent advances in Internet technologies. As more 
aspects of our daily lives migrate to online systems and 
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Figure 1. Real-time detection, recovery, and forensic analy- 
sis process. The process collects, stores, and traces data and 
uses it to perform real-time recovery while carrying out 
forensic analysis to determine the source of an attack.

packets will carry application data, so most firewalls and 
intrusion-detection/prevention systems do not examine 
their contents, resulting in a concealed channel that most 
network security systems simply cannot see. 

Some intrusions can be difficult to detect and subse-
quently analyze—for example, a simple port scan might 
hide a serious stealthy attack on a crucial system resource. 
Intrusion analysis and the collection of forensically sound 
data thus seek answers to the following questions:

 �t Who generated the (incoming) intrusion or (outgoing) 
data transfer?

 �t What equipment and services were involved in gain-
ing entry?

 �t Where did the intrusion come from, and what parts 
of the infrastructure were affected?

 �t Was the attack made possible because by limitations 
or weaknesses in incoming or outgoing security 
mechanisms?

This real-time analysis process involves collecting, storing, 
and tracing data and then recovering the system, all while 
continuously scanning traffic and logs. As Figure 1 shows, 
the recovery process starts with security and then moves 
into forensic analysis—who perpetrated the attack and 
from where—followed by getting the system going again.

A CONTINUING EVOLUTION
Researchers in the growing fields of digital and network 

forensics require new tools and techniques to stay on top 
of the latest attack trends, especially as attack vectors shift 
into new domains, such as the cloud and social networks. 

Several open source tools are available for general  
forensic analysis of open ports, mapped drives, and open or 
mounted encrypted files on live computer systems. The cur-
rently available open source tools include Sleuth Kit (www.
sleuthkit.org), Scalpel (www.digitalforensicssolutions. 
com/Scalpel), and DEFT Linux (Digital Evidence & Foren-
sics Toolkit, www.deftlinux.net); well-known commercial 
products include EnCase (www.guidancesoftware.com), 
FTK (Forensic Toolkit, www.accessdata.com), ProDiscover 
(www.techpathways.com), and Helix (www.e-fense.com/
products.php).

Some important differences
Traditionally, researchers performed computer foren-

sics on stored or static data—for example, the contents 
of files or images on hard drives. This dead or postevent 
analysis is also referred to as reverse engineering. But in 
recent years, there has been an increased emphasis on live 
system analysis, examining network traffic as it arrives. 

Recent network forensics work has taken this one step 
further, focusing on live packet capture because packets 

are not normally stored upon arrival at their destination. 
Other types of live capture focus on attacks that leave 
no trace on the computer’s hard drive because the at-
tacker only exploits information in the computer’s volatile 
memory, including encryption keys. 

Network forensics is concerned with monitoring net-
work traffic to see if anomalies exist and whether they 
indicate an attack or could lead to one. The objective is to 
determine the attack’s nature and then capture, store in a 
forensically sound manner, analyze, and, finally, present 
some visual form of it. Because an attacker might have 
erased all the log files on a compromised host, network-
based evidence might be the only material available for 
forensic analysis.

Unlike digital forensics, which retrieves information 
from a computer’s disks or other storage devices, network 
forensics retrieves both traffic and information about 
which ports it used to access the network. Frequently, in-
vestigators and adversaries use the same tools: one using 
the tools to cause an incident and the other using them to 
investigate it. Current examples include Wireshark, TCP-
Dump, the NetScanTools Pro toolkit (www.netscantools.
com/nstpromain.html), and the HENPA framework.4 
NetScanTools includes tools for network information 
gathering and security testing; IP/MAC address ranges and 
locations; visible, hidden, and writable shared folders; TCP/
UDP port and DHCP analysis; SMTP and SNMP activity; and 
conventional packet viewers.

It might be possible to trace an attack back to its 
source—or at least to the ISP that carried the attack—while 
the attack is in progress, but in many cases, this type of 
analysis happens after the event. An essential aspect of 
live network forensics is the ability to collect data from the 
network fast enough so that no information is lost, which 
requires very fast processors and I/O devices as well as 
significant storage capacity. The best way to capture the 
data is to use a moving window of hours, bounded by the 
time by which an attack would be expected to be discov-
ered. Sustained attacks of even 10 Gbps make significant 
demands on both the storage and processing of network 
forensic data, so, for example,
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 �t 10-Gbps traffic flow with a two-hour sliding window 
requires 10 Tbytes of storage, and

 �t 20-Gbps traffic flow with a 12-hour sliding window 
requires 1 Pbyte of storage.

Because of the sheer sizes involved, only a sample of 
packets can be stored for subsequent analysis. The pro-
cessing of network forensic data in real time demands 
large-scale distributed and parallel processing engines as 
well as the flexibility to customize the process. Even a slid-
ing window of a few hours covering the duration of real-time 
traffic of interest could require terabytes of storage. The 
largest distributed denial-of-service (DDoS) attack on an ISP 
was recorded in 2010 and reached nearly 100 Gbps.1 DDoS 
attacks of this size represent a hundredfold increase over 
the past 10 years, so current-generation network forensic 
analysis can require the implementation of parallel process-
ing using supercomputers or Beowulf cluster computing. 

A suitable tradeoff between security and performance 
is also important. Complex tools and techniques could 
significantly affect the system and have serious conse-
quences—for example, a disruption in communications 
induced by a network forensic tool’s complexity could in-
terrupt the infrastructure’s fundamental functionalities 
due to their strong interrelationships.

Originally, digital and network forensics were viewed 
as closely related technologies, but in reality, the two are 
quite different. Digital forensics is driven largely by law 
enforcement organizations and the need to gain sound 
evidence to resolve criminal activities. Network forensics 
has evolved in response to the hacker threat and has strong 
links with security architecture, including firewalls, port 
blocking and filtering, threat assessment and surveillance, 
intrusion detection, and data loss prevention.

In digital forensics, the investigator and the attacker are 
at two different skill levels, with the investigator suppos-
edly at a higher level. In network forensics, the investigator 
and the attacker theoretically have the same skill levels. 
The network forensics specialist uses many of the same 
tools and engages in the same set of practices as the person 
being investigated. 

Common tools and techniques
Tools to assist with network forensics come in a vari-

ety of forms: some are merely packet sniffers, whereas 

others might focus on fingerprinting, mapping, location 
identification, email traffic, URLs, traceback services, and 
honeypots. Table 1 summarizes some of the tools more 
commonly used to support network forensic investiga-
tions, along with their properties. 

It is unlikely that a single tool will suffice for any  
investigation—more than likely, investigators will use a 
combination of tools. For example, if the focus is on traf-
fic analysis, and the investigators already understand 
the malware traffic’s nature, basic Unix utilities such 
as Ngrep, TCPDump, or Omnipeek/Etherpeek might be 
sufficient. But when the investigation merits using a traf-
fic analysis engine, tools such as Wireshark, NetMiner, 
Driftnet, or Xplico might be required. For commercial 
organizations, tools such as NetWitness offer a powerful 
range of analysis options for network monitoring or as-
sessing insider threats, zero-day exploits, and targeted 
malware.

Cloud computing challenges
To date, although many systems are moving into the 

cloud, little research has been performed on the tools, 
processes, and methodologies necessary to obtain  
legally defensible forensic evidence in that domain.5 Most 
investigations require evidence retrieval from physical 
locations, so cloud network forensic must be able to 
physically locate data with, for example, a given time-
stamp and trace network forensic data at a given time 
period, taking into account the authority at different 
locations.

Although the live and dead forensics categories still 
exist, cloud models present new challenges because net-
work data is often difficult to locate, thus acquisition might 
be challenging or even impossible. Analysis without ac-
quiring network data is impossible, so network forensic 
tools must evolve yet again, forming an amalgam of cur-
rent live and dead collection and analysis methods, as 
well as incorporating the intelligence to find and predict 
artifacts based on forensic heuristics.

When conventional network forensic tools work, the 
only aspect that a cloud tool changes is the collection 
method. For situations in which acquisition is difficult, 
new network forensic tools will need to visualize physical 
and logical data locations in a way that indicates both ob-
tainable and unobtainable data and metadata. In addition 
to visualization, forensic tools will need to use the cloud 
as a discovery engine for network forensic analysis. So, 
for example, a network forensic compilation that contains 
unobtainable data will need to be submitted to a cloud 
environment for heuristic and signature-based analysis. 
This is similar to the way network forensics investigators 
use antivirus engines to converge collections of incomplete 
data into reliable presentations as the number of submis-
sions increases.6

It is unlikely that a single tool will 
suffice for any investigation—more 
than likely, investigators will use a 
combination of tools. 
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New frontiers in network intrusion
Intrusion detection systems (IDSs) monitor network 

and system activity for malicious behavior or policy vi-
olations. Some systems might attempt to stop such an 
intrusion, but work on developing the ability to dynami-
cally modify firewall rules in the face of an attack is still 
in its infancy. The combination of network forensics and 
intrusion detection might be adequate for a user’s home 
system, when manual intervention is appropriate, but 
most intrusion-detection or prevention systems focus only 
on identifying possible incidents, logging information, and 
reporting such attempts. Therein lies the problem: any 
system of realistic scope or size that supports sensitive 
client data must include an automated combination of 
intrusion analysis with network forensic log analysis as 
well as dynamic feedback to modify access rules in the 
face of real-time attacks.

Some attackers explore a victim’s network prior to 
launching an attack. A sophisticated IDS might be able 
to correlate data obtained from the attacker’s recon-
naissance—possibly along with additional log data—to 
either forecast the attack or to obtain better forensic evi-
dence during or after the attack. However, although some 
progress has been made recently with distributed IDS ar-
chitectures,7 many IDSs cannot detect complex intrusions 
and distributed or coordinated attacks. 

Figure 2 shows the components required to provide 
a forensically sound intrusion-detection and prevention 
system. The combination of such a system with reactive 
firewalls, traffic storage, and subsequent analysis provides 
a powerful forensic security architecture. 

APPLYING NETWORK FORENSICS IN 
CRITICAL INFRASTRUCTURES 

The critical infrastructures that attackers seek to launch 
their strikes against include not just the traditional areas 
associated with cybersecurity attacks, such as the water 
supply, traffic systems, and power and gas plants, but also 
any network system that could be considered critical to 
electronic commerce operations. The secure operations of, 
for example, banking, airline, communications, weather 
forecasting, and a host of other business enterprises 
depend almost entirely on a safe and secure network, 
which implies significant security issues for the ISPs and 
telecom operators that provide network infrastructures for 
these organizations.

Botnets 
The environment in which an organization’s user base 

operates continues to grow more hostile with the release 
of sophisticated and polymorphic malware such as Con-
ficker, Koobface, and Zbot. DDoS attacks from botnets 
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Figure 2. Real-time adaptive security incorporating network intrusion detection and forensics logging.
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are a particularly serious global 
threat.1 Botnets are now avail-
able for hire from criminal 
syndicates and can be used to 
mount DDoS attacks as well 
as to harvest identities and fi-
nancial credentials. Additional 
attack methods include DNS 
spoofing and cache poisoning, 
Border Gateway Protocol (BGP) 
route hacking, and VoIP infra-
structure flooding.

The network forensic pro-
cess must be able to detect 
scans and probes outside the 
firewall and then use this data 
to inform a security informa-
tion event management (SIEM) 
system that includes network 
forensic analysis tools. Al-
though several SIEM engines 
are available, only a few in-
clude a logging system from 
which such data can be used 
later as evidence. A progres-
sive threat assessment requires 
software monitors to trigger an 
alert when unusual time-based 
IP address patterns occur 
inside the secure perimeter, 
indicating a potential botnet 
intrusion.

Network forensics can play a pivotal role in botnet 
attack threat assessment because the SIEM system not only 
handles log files in a forensically sound manner, but it also 
stores a moving window of log data as evidence for poten-
tial future activity. Real-time adaptive feedback resulting 
from this analysis could potentially avert or minimize a 
real-time attack via firewall rule adaptation.

Wireless networks 
Wireless forensics, a subdiscipline of network foren-

sics, provides the methodology and tools required to 
collect and analyze wireless network traffic. This new 
area has some techniques in common with fixed net-
works, along with some differences. Evaluating wireless 
networks from a forensic computing perspective helps to 
understand the current state of wireless misuse as well 
as the various tools and techniques used for identifica-
tion, containment, and analysis. This research reveals 
the limitation of current tools and procedures for forensic 
computing investigations on wireless devices and net-
works, and highlights various forms of misuse that might 
escape detection by forensic investigations. 

Some commercial players in fixed network forensics 
also claim wireless capabilities, at least for WLANs. Wire-
less network forensics requires these tools to analyze 
802.11 headers and corresponding protocol data flows. 
From an open source perspective, there are no well-known, 
dedicated network forensicsanalysis tool alternatives.

Sinkholes
A sinkhole is a security tool that has the potential to 

accept, analyze, and forensically store attack traffic. Origi-
nally, ISPs used sinkholes to draw attack traffic away from 
a customer; more recently, they have used them to monitor 
attacks, detect scanning activity from infected machines, 
perform a forensic analysis, and generally monitor for ma-
licious activity. Figure 3 shows how the sinkhole gateway 
router can be used to forward attack traffic to a sinkhole 
target router via a switch for basic Wireshark and TCP-
Dump sniffing, intrusion detection, and forensic analysis.

Figure 3 also shows how a sinkhole can be used to 
monitor internally generated worm propagation. In this 
example, an infected host is scanning for other comput-
ers to infect. It pulls in any internally originated traffic 
destined for either bogon addresses or dark IP address 
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Figure 3. Monitoring and analyzing worm propagation using a sinkhole. In this 
example, an infected host is scanning for others targets to infect. Because it sucks in 
any internally originated traffic destined for detailed network forensic analysis, the 
sinkhole can detect a worm’s scanning activity.
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space—bogon is unallocated address space, and dark IP 
space is allocated but unused. Consequently, the worm’s 
scanning activity can be detected at the sinkhole. Monitor-
ing the dark IP address space is essential because future 
worms might be written to purposely ignore such address 
blocks.

Additionally, a sinkhole can remove other noise from 
the network, such as reflector or backscatter traffic, which 
often indicates the start of a worm or DDoS attack. Back-
scatter traffic can occur as the result of large-scale DDoS 
attacks that use spoofed source addresses. A high increase 
in backscatter traffic could be the first sign of a new worm’s 
release. Forensically sound event logs and network traffic 
storage of this traffic is therefore crucial.

EMERGING NETWORK FORENSICS AREAS
Network forensics has important roles to play in new 

and developing areas related to social networking, data 
mining and digital imaging, and data visualization. 

Social networks
Social networking sites such as Google+, Facebook, 

Twitter, and YouTube have expanded astronomically in 
recent years, but because the success of such sites depends 
on the number of users they attract, there is pressure on 
developers to design systems that encourage behavior that 
increases both the number of users and their connections. 
Security has not been a high priority, leading to the emer-
gence of inevitable security risks. 

Obviously, there is a need for network forensic tools 
that address such an important area of usage, but to date, 
only traditional digital and network forensic tools are 
available.8,9 

Data mining 
Forensic profiles can be created using data mining tech-

nology, which provides a way to discover relevant patterns, 
thus generating profiles from large quantities of data. Al-
though there has been significant work in the areas of 
extracting and analyzing digital evidence from physical 
devices such as hard disks, less work has been reported 
on data mining in portable storage devices such as flash 
drives, cell phones, digital cameras, radio frequency iden-
tification devices, compact disks, and iPods.10

The extraction of historical data from supervisory 
control and data acquisition (SCADA) systems, which are 
widely used to monitor and control equipment in various 
industries such as oil and gas refining, water and waste 
control, and transportation, is an important area that 
draws on the combination of data mining and network 
forensics. 

There is currently no generic model for understand-
ing the processes necessary to gather digital evidence 
from SCADA systems. However, such a model is needed 

to enable incident response, intelligence gathering, digital 
evidence collection, and legal action against system intrud-
ers. There is a distinct difference between the process of 
network forensics-based data mining investigations (where 
time-based data is analyzed to detect potential malware 
intrusion) and incident recovery and response (where the 
key purpose is to respond to an alarm and implement 
recovery).

Some work has been done to incorporate the use of 
decision trees as well as naive Bayesian, a priori, and 
neural network techniques.11 Recently proposed archi-
tectures also incorporate mechanisms for monitoring 
process behavior, analyzing trends, and optimizing plant 
performance.12

Digital imaging and data visualization 
Researchers have developed numerous state-of-the-art 

tools to assist in conducting digital crime investigations. 
However, digital investigations are increasingly complex 
and time-consuming due to the amount of data involved. 
The visualization of data obtained from such investigations 
is a new and developing area and has the potential to dis-
play significant volumes of data where the dimensionality, 
complexity, or volume prohibits manual analysis. 

Data visualization is the graphical interpretation of 
high-dimensional data, which is particularly appropriate 
for obtaining an overall view and locating important as-
pects within a dataset. This is useful in network forensics 
because the data encountered in digital investigations is 
often significant in size, multidimensional, and complex. 
Consequently, obtaining an overall view can help digital 
investigators obtain a better understanding of the data 
and identify important aspects to assist in the recovery of 
appropriate digital evidence.13

Well-funded hackers, criminals, and terrorists are 
hiding data in new ways. Antiforensics tools are 
now as sophisticated as the tools they endeavor 

to defeat—Metasploit, for example, has developed three 
tools that have the potential to devastate automated  
forensic analysis tools. 

Law enforcement agencies strive to both prevent such 
attacks and catch the perpetrators using the latest secu-
rity and forensics tools. However, this work requires the 
design and implementation of a secure and forensically 
sound architecture. Resource limitations are a problem, 
and the process of developing innovative solutions will 
need to include computer software manufacturers, secu-
rity tools providers, antimalware organizations, forensic 
tool providers, ISPs, and telecommunications companies. 
It will also require the dedication and diligence of users 
themselves.

Regardless of the exact tools used, developers must 
build forensics capabilities into security systems. Botnet 


