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2. OS Patches Requirements

2.1 Discussion

Installing up-to-date vendor patches and developing a procedure for keeping up with vendor patches is critical for the security and reliability of the system. Vendors will issue operating system updates when they become aware of security vulnerabilities and other serious functionality issues, but it is up to their customers to actually download and install these patches.

During the patch cluster installation process, some patches may not be installed. Administrators may ignore individual patch installations that fail with either return code 2 (which indicates that the given patch has already been installed on the system) or return code 8 (the patch applies to an operating system package which is not installed on the machine). If a patch installation fails with any other return code, the administrator should consult the patch installation log in /var/sadm/install_data.

Note that using the –nosave option will prevent these patches from being "backed out" of the system—this may be undesirable if you are unsure of the impact of the patch cluster on your system or the applications which run on it. You may omit this option, but installing the patch cluster without –nosave may consume 20-30MB of space in the /var partition. Be careful not to fill up your /var partition, because this is where most of the system log data is written.

All hotfixes and service packs (Patch Clusters) for Operating Systems and applications prior to Jan 1st 2003 must be deployed on all systems.
2.2 Solaris 7 and 8 systems
· Download Sun Recommended Patch Cluster into /tmp (Sun Recommended Patch Clusters can be obtained from ftp://sunsolve.sun.com/pub/patches/ -- look for files named <osrel>_Recommended.zip, where <osrel> is the Solaris OS release number).

· Execute the following commands:

cd /tmp

unzip –qq ?_Recommended.zip

cd ?_Recommended

./install_cluster –q –nosave

2.3 Solaris 2.6 and earlier
· Download Sun Recommended Patch Cluster into /tmp (Sun Recommended Patch Clusters can be obtained from ftp://sunsolve.sun.com/pub/patches/ -- look for files named <osrel>_Recommended.tar.Z, where <osrel> is the Solaris OS release number).

· Execute the following commands:

cd /tmp

zcat *_Recommended.tar.Z | tar xf -

cd *_Recommended

./install_cluster –q –nosave

3. Minimize inetd network services

3.1 Create Empty /etc/inet/inetd.conf

Action:

cd /etc/inet

mv inetd.conf inetd.conf.orig

touch inetd.conf

chown root:sys inetd.conf

chmod 444 inetd.conf

Discussion:

The stock /etc/inet/inetd.conf file shipped with Solaris contains many services which are rarely used and a great deal of commentary. This can make the file difficult to audit and make it easier for attackers to hide malicious services in the file. By starting with a "clean slate", we make it easier to verify that the inetd.conf file is in a known good configuration. Note that we save a backup copy of the original version of the file in case we need to refer back to it later.

3.2 Enable telnet, ONLY IF NECESSARY

Question:

“Is there a mission-critical reason that requires users to access this system via telnet, rather than the more secure SSH protocol?”

If the answer to this question is yes, proceed with the actions below.

Action (Solaris 8 systems):

echo "telnet stream tcp6 nowait root /usr/sbin/in.telnetd

in.telnetd" >>inetd.conf

Action (Solaris 7 and earlier):

echo "telnet stream tcp nowait root /usr/sbin/in.telnetd

in.telnetd" >>inetd.conf

Discussion:

telnet uses an unencrypted network protocol, which means data from the login session (such as passwords) can be stolen by eavesdroppers on the network, and also that the session can be hijacked by outsiders to gain access to the remote system. The freely-available SSH utilities (see http://www.openssh.com/) provide encrypted network logins and should be used instead.

3.3 Enable FTP, ONLY IF NECESSARY

Question:

“Is this machine an (anonymous) FTP server, or is there a mission-critical reason why data must be transferred to and from this system via ftp, rather than scp?”

If the answer to this question is yes, proceed with the actions below.

Action (Solaris 8 systems):

echo "ftp stream tcp6 nowait root /usr/sbin/in.ftpd

in.ftpd -l" >>inetd.conf

Action (Solaris 7 and earlier):

echo "ftp stream tcp nowait root /usr/sbin/in.ftpd

in.ftpd -l" >>inetd.conf

Discussion:

Like telnet, the FTP protocol is unencrypted which means theft of data and session hijacking are an issue with this protocol. SSH provides two different encrypted file transfer mechanisms—scp and sftp—and should be used instead. Even if FTP is required because the local system is an anonymous FTP server, consider requiring non-anonymous users on the system to transfer files via SSH-based protocols.

3.4 Enable rlogin/rsh/rcp, ONLY IF NECESSARY

Question:

“Is there a mission-critical reason why rlogin/rsh/rcp must be used instead of the more secure ssh/scp?”

If the answer to this question is yes, proceed with the actions below.

Action (Solaris 8 systems):

cat <<END_ENTRIES >>inetd.conf

shell stream tcp nowait root /usr/sbin/in.rshd in.rshd

shell stream tcp6 nowait root /usr/sbin/in.rshd in.rshd

login stream tcp6 nowait root /usr/sbin/in.rlogind

in.rlogind

END_ENTRIES

Action (Solaris 7 and earlier):

cat <<END_ENTRIES >>inetd.conf

shell stream tcp nowait root /usr/sbin/in.rshd in.rshd

login stream tcp nowait root /usr/sbin/in.rlogind

in.rlogind

END_ENTRIES

Discussion:

SSH was designed to be a drop-in replacement for these protocols. Given the wide availability of free SSH implementations, it seems unlikely that there is ever a case where these tools cannot be replaced with SSH (again, see http://www.openssh.com/).

3.5 Enable TFTP, ONLY IF NECESSARY

Question:

“Is this system a boot server or is there some other mission-critical reason why data must be transferred to and from this system via TFTP?”

If the answer to this question is yes, proceed with the actions below.

Action (Solaris 8 systems):

echo "tftp stream udp6 wait root /usr/sbin/in.tftpd

in.tftpd –s /tftpboot" >>inetd.conf

mkdir –m 711 /tftpboot

chown root:root /tftpboot

Action (Solaris 7 and earlier):

echo "tftp stream udp wait root /usr/sbin/in.tftpd

in.tftpd –s /tftpboot" >>inetd.conf

mkdir –m 711 /tftpboot

chown root:root /tftpboot

Discussion:

TFTP is typically used for network booting of diskless workstations, X-terminals, and other similar devices (TFTP is also used during network installs of systems via the Solaris Jumpstart facility). Routers and other network devices may copy configuration data to remote systems via TFTP for backup. However, unless this system is needed in one of these roles, it is best to leave the TFTP service disabled.

3.6 Enable printer service, ONLY IF NECESSARY

Question:

“Is this machine a print server for your network?”

If the answer to this question is yes, proceed with the actions below.

Action (Solaris 8 systems):

echo "printer stream tcp6 nowait root

/usr/lib/print/in.lpd in.lpd" >>inetd.conf

Action (Solaris 2.6 and Solaris 7 systems):

echo "printer stream tcp nowait root

/usr/lib/print/in.lpd in.lpd" >>inetd.conf

Discussion:

in.lpd provides a BSD-compatible print server interface. Even machines that are print servers may wish to leave this service disabled if they do not need to support BSD-style printing.

3.7 Enable rquotad, ONLY IF NECESSARY

Question:

“Is this system an NFS file server?”

If the answer to this question is yes, proceed with the actions below.

Action:

echo "rquotad/1 tli rpc/datagram_v wait root

/usr/lib/nfs/rquotad rquotad" >>inetd.conf

Discussion:

rquotad allows NFS clients to enforce disk quotas on file systems that are mounted from the local system. If your site does not use disk quotas, then you may leave the rquotad service disabled.

3.8 Enable CDE-related daemons, ONLY IF NECESSARY

Question:

“Is there a mission-critical reason to run a GUI on this system?”

If the answer to this question is yes, proceed with the actions below.

Action:

cat <<END_ENTRIES >>inetd.conf

fs stream tcp wait nobody /usr/openwin/lib/fs.auto fs

100083/1 stream rpc/tcp wait root

/usr/dt/bin/rpc.ttdbserverd rpc.ttdbserverd

100221/1 tli rpc/tcp wait root

/usr/openwin/bin/kcms_server kcms_server

END_ENTRIES

Discussion:

These services support Sun's CDE windowing environment. Note that all of these services have a history of security problems: not only is it vital to keep up to date on vendor patches, but also never enable these services on any system which is not well protected by a complete network security infrastructure (including network and hostbased firewalls, packet filters, and intrusion detection infrastructure).

3.9 Enable Kerberos-related daemons, ONLY IF NECESSARY

Question:

“Is the Kerberos security system in use at this site?”

If the answer to this question is yes, proceed with the actions below.

Action (Solaris 8 systems):

cat <<END_ENTRIES >>inetd.conf

100134/1 tli rpc/ticotsord wait root

/usr/lib/krb5/ktkt_warnd ktkt_warnd

100234/1 tli rpc/ticotsord wait root /usr/lib/gss/gssd

gssd

END_ENTRIES

Discussion:

Kerberos support has been added to Solaris 8, but may not be in use at all sites. For more information on Kerberos see http://web.mit.edu/kerberos/www/.

4. Minimize boot services

4.1 Turn off services which are not commonly used

Action:

cd /etc/rc2.d

for file in S73cachefs.daemon S93cacheos.finish S40llc2 \

S47asppp S50apache S70uucp S72slpd S75flashprom \

S85power S89bdconfig S90wbem S91afbinit S91ifbinit \

S94ncalogd S95ncad

do

[ -s $file ] && mv $file .NO$file

done

cd /etc/rc3.d

for file in S77dmi S80mipagent

do

[ -s $file ] && mv $file .NO$file

done
Discussion:

Renaming these scripts in the system boot directories will effectively disable a wide variety of infrequently used subsystems. The scripts are merely renamed (rather than removed outright) so that the local administrator can easily "restore" any of these files if they discover a mission-critical need for one of these services. Note that not all of the scripts listed above will exist on all systems (some are only valid for certain releases, others only exist if certain OEM vendor software is installed).

4.2 Disable NFS server processes, if possible

Question:

“Is this machine an NFS file server?”

If the answer to this question is yes, then do not perform the action below.

Action:

mv /etc/rc3.d/S15nfs.server /etc/rc3.d/.NOS15nfs.server

Discussion:

Clearly there is no need to run the NFS server-related daemons on hosts that are not NFS servers. NFS is frequently exploited to gain unauthorized access to files and systems.

4.3 Disable NFS client processes, if possible

Question:

“Is there a mission-critical reason why this system must access file systems from remote servers via NFS?”

If the answer to this question is yes, then do not perform the action below.

Action:

mv /etc/rc2.d/S73nfs.client /etc/rc2.d/.NOS73nfs.client

mv /etc/rc2.d/S74autofs /etc/rc2.d/.NOS74autofs

Discussion:

Again, unless there is a significant need for this system to acquire data via NFS, administrators should disable NFS-related services. Note that other file transfer schemes (such as rdist via SSH) can often be preferable to NFS for certain applications.

4.4 Disable other RPC-based services, if possible

Question:

“Are any of the following statements true?”

· This machine is an NFS client or server

· This machine is an NIS (YP) or NIS+ client or server

· The Kerberos security system is in use at this site

· This machine runs a GUI

· The machine runs a third-party software application which is dependent on RPC support (examples: FlexLM License managers, Veritas, Sun Disksuite)

If the answer to this question is yes, then do not perform the action below.

Action:

mv /etc/rc2.d/S71rpc /etc/rc2.d/.NOS71rpc

Discussion:

RPC-based services typically use very weak or non-existent authentication and yet may share very sensitive information. Unless one of the services listed above is required on this machine, best to disable RPC-based tools completely. If you are unsure whether or not a particular third-party application requires RPC services, consult with the application vendor.

4.5 Disable LDAP cache manager, if possible

Question:

“Is the LDAP directory service in use at this site?”

If the answer to this question is yes, then do not perform the action below.

Action:

mv /etc/rc2.d/S71ldap.client /etc/rc2.d/.NOS71ldap.client

Discussion:

Clearly, if the local site is not currently using LDAP as a naming service, then there is no need to keep LDAP-related daemons running on the local machine.

4.6 Disable printer daemons, if possible

Question:

“Is this system a print server, or is there a mission-critical reason why users must submit print jobs from this system?”

If the answer to this question is yes, then do not perform the action below.

Action:

mv /etc/rc2.d/S80lp /etc/rc2.d/.NOS80lp

mv /etc/rc2.d/S80spc /etc/rc2.d/.NOS80spc

Discussion:

If users will never print files from this machine and the system will never be used as a print server by other hosts on the network, then it is safe to disable these services. The Unix print service has generally had a poor security record—be sure to keep uptodate on vendor patches.

4.7 Disable GUI login, if possible

Question:

“Is there a mission-critical reason to run a GUI on this system?”

If the answer to this question is yes, then do not perform the action below.

Action:

mv /etc/rc2.d/S99dtlogin /etc/rc2.d/.NOS99dtlogin

Discussion:

The X Windows-based CDE GUI on Solaris systems has had a history of security issues. Never run any GUI-oriented service or application on a system unless that machine is protected by a strong network security infrastructure.

4.8 Disable email server, if possible

Question:

“Is this system a mail server—that is, does this machine receive and process email from other hosts?”

If the answer to this question is yes, then do not perform the action below.

Action (Solaris 8 systems):

mv /etc/rc2.d/S88sendmail /etc/rc2.d/.NOS88sendmail

Action (Solaris 7 and earlier):

mv /etc/rc2.d/S80sendmail /etc/rc2.d/.NOS80sendmail

cd /var/spool/cron/crontabs

crontab –l >root.tmp

echo '0 * * * * /usr/lib/sendmail -q' >>root.tmp

crontab root.tmp

rm –f root.tmp

Discussion:

It is possible to run a Unix system with the Sendmail daemon disabled and still allow users on that system to send email out from that machine. Running Sendmail in "daemon mode" (with the –bd command-line option) is only required on machines that act as mail servers, receiving and processing email from other hosts on the network.

4.9 Disable Web server, if possible

Question:

“Is there a mission-critical reason why this system must run a Web server?”

If the answer to this question is yes, then do not perform the action below.

Action:

mv /etc/rc3.d/S50apache /etc/rc3.d/.NOS50apache

Discussion:

Even if this machine is a Web server, the local site may choose not to use the Web server provided with Solaris in favor of a locally developed and supported Web environment.

4.10 Disable SNMP, if possible

Question:

“Are hosts at this site remotely monitored by a tool (e.g., HP OpenView, MRTG, Cricket) that relies on SNMP?”

If the answer to this question is yes, then do not perform the action below.

Action:

mv /etc/rc3.d/S76snmpdx /etc/rc3.d/.NOS76snmpdx

Discussion:

If you are using SNMP to monitor the hosts on your network, experts recommend changing the default community string used to access data via SNMP. On Solaris systems, this parameter can be changed by modifying the system-group-readcommunity parameter in /etc/snmp/conf/snmpd.conf

4.11 Disable login: prompts on serial ports

Action:

grep -v /usr/lib/saf/sac /etc/inittab >/etc/inittab.new

mv /etc/inittab.new /etc/inittab

chown root:sys /etc/inittab

chmod 644 /etc/inittab

Discussion:

By disabling the login: prompt on the system serial devices we make it more difficult for unauthorized users to attach modems, terminals, and other remote access devices to these ports. Note that this action may safely be performed even if console access to the system is provided via the serial ports, because the login: prompt on the console device is provided through a different mechanism.

4.12 Set daemon umask

OS Revisions:

Required for Solaris 7 and earlier releases. For Solaris 8 systems, the default setting of the CMASK parameter in /etc/default/init addresses this issue.

Action:

echo "umask 022" >/etc/init.d/umask.sh

chmod 744 /etc/init.d/umask.sh

for dir in /etc/rc?.d

do

ln -s ../init.d/umask.sh $dir/S00umask.sh

done

Discussion:

The system default umask should be set to at least 022 in order to prevent daemon processes (such as the syslog daemon) from creating world-writable files by default.

5. Kernel Tuning

5.1 Enable stack protection

OS Revisions:

The configuration steps below may only be applied on Solaris 2.6 and later systems.

Action:

cat <<END_CFG >>/etc/system

* Attempt to prevent and log stack-smashing attacks

set noexec_user_stack = 1

set noexec_user_stack_log = 1

END_CFG

Discussion:

Buffer overflow exploits have been the basis for many of the recent highly publicized compromises and defacements of large numbers of Internet connected systems. Many of the automated tools in use by system crackers exploit well-known buffer overflow problems in vendor-supplied and third-party software. Enabling stack protection prevents certain classes of buffer overflow attacks and is a significant security enhancement.

5.2 Restrict NFS client requests to privileged ports

Action:

cat <<END_CFG >>/etc/system

* Require NFS clients to use privileged ports

set nfssrv:nfs_portmon = 1

END_CFG

Discussion:

Setting this parameter causes the NFS server process on the local system to ignore NFS client requests that do not originate from the privileged port range (ports less than 1024). This should not hinder normal NFS operations but may block some automated NFS attacks that are run by unprivileged users.

5.3 Network Parameter Modifications

Question:

Is this system going to be used as a firewall or gateway to pass network trafficbetween different networks?

If the answer to this question is yes, then modify the actions below by removing all ndd commands prior to the line which reads:

ndd -set /dev/ip ip_forward_src_routed 0

Action (for Solaris 8 systems):

cat <<END_SCRIPT >/etc/init.d/netconfig

#!/sbin/sh

ndd -set /dev/ip ip_forwarding 0

ndd -set /dev/ip ip6_forwarding 0

ndd -set /dev/ip ip_strict_dst_multihoming 1

ndd -set /dev/ip ip6_strict_dst_multihoming 1

ndd -set /dev/ip ip_send_redirects 0

ndd -set /dev/ip ip6_send_redirects 0

ndd -set /dev/ip ip_ignore_redirect 1

ndd -set /dev/ip ip6_ignore_redirect 1

ndd -set /dev/ip ip_forward_src_routed 0

ndd -set /dev/ip ip6_forward_src_routed 0

ndd -set /dev/ip ip_forward_directed_broadcasts 0

ndd -set /dev/tcp tcp_conn_req_max_q0 4096

ndd -set /dev/tcp tcp_ip_abort_cinterval 60000

ndd -set /dev/ip ip_respond_to_timestamp 0

ndd -set /dev/ip ip_respond_to_timestamp_broadcast 0

ndd -set /dev/ip ip_respond_to_address_mask_broadcast 0

ndd -set /dev/arp arp_cleanup_interval 60000

ndd -set /dev/ip ip_ire_arp_interval 60000

END_SCRIPT

chown root:root /etc/init.d/netconfig

chmod 744 /etc/init.d/netconfig

ln -s /etc/init.d/netconfig /etc/rc2.d/S69netconfig

Action (for Solaris 7 releases and earlier):

cat <<END_SCRIPT >/etc/init.d/netconfig

#!/sbin/sh

ndd -set /dev/ip ip_forwarding 0

ndd -set /dev/ip ip_strict_dst_multihoming 1

ndd -set /dev/ip ip_send_redirects 0

ndd -set /dev/ip ip_ignore_redirect 1

ndd -set /dev/ip ip_forward_src_routed 0

ndd -set /dev/ip ip_forward_directed_broadcasts 0

ndd -set /dev/tcp tcp_conn_req_max_q0 4096

ndd -set /dev/tcp tcp_ip_abort_cinterval 60000

ndd -set /dev/ip ip_respond_to_timestamp 0

ndd -set /dev/ip ip_respond_to_timestamp_broadcast 0

ndd -set /dev/ip ip_respond_to_address_mask_broadcast 0

ndd -set /dev/arp arp_cleanup_interval 60000

ndd -set /dev/ip ip_ire_flush_interval 60000

END_SCRIPT

chown root:root /etc/init.d/netconfig

chmod 744 /etc/init.d/netconfig

ln -s /etc/init.d/netconfig /etc/rc2.d/S69netconfig

Discussion:

Note that we are creating a new script that will be executed at boot time to reconfigure various network parameters. For a more complete discussion of these parameters and their effect on the security of the system, see: http://www.sun.com/software/solutions/blueprints/1200/network-updt1.pdf
5.4 Use better TCP sequence numbers

OS Revisions:

Required for Solaris 2.6 and later, not supported in earlier releases

Action:

cd /etc/default

set ‘s/TCP_STRONG_ISS=1/TCP_STRONG_ISS=2/’ ./inetinit > \ inetinit.new

mv inetinit.new inetinit

chown root:sys inetinit

chmod 444 inetinit

Discussion:

Setting this parameter in /etc/default/inetinit causes the system to use a better randomization algorithm for generating initial TCP sequence numbers. This makes remote session hijacking attacks more difficult, as well as any other networkbased attack that relies on predicting TCP sequence number information.

6. Logging

6.1 Capture messages sent to syslog AUTH facility

Action:

echo "auth.info\t\t\t/var/log/authlog" >>/etc/syslog.conf

touch /var/log/authlog

chown root:root /var/log/authlog

chmod 600 /var/log/authlog

Discussion:

By default, Solaris systems do not capture logging information which is sent to the LOG_AUTH facility. This is unfortunate, since a great deal of important securityrelated information is sent via this channel (e.g., successful and failed su attempts, failed login attempts, root login attempts, etc.). The above action causes this information to be captured in the /var/log/authlog file (which is only readable by the superuser). This file should be reviewed and archived on a regular basis.

6.2 Create /var/adm/loginlog

Action:

touch /var/adm/loginlog

chown root:root /var/adm/loginlog

chmod 600 /var/adm/loginlog

Discussion:

If it exists, the file /var/adm/loginlog will capture failed login attempt messages (this file does not exist by default). Starting with Solaris 8, administrators may also modify the SYSLOG_FAILED_LOGINS parameter in /etc/default/login to control how many login failures are allowed before log messages are generated (for more information see the comment at the end of the /etc/default/login file).

6.3 Turn on cron logging

Action:

cd /etc/default

awk '/CRONLOG/ { $1 = "CRONLOG=YES" }; \

{ print}' \

cron > cron.new

mv cron.new cron

chown root:sys cron

chmod 444 cron

Discussion:

Setting the CRONLOG parameter to YES in /etc/default/cron causes information to be logged for every cron job that gets executed on the system. Log data can be found in /var/cron/log and this file should be reviewed on a regular basis.

6.4 Enable kernel-level auditing

Action:

echo y | /etc/security/bsmconv

cat <<END_PARAMS >/etc/security/audit_control

dir:/var/audit

flags:lo,ad,-all,^-fm

naflags:lo,ad

minfree:20

END_PARAMS

cd /var/spool/cron/crontabs

crontab –l >root.tmp

echo '0 * * * * /usr/sbin/audit –n' >>root.tmp

crontab root.tmp

rm –f root.tmp

Discussion:

Kernel-level auditing provides information on commands and system calls which are executed on the local system. The audit trail may be reviewed with the praudit command.

7. File/Directory Permissions/Access

7.1 Add 'logging' option to root file system

OS Revisions:

This step may only be performed on Solaris 8 systems

Action:

awk '($4 == "ufs" && $3 == "/") \

{ $7 = "remount,logging" }; \

{ print }' /etc/vfstab >/etc/vfstab.new

mv /etc/vfstab.new /etc/vfstab

chown root:sys /etc/vfstab

chmod 664 /etc/vfstab

Discussion:

A corrupted root file system is one mechanism that an attacker with physical access to the system console can use to compromise the system. By enabling the "logging" option on the root file system, it is much more difficult for the root file system to become corrupted at all, thwarting this particular type of attack.

7.2 Add 'nosuid' option to /etc/rmmount.conf

OS Revisions:

This action does not usually need to be performed on Solaris 8 systems, as it is the default configuration for this platform.

Action:

fs=`awk '($1 == "ident") && ($2 != "pcfs") \

{ print $2 }' /etc/rmmount.conf`

echo mount \* $fs -o nosuid >>/etc/rmmount.conf

Discussion:

Removable media is one vector by which malicious software can be introduced onto the system. By forcing these file systems to be mounted with the "nosuid" option, the administrator prevents users from bringing set-UID programs onto the system via CD-ROMs and floppy disks.

7.3 Verify passwd, shadow, and group file permissions

Action:

cd /etc

chown root:sys passwd shadow group

chmod 644 passwd group

chmod 400 shadow

Discussion:

These are the default owners and access permissions for these files.

7.4 World-writable directories should have their sticky bit set

Action:

chmod +t /tmp

find /var –type d –perm –0222 –xdev –exec chmod +t {} \;

Discussion:

When the so-called "sticky bit" is set on a directory, then only the owner of a file may remove that file from the directory (as opposed to the usual behavior where anybody with write access to that directory may remove the file). Note that while the standard world-writable directories for Solaris systems are /tmp and several directories under /var, the administrator may wish to use a similar find command to the one shown above to scan the system for other world-writable directories that may have been created by other users on the system.

7.5 Find unauthorized SUID/SGID system executables

Action:

The automated testing tool supplied with this benchmark will flag unexpected set-UID and set-GID applications on the system. Administrators who wish to obtain a list of the set-UID and set-GID programs currently installed on the system may run the following commands:

for part in \

`awk '($4 == "ufs") { print $3 }' /etc/vfstab`

do

find $part \( -perm -04000 -o -perm -02000 \) \

-type f -xdev –print

done

Discussion:

The administrator should take care to ensure that no rogue set-UID programs have been introduced into the system. Information on the set-UID and set-GID applications that normally ship with Solaris systems can be found at http://ist.uwaterloo.ca/security/howto/
8. System Access, Authentication, and Authorization

8.1 Remove .rhosts support in /etc/pam.conf

OS Revisions:

Required for Solaris 2.6 and later, not supported in earlier releases

Action:

grep -v rhosts_auth /etc/pam.conf > /etc/pam.new

mv /etc/pam.new /etc/pam.conf

chown root:sys /etc/pam.conf

chmod 644 /etc/pam.conf

Discussion:

Used in conjunction with the BSD-style “r-commands” (rlogin, rsh, rcp), .rhosts files implement a weak form of authentication based on the network address or host name of the remote computer (which can be spoofed by a potential attacker to exploit the local system). Disabling .rhosts support helps prevent users from subverting the system’s normal access control mechanisms.

8.2 Fix /etc/hosts.equiv

Action:

touch /etc/hosts.equiv

chown root:root /etc/hosts.equiv

chmod 000 /etc/hosts.equiv

Discussion:

/etc/hosts.equiv sets up global trust relationships for all accounts on the system, which work in an analogous fashion to .rhosts files in user home directories. See the discussion of .rhosts files in the item above. We don’t remove the file, but make it unusable. By making sure the file is empty and has no permissions whatsoever, an attackers is unable to use it and to overwrite or update the file.

8.3 Create /etc/ftpusers

OS Revisions:

Solaris 8 systems ship with this /etc/ftpusers file by default

Action:

cat <<END_FTPUSERS >/etc/ftpusers

root

daemon

bin

sys

adm

lp

uucp

nuucp

listen

nobody

noaccess

nobody4

END_FTPUSERS

chown root:root /etc/ftpusers

chmod 600 /etc/ftpusers

Discussion:

/etc/ftpusers contains a list of users who are not allowed to access the system via FTP. Generally, only normal users should ever access the system via FTP—there should be no reason for “system” type accounts to be transferring information via this mechanism. Certainly the root account should never be allowed to transfer files directly via FTP.

8.4 Restrict at/cron to authorized users

Action:

cd /etc/cron.d

rm -f cron.deny at.deny

echo root [appl/user account] >cron.allow

echo root [appl/user account] >at.allow

chown root:root cron.allow at.allow

chown sys:sys cron.allow at.allow

chown adm:adm cron.allow at.allow

chown lp:lp cron.allow at.allow

chown netsaint:netsaint cron.allow at.allow

chmod 400 cron.allow at.allow

Discussion:

The cron.allow and at.allow files are a list of user and/or system accounts who are allowed to run the crontab and at commands to submit jobs to be run at scheduled intervals. 

8.5 Restrict permissions on crontab files

Action:

chown root:sys /var/spool/cron/crontabs/*

chmod 400 /var/spool/cron/crontabs/*

Discussion:

The system crontab files are accessed only by the cron daemon (which runs with superuser privileges) and the crontab command (which is set-UID to root). Allowing unprivileged users to read or (even worse) modify system crontab files can create the potential for a local user on the system to gain elevated privileges.

8.6 Create appropriate warning banners

Action:

eeprom oem-banner="Authorized use only. All activity may be monitored and reported."

eeprom oem-banner\?=true

echo "Authorized use only. All activity may be monitored

and reported." >>/etc/motd

echo "Authorized uses only. All activity may be monitored

and reported." >/etc/issue

echo 'BANNER="Authorized use only. All activity may be

monitored and reported.\\n\\n"' >/etc/default/telnetd

echo 'BANNER="Authorized use only. All activity may be

monitored and reported."' >/etc/default/ftpd

chown root:sys /etc/motd

chown root:root /etc/issue

chmod 644 /etc/motd /etc/issue

chown root:sys /etc/default/telnetd /etc/default/ftpd

chmod 444 /etc/default/telnetd /etc/default/ftpd

Discussion:

It is a widely held belief that presenting some sort of statutory warning message at login time will assist the prosecution of trespassers on the computer system. Changing some of these login banners also has the side effect of hiding OS version information and other detailed system information, which an attacker might find useful when targeting their attacks (though there are other mechanisms available for acquiring this information). Clearly, the content of all such statutory warnings should be reviewed by the organization’s local legal counsel before the above modifications are made.

8.7 Restrict root logins to system console

Action:

Verify that /etc/default/login contains the line CONSOLE=/dev/console

(this is the default)

Discussion:

Anonymous root logins should never be allowed, except on the system console in emergency situations. At all other times, the administrator should access the system via an unprivileged account and use some authorized mechanism (such as the su command, or the freely-available sudo package) to gain additional privilege. These mechanisms provide at least some limited audit trail in the event of problems.

9. User Accounts and Environment

9.1 Purge or lock system accounts

Action:

for user in uucp nuucp smtp listen nobody4

do

passwd –l $user

done

for user in adm daemon bin lp nobody noaccess

do

passwd –l $user

done

Discussion:

The uucp, nuucp, smtp, listen, and nobody4 accounts are generally not needed and should be deleted in order to improve the auditability of the passwd and shadow files. The adm, daemon, bin, lp, nobody, and noaccess accounts should be locked by setting their login shell to an invalid shell. /dev/null is a good choice because it is not a valid login shell, and should an attacker attempt to replace it with a copy of a valid shell the system will not operate properly.

9.2 Verify that there are no accounts with empty password fields

Action:

The command

logins -p

should return no lines of output.

Discussion:

An account with an empty password field means that anybody may log in as that user without providing a password at all. All accounts should have strong passwords or should be locked by using a password string like "NP" or "*LOCKED*".

9.3 Verify that no UID 0 accounts exist other than root

Action:

The command

awk -F: '($3 == 0) { print $1 }' /etc/passwd

should return only the word “root”.

Discussion:

Any account with UID 0 has superuser privileges on the system. The only superuser account on the machine should be the root account, and it should be accessed by logging in as an unprivileged user and using the su command (or equivalent) to gain additional privilege.

9.4 No '.' or group/world-writable directory in root $PATH

Action:

The automated testing tool supplied with this benchmark will alert the administrator if action is required.

Discussion:

Including the current working directory ('.') or other writable directory in root's executable path makes it likely that an attacker can gain superuser access by forcing an administrator operating as root to execute a Trojan horse program.

9.5 Remove potentially dangerous files belonging to root user

Action:

rm /.[rs]hosts /.netrc

Discussion:

/.rhosts and /.shosts files implement weak IP address based authentication which should not be trusted for something as significant as superuser access on the system. .netrc files may contain unencrypted passwords which may be used to attack other systems.

9.6 User home directories should be mode 755 or more restrictive

Action:

cd /path/to/user/homedirs

chmod g-w *

chmod o-w *

Discussion:

Group or world-writable user home directories may enable malicious users to steal or modify other users' data or to gain another user's system privileges. While the above modifications are relatively benign, making global modifications to user home directories without alerting your user community can result in unexpected outages and unhappy users.

9.7 No user dot-files should be group/world writable

Action:

cd /path/to/user/homedirs

for file in */.[A-Za-z0-9]*

do

if [ -f $file ]; then

chmod g-w $file

chmod o-w $file

fi

done

Discussion:

Group or world-writable user configuration files may enable malicious users to steal or modify other users' data or to gain another user's system privileges. While the above modifications are relatively benign, making global modifications to user home directories without alerting your user community can result in unexpected outages and unhappy users.

9.8 Remove user .netrc files

Action:

cd /path/to/user/homedirs

rm */.netrc

Discussion:

.netrc files may contain unencrypted passwords which may be used to attack other systems. While the above modifications are relatively benign, making global modifications to user home directories without alerting your user community can result in unexpected outages and unhappy users.

9.9 Set default umask for users

Action:

cd /etc/default

awk '/UMASK=/ { $1 = "UMASK=022" }; \

{ print }' login >login.new

mv login.new login

chown root:sys login

chmod 444 login

Discussion:

Setting the default umask for users at login time will help prevent users from creating group or world-writable files which may compromise their data or account.

10. Key Security tools installed

The items in this section require the administrator to install and configure various pieces of third-party software. In some of the items, this software will need to be downloaded in source code form, compiled, and installed on the target system. This process will generally require that the system where the software is to be compiled have a working C compiler (the actions below assume the compiler is gcc, the free C compiler from the Free Software Foundation) and a copy of the FSF gzip utilities (for unpacking the software archives). Both gcc and gzip are available in pre-compiled Solaris package format from www.sunfreeware.com.

The actions below assume that the software is being compiled on the system that you are attempting to secure. Note, however, that it is generally considered bad practice to install compilers on systems that don't require them for normal operations (because the presence of a compiler makes it easier for attackers to import software onto the system). You may wish to build the individual security tools on some other system and then copy them onto your target platform either via "sneaker net" (CD-ROM, tape, etc.) or over the network using FTP, SSH, etc.

10.1 Install TCP Wrappers (on Protected E-Business Environment systems)

Discussion:

TCP Wrappers allow the administrator to control who has access to various network services based on the IP address of the remote end of the connection. TCP Wrappers also provide logging information via Syslog about both successful and unsuccessful connections. TCP Wrappers are generally triggered out of /etc/inet/inetd.conf, but other options exist for "wrappering" non-inetdbased software (see the documentation provided with the source code release). 

Action:

1. Download package:

Download the pre-compiled AGFAtcpd package (/net/agbu11/export/install/Agfa/Packages/) and install it.

2. Install package:

pkgadd –d AGFAtcpd 

10.2 Install SSH

Discussion:

Secure Shell access is the default remote access method to connect to Unix systems.

Action:

3. Download the pre-compiled SSH package (/net/agbu11/export/install/Agfa/Packages/) and install it.

4. Install package:

patchadd 112438-01

reboot

pkgadd –d AGFAssl

pkgadd –d AGFAssh

10.3 Install NTP

Discussion:

NTP (the Network Time Protocol) is used to keep the system clocks on multiple hosts in synch with one another over a network. Time synchronization is critical when attempting to correlate log events across multiple systems (particularly in the wake of a security incident). 

Note that starting with Solaris 2.6, NTP is provided with the operating system in the SUNWntpr and SUNWntpu packages (these packages may not currently be installed on your particular Solaris platform, but may be installed manually from the Solaris media with the pkgadd command). Earlier releases should follow actions 1-3 below to install a pre-compiled version of the NTP software, but administrators of 2.6 and later systems may proceed directly to action 4.

Action:

1. [Only for Solaris 2.5 and 2.5.1] Download pre-compiled NTP software package

ntpd-4.0.99k23-sol25-sparc-local.gz from

ftp://ftp.sunfreeware.com/pub/freeware/sparc/2.5/

2. [Only for Solaris 2.5 and 2.5.1] Install package:

gunzip ntpd-4.0.99k23-sol25-sparc-local.gz

pkgadd –d ntpd-4.0.99k23-sol25-sparc-local

rm –f ntpd-4.0.99k23-sol25-sparc-local

3. [Only for Solaris 2.5 and 2.5.1] Create NTP start-up script:

cat <<END_SCRIPT >/etc/init.d/ntpd

#!/sbin/sh

CONFFILE=/etc/inet/ntp.conf

case "$1" in

'start')

if [ -f $CONFFILE ]; then

if [ -x /usr/local/bin/ntpdate ]; then

SERVERS=`awk '/^server|peer/ \

{ print $2 }' \

$CONFFILE | grep –v ^127`

/usr/local/bin/ntpdate $SERVERS

fi

if [ -x /usr/local/bin/ntpd ]; then

echo "Starting NTP."

/usr/local/bin/ntpd -c $CONFFILE

fi

fi

;;

'stop')

PID=`ps –e | awk '/ntpd/ { print $1 }'`

kill $PID

;;

*)

echo "Usage: $0 { start | stop }"

exit 1

;;

esac

exit 0

END_SCRIPT

chown root:sys /etc/init.d/ntpd

chmod 744 /etc/init.d/ntpd

ln –s /etc/init.d/ntpd /etc/rc2.d/S73ntpd

4. Create an NTP configuration file

cat <<END_CONFIG >>/etc/inet/ntp.conf

driftfile /etc/ntp.drift

server <srvr>

server <srvr>

server <srvr>

restrict default nomodify

END_CONFIG

In the commands above, replace the <srvr> entries with the names or IP addresses of the nearest router on the Agfa Global Network. Contact the GICS Network Competency Center for more information.

10.4 Run fix-modes

Discussion:

The fix-modes software corrects various ownership and permission issues with files throughout the Solaris OS file systems. This program should be re-run every time packages are added to the system, or patches are applied. Administrators may wish to run the tool periodically out of cron.

Action:

1. Get the fix-modes software from ftp://ftp.science.uva.nl/pub/solaris/fix-modes.tar.gz
2. Unpack sources, build software, and install

mkdir fix-modes

mv fix-modes.tar.gz fix-modes

cd fix-modes

gunzip -c fix-modes.tar.gz | tar xf –

make CC=gcc

for file in fix-modes pmodes secure-modes

do

/usr/sbin/install -s -f /usr/local/sbin \

-m 0555 -u root -g sys $file

done

3. Run the fix-modes program

sh /usr/local/sbin/fix-modes

11. Checklist

	Security Requirement
	Paragraph
	Implemented ?

	Service Packs & Hotfixes

	Required Service Packs installed
	2.1
	( Yes             ( No

	Inetd network services

	Create empty /etc/inet/inetd.conf
	3.1
	( OK              ( NOK

	Enable telnet, ONLY IF NECESSARY
	3.2
	( Disabled      ( Enabled

	Enable FTP, ONLY IF NECESSARY
	3.3
	( Disabled      ( Enabled

	Enable rlogin/rsh/rcp, ONLY IF NECESSARY
	3.4
	( Disabled      ( Enabled

	Enable TFTP, ONLY IF NECESSARY
	3.5
	( Disabled      ( Enabled

	Enable printer service, ONLY IF NECESSARY
	3.6
	( Disabled      ( Enabled

	Enable rquotad, ONLY IF NECESSARY
	3.7
	( Disabled      ( Enabled

	Enable CDE-related daemons, ONLY IF NECESSARY
	3.8
	( Disabled      ( Enabled

	Enable Kerberos-related daemons, ONLY IF NECESSARY
	3.9
	( Disabled      ( Enabled

	Boot services

	Turn off services which are not commonly used
	4.1
	( OK               ( NOK

	Disable NFS server processes, if possible
	4.2
	( Disabled      ( Enabled

	Disable NFS client processes, if possible
	4.3
	( Disabled      ( Enabled

	Disable other RPC-based services, if possible
	4.4
	( Disabled      ( Enabled

	Disable LDAP cache manager, if possible
	4.5
	( Disabled      ( Enabled

	Disable printer daemons, if possible
	4.6
	( Disabled      ( Enabled

	Disable GUI login, if possible
	4.7
	( Disabled      ( Enabled

	Disable email server, if possible
	4.8
	( Disabled      ( Enabled

	Disable Web server, if possible
	4.9
	( Disabled      ( Enabled

	Disable SNMP, if possible
	4.10
	( Disabled      ( Enabled

	Disable login: prompts on serial ports
	4.11
	( Disabled      ( Enabled

	Set daemon umask
	4.12
	( Yes               ( No

	Kernel Tuning

	Enable stack protection
	5.1
	( Yes               ( No

	Restrict NFS client requests to privileged ports
	5.2
	( Yes               ( No

	Network Parameter Modifications
	5.3
	( Yes               ( No

	Use better TCP sequence numbers
	5.4
	( Yes               ( No

	Logging

	Capture messages sent to syslog AUTH facility
	6.1
	( Yes               ( No

	Create /var/adm/loginlog
	6.2
	( Yes               ( No

	Turn on cron logging
	6.3
	( Yes               ( No

	Enable kernel-level auditing
	6.4
	( Yes               ( No

	File/Directory Permissions/Access

	Add 'logging' option to root file system
	7.1
	( Yes               ( No

	Add 'nosuid' option to /etc/rmmount.conf
	7.2
	( Yes               ( No

	Verify passwd, shadow, and group file permissions
	7.3
	( Yes               ( No

	World-writable directories should have their sticky bit set
	7.4
	( Yes               ( No

	Find unauthorized SUID/SGID system executables
	7.5
	( Yes               ( No

	System Access, Authentication, and Authorization

	Remove .rhosts support in /etc/pam.conf
	8.1
	( Yes               ( No

	Remove /etc/hosts.equiv
	8.2
	( Yes               ( No

	Create /etc/ftpusers
	8.3
	( Yes               ( No

	Restrict at/cron to authorized users
	8.4
	( Yes               ( No

	Restrict permissions on crontab files
	8.5
	( Yes               ( No

	Create appropriate warning banners
	8.6
	( Yes               ( No

	Restrict root logins to system console
	8.7
	( Yes               ( No

	User Accounts and Environment

	Purge or lock system accounts
	9.1
	( Yes               ( No

	Verify that there are no accounts with empty password fields
	9.2
	( OK               ( NOK

	Verify that no UID 0 accounts exist other than root
	9.3
	( OK               ( NOK

	No '.' or group/world-writable directory in root $PATH
	9.4
	( OK               ( NOK

	Remove potentially dangerous files belonging to root user
	9.5
	( OK               ( NOK

	User home directories should be mode 755 or more restrictive
	9.6
	( OK               ( NOK

	No user dot-files should be group/world writable
	9.7
	( OK               ( NOK

	Remove user .netrc files
	9.8
	( OK               ( NOK

	Set default umask for users
	9.9
	( OK               ( NOK

	Key Security tools

	Install TCP Wrappers
	10.1
	( Yes               ( No

	Install SSH
	10.2
	( Yes               ( No

	Install NTP
	10.3
	( Yes               ( No

	Run fix-modes
	10.4
	( Yes               ( No
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