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1.0 Executive Summary

This document is intended to explain why network logging and log analysis is important,
and provide instructions for people who want to do this on their Cisco equipment
(especialy the PIX firewall) without spending a lot of money. Although you may not get
al of the spiffy features that you will find in high-end offerings from companies like
Cisco, NetlQ, Symantec and others, you can get a very good security “bang for the buck”
with simple and inexpensive systems.

Although this document is specifically intended for logging on a Cisco PIX, pretty much
the same commands should work for other devices such asrouters. You will see different
screens, and Sawmill may detect them differently, but it is essentially the same process.

1.1 Why Log and Analyze Data

The first question you will ask yourself is why do | need to log? This is a
guestion frequently asked by people who have never been hacked, but one that is
easily answered. Logging, and more importantly analyzing that log data in a
meaningful way, can give you a number of benefits:

Regulatory Compliance. If you are in a regulated industry, and have to
worry about regulations such as SOX, GLBA, HIPAA or other lovely
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generators of work, you may be expected to do this. You need to talk to
your own auditors (and possibly your legal counsel) but in my opinion, if
you don’'t do it, you have a material weakness in your I.T. controls

Improved Security. You can improve your security immensely by
knowing what is going on with your network. | have had customers who,
until we came along, had no firewall logging at al. In one case, the
organization had been complaining about slow Internet traffic, but didn’t
know why. As soon as we hooked up a log analysis program, we were
able to instantly identify the problem — 1.6gb of FTP data a day to a
computer in the United Arab Emirate. Of course, it was all pirated
software. Mystery solved. Further, just reading through the firewall logs
in raw format is very difficult. Not only would you have to page through
megabytes and megabytes of log data, you’d have precious little chance of
finding that needle in the haystack that was indicative of a hack. With
pretty charts and graphs and traffic summaries, you can easily identify
anomalies (like traffic spikes at 3am) that you might otherwise have
missed.

Accountability and Forensic Evidence. Having a log of all the data that
goes through your devices can be really useful for figuring out what
happened during an incident. | can't tell you how many times I’ ve gone
out to investigate a hack of a Windows server and discover that it was
basically impossible to figure out where the attack came from, because the
hacked host didn’'t log IP addresses and the firewall wasn't capturing logs.
If you have a firewall log, it helps your forensic analysis immensely. In
addition, this may come in handy for other incidents that you might need
to take to the legal system — intellectual property issues, employee
malfeasance, inappropriate use of resources, and who knows what else. If
you don’t have network-level logging you are basically out of luck when it
comes to finding perpetrators or proving a case in court.

Troubleshooting and Network Administration. Having network logs also
helps you to manage your day-to-day business of being a network
administrator. For example, you could look at your firewall reports and
see that you are slowly starting to saturate your internet connection, and
know with a certainty (and more importantly a documented financial case)
that you need to upgrade your ISP circuit. You might also look at protocol
usage and see way too much streaming radio, and decide that you need to
apply some Quality of Service controls on your traffic such that HTTP to
Slashdot.org always has a higher priority than streaming media. In
another example, it is frequently necessary to analyze protocol usage on
your network in order to get the most restrictive access control rules
possible. For example, you might need to see exactly what ports a
machine from the inside network needs to use to talk to a machine on the
outsde or DMZ. Using log analysis, you could home in on this traffic,




and then figure out exactly which ports you could leave open, and which
you could safely close down without breaking things.

1.2 What Systems to Log

The next question you need to ask yourself is, what do | need to log? By the
name of this document, you can guess that we are talking about Cisco equipment
such as routers and firewalls. However, the same procedures will work for other
equipment with some modifications. The following are good candidates to log
datafrom:

Internet Firewall. Presumably you have a PIX firewall. If you don't, you
might want to consider getting one. Even small offices and home users
would benefit from a PIX. Even if you are only connected through a DSL
or cable modem, getting a cheap PIX 501 gives you the benefit of useful
logging, VPN functionality and other handy features. For the most part, |
am assuming that you are most interested in getting data off of your PIX.

Internet Router. It is possible, but hopefully unlikely, that you are using a
Cisco router such as a 2600 in place of a firewall, using the I P feature set.
If so, al of what we describe here should work pretty well without too
many changes. You might also want to analyze dataon your ISP router
if, for example, you have some hosts that are between your firewall and
router, and that your PIX doesn't control or seethetraffic for.

Partner Routers. You may have routers, possibly even behind your
firewall, that are connected to partners and vendors. If these exist in your
network, you may very well want to analyze their usage as well. You
should never trust the competence or intentions of any entity outside of
your control, and this includes your partners. At least if you have log data
from the routers that connect your organization to theirs, you can sue their
pants off if they pass some kind of worm to your network or something. It
would also be a good detective control, in that you could look at utilization
and see if they are using their connection for things they shouldn’t, like
probing your network

VPN Concentrators and Wireless Access Points. It's also not a bad idea
to trap data from your VPN concentrators. Frequently this datais not even
trapped, let alone analyzed. Wouldn’t you like to know what your VPN
and wireless users are doing?

Other Stuff. Obviously, you probably want to log from IDS systems and
other important systems, but we are focusing on network devices, and
specifically hosts here.



2. Setting Up Syslogging

For the purposes of this document, we'll be using to handy and well-written pieces of
software — Kiwi Syslog, and Sawmill. Both of these are inexpensive and highly
functional, and | strongly encourage you to support their authors. | am also assuming that
you are setting this up on a Windows box. If you are so cool that you can do it on a
Linux box, why are you reading this anyway?

2.1Install an Operating System

Y es, you need an operating system. Windows server is not abad choice, since it
includes I1'S which can be handy later on. Build up your machine, and enable |1S.
Make sure you actually run Windows update about three hundred times until it stops
complaining. Then turn on the auto-update feature so you have one less thing to
worry about. Put this machine on your internal network.

2.2Download and Install Kiwi

Next, go to http://www.kiwisyslog.comv and download the latest version of the Kiwi
Syslog Daemon. For our purposes, you can get by with the free version but | strongly
encourage you to plunk down the cash for the registered version. It’s just shy of $100
for asingle license, and thisisagood deal. You should support the author for his
hard work, plus you get some spiffy features such as the ability to log datato a SQL
database for later mining, forward events to e-mail, etc.

Now, run the setup program, and get your program installed. Select the option to
install Kiwi as a service:


http://www.kiwisyslog.com/

® Kiwi Syslog Daemon 7.2.2

e

(—\ Choose Operating Mode
=4 The program can be run as a Service or Application

{* Install Kiwi Syslog Daemon as a Service

This option installs Kiwi Svslog Dasmon as a Windows service, allowing the
program ko run without the need For a user ko login to Windows, This option also
installs the Kiwi Syslog Daemon Manager which is used to control the service,

" Install Kiwi Syslog Daemon az an Application

This option inskalls Kiwi Syslog Dasmon as a kypical Windows application,
requiring a user ko login to Windows before running the application.

< Back | Mk = ] Cancel i

The rest of the default options should be fine.

Now, manually create your data directory. | suggest the following:

Create adata called c:\data

Create a directory for your logfiles called c:\data\pixlogs

Create adirectory for your daily reports called c:\data\dailyreports
Create adirectory for your monthly reports called c:\datasmonthlyreports

El SN

WINDOWS s

1c105:nft Windows XP [Version 5.1.26608]
(C>» Copyright 17852881 Microsoft Corp.

CzsDocuments and SettingssMark>mkdir c:vxdata

C:wDocuments and Settings“Mark mkdir c:“dataspixlogs
C=“Documents and Settings“Mark>mkdir c:xdatasdailyreports
C=“Documents and Settings“Mark>mkdir c:xdata~monthlyreports

C=~Documents and Settings“Mark>_

Now, run Kiwi Syslog for the first time.



The first thing you'll want to do is to install Kiwi as a Service, so that it starts up
when your computer does. Obviously, you need to keep this computer turned on
2417, or you will misslog data. To do this, click on Manage, then Install the Syslogd
Service.

%t Kiwi Syslog Service Manager (Version 7.2.27) =1O] x|
File Edit “iew | Manage Help
SN (4 [nstall the Syslogd service |
= I Time I B Uninstall the Syslogd s.erwu:e =
: . Start the Syslogd service Cir+F1
Stop the Syslogd service Ctr+F2
Fing the Syslogd service Cir+F3
Show the Syslogd service state Cirl+F4
Debug options r
=
| To inztall the Service, pleaze uze the Manage menu | (I | 0 FH | | 1362 | 09-28-2005 A

If nothing is messed up, you' Il see:

Kiwi Syslog Daemon (NT Service] ] x|

\!“) The Syslog Daemon Service has been installed successfully.
The service will be automatically started next time you re-boot,
To start the service now, use the Manage | Start the Syslogd Service' menu.

Or you can use the Control Panel | Services applet.,

Then click on the option to Start the Syslogd service, and then go to File, Send
Message to Localhost to test that your service is running. If it is correctly running,
you will see atest message such as the following appear on the screen:



b Kiwi Syslog Service Manager (Version 7 ; - 10| x|
File Edit Yiew Manage Help
LI e [Display 00 (Defaul)  ~| |
Date | Time | Priority I Hostname | Meszage j
09-28-2005 13:55:11 Local7. Debug 127.0.0.1  Kiwi Spslog Daemon - Test message number 0002

&

1 MPH 1355 | 09-28-2005
| [13:55 | o

| | 100%

Thisindicates that you successfully installed the software and should be all set to start
receiving messages from network devices. Please note! If you have a different
service that is also running a syslog service (such as CiscoWorks) you'll need to
disable this, or change the port that is used.

2.3 Configuring Kiwi

Now that we have Kiwi installed, we want to change the default behavior a little bit.
First of all, you want to change where all of the syslog datais stored. For the
purposes of this document, we are assuming that you are only capturing data from a
single device such asaPIX. If you want to capture datafrom several devices, you'll
need to create filtersto drop that datainto different log directories. | believe you
need aregistered version of Kiwi to do this, but essentially you want to do afilter
based on the source of the syslog, and then for each of these, save to a different
directory. It should be fairly easy to figure out.

In any event, we want all of our datato go to c:\data\pixlogs, so we will modify the
Kiwi configuration. Go to File, Setup, and you should see the behavior of the default
filter right away:



Kiwi Syslog Daemon Setup o ]
j x Eh B @ lgj ¥ Rules Surnmary infarmation

=:Rylesi «||rule  |Twpe [Hame  [Twpe |

Default Default  Action  Digplay Dizplay
- Filkers Default  Action  Logtofile  Logtofile
EI Actionz
> Dizplay
Lo to file
Archiving
= Formatting
i Custom file formats
‘o Custorn DB formats
= DNS Resolution
i DMS Caching
Modifiers
Scripting
Display
Appearance
E -l
= Alarmz
------ tin message count
------ tax meszage count
------ Digk =pace monitor

=l Inputs
...... UDP o
------ TCF
------ SHP : d ¥ Orly show active rules, filkers and actions
------ Keen-alive

| Help | oK | LCancel | Apply |

Now, click on the word “Log to File” on the left, and change the directory and
filename. We'll set our directory to c:\data\pixlogs, but we'll also want to use some
of the special codes so that our logdfiles are saved with time and date stamps on an
hourly basis. First, type c:\data\pixlogs in the first box:



Kiwi Syslog Daemon Setup

| J0C @ DI @ @ W Action: ILog ta file LI ‘
= Rules -
.2V Default | | Path and file name of log file: Insert AutoSplit value

- Filters |c:Adatahpislogst] _I

= Actions ;

Display Example of actual path and file nane:

Log tao file
Archiving
= Formatting
i Custom file formats
‘o Custorn DB formats
= DNS Resolution
i DMS Caching
Modifiers
Scripting
Display
Appearance
E -l
= Alarmz
------ tin message count
------ tax message count
------ Dizk. gpace monitor
=l Inputs
...... UDP

------ SNMP

------ K ren-alive

Log file format:

I Fiwi farmat S0 pppy-mm-dd [T ab delimited)

d Test Setup Test

=

Helo |

1] | LCancel | Apply |

Then click on the “Insert Autosplit value” option, and select Date, | SO Date:

Fuchrng
= Fosnsting
Cuighon s hanaart
Cupars DB bormaty
=i 05 Aasolbon
OMS Cacling
Mndiers
SEeng
Cosplay
Py B
Eansd
= Gl
i mmecrpane cound
M L B
Eiteh pavc seordine
7 Irgaits
uop
ICF
SHMP
ot al

AcHon: |Logks s

,ﬂ Test Sabup :I Tzl

Hob |

0 0 B TS R Y
o =g '
Enamphe of schulpath snd e name: Prionity x
T o coce '
"
{ o Berut 1501 s s [T b ol AN
MWessane Teut LS
Curzionn fialds ¢

Gilohal Script fekds

Year (Y
e (i)
Mo (M) wilh andirg D
Mority (MMM in Erglish
Diate (D0 with lading zero
iy (DOD) in Ergleh

| Cred | oo |

Once you have done this, type in an underscore, and then select Time and Hour.

Once you are done, you should have something that looks like this:




Kiwi Syslog Daemon Setup - 0] x|
X ::] i] @ @ ¥ Action: IL-:g ta file LI ‘

= Rules -

Default Path and file name of log file: Inzert AutaS plit value
Filters |c:\data\pixlngs‘\ZDateISD_ZTimeHH I

Actions
o [ Display Example of actual path and file name:

Log tafile
Archiving
[= Formatting Liog file format:
----- Custorn file formats Fiwi format 150 voww-mm-dd [T ab delimited) ;I

“ Custom DB formats
[ DNS Resolution
‘- DNS Caching
Modifiers
Scripting
Dizplay
Appearance
E-mail
= Alarms
----- Min mezzage count
----- tax message count
----- Dizk zpace monitor
= Inputs
----- DF s

..... SNMP _I Test Setup Test

----- K een-alive

| Help | oK | LCancel | Apply |

So far so good. Click OK. You now have logging set up such that you will get your
log files broken down by the hour, chunk by chunk. Thisisagood thing, especially
with Sawmill, as you can update your database on an hourly basis, instead of having
to update a days worth a atime, which tends to bog down the processor. Next, you
need to get your firewall to start sending data.

2.4Configuring Your PIX

| will discuss how to configure aPIX firewall to start sending logs to your newly
created Syslog server. You could very well be doing this on a Cisco router —the
procedures are very similar.

First of all, you might wish to acquaint yourself with how Syslog works on your
device. For the PIX, refer to:

http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products tech note09186
a0080094030.shtml.

Now, connect to your PIX with a serial cable or SSH connection (or, god help you, a
Telnet connection, but please don't use Telnet, it’s aterribly insecure protocol). In
my case, | will use PUTTY to connect.


http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186

First, we connect to the PIX’sinside | P address, and type in our password. When
using SSH, the username is PI X, and the password is whatever you have configured:

£ 192.168.2.254 - PUTTY
1 I b

for a li=st of available commands.

Next, we must enter enable mode (the privileged mode) and make a backup of the
configuration in case you really screw things up:

£ 192.168.2.254 - PUTTY
1 I b

of avallable comoands.

curring
um—length 512

Page through the whole config, and save it to atext file for later. You may someday
be glad you did.



Next, we are going to configure our logging parameters. First we enter config mode
type typing ‘ config term’. Next, we set the logging host with the IP address of our
server running Kiwi, then we tell it the syslog settings we want. By default, we want
debug level logging and facility 20. Debug logging gives us the most information,
though you could use Informational. Why Facility 20? Why not.

£ pir.lachniet.com - PuTTY¥

ord:

of svailable commands.

ebugging

9 hEfoafz4 T85LfaSlfh Olddadso

As so0n as you type these items, your PIX should start sending information to your
Kiwi syslog daemon. Since one of the default Kiwi rulesisto display everything it
receives, you should immediately see data on the Kiwi console such as the following:



6 Kiwi Syslog Service Manager (Version 7). - O] x|
File Edit Wiew Manage Help

3] A [Display 00 (Default) = | |
Date | Time I Priority | Hosztname IHessage ﬂ

09-28-2005 14:15:49 Locald.Debug 1921682254 Sep 28 2005 14:16:00: %PIX-7-710005:
UDP request dizcarded from
192.168.2.4/138 to
ingide:192.168.2. 255/ netbios-dgm

09-28-2005 14:15%:49 Local4.Debug 192.168.2.254 Sep 28 2005 14:16:00: ZPIX-7-710005:
UDP request discarded from
192.168.2.60/137 to
inzide:192.168.2.255/netbios-ns

09-28-2005 14:15:49 Locald.Debug 192.168.2.254 Sep 28 2005 14:16:00: XPIX-7-710005:
UDP request discarded from
192.168.2.4/138 to
inzide:192_168_2_255/netbioz-dgm

09-28-2005 14:15:37 Locald Waming 192168 2.25%4 Sep 28 2005 14:15:48: %PIX-4-106023-
Deny icmp sic outside: 207 179121 161 dst
inzide: 207.179.121.163 [type 3, code 1] by
access-qroup "outside access in" LI

| | 100% |25 MPH | |1415 | 03282005

If you seethis, GREAT! You are now trapping data and have aforensic trail for your
network data. If you don't see this, you are bumming because it probably should
have worked. Now that you have your data, you can now attempt to do some analysis
of it. | suggest you wait an hour or so, so you can actually have some datato analyze
before going to the next step.

3.0 Configuring Log Analysis

Having your log data logged to disk is great, but its not like you are going to page
through 10gb of log data a day to figure out what is going on with your network. Enter
Sawmill, the jack of all trades log analyzer tool. Sawmill, while not immediately
intuitive to some has awealth of features, and the ability to drill down into a zillion
different log formats isvery nice. |I've used it to analyze logs from proxy servers, web
servers, firewalls and even goofy systems like Border Manager. Anyway, go ahead and
download the latest version of Sawmill from the website at http://www.sawmill.net.
Take the latest production version.

3.1 Install Sawmill

Install Sawmill as per the instructions. The default selections should be fine.
Create a username and password that you will use to log into the Sawmill service.
By default, Sawmill runs over HTTP on its own web server running on port 8987,
so you' Il be accessing the administrative interface using a URL such as
http://127.0.0.1:8987. When you have this set up, you' ll be faced with an empty
Sawmill config.



http://www.sawmill.net
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3.2 Create your PIX profile

The first thing we want to do isto create a profile for our PIX. Click on Create
New Profile in the upper right:

A Sawmill 7.1.14 - Microsoft Tnternat Explorer
Eie Edt yew Faworkss Irok e

Q= - 1) (2] (b jsewen rneem @) (v v L P |
| Agidress i) ht:1127.0:0.1:9067 7o+ tmp e, i, ncin =) S |Links ™

| logaut | Heln

Scheduler Fiofiles Cpeaie Mo Prodle
L
* Prafeances fai previlas eaat Ta e SEaliSHe rrpet s voul imiest craate o naw prolle fire
Ucarnsing Gk hiele orthe *Crants b Profls® nkin ©rsalé & nmy prsile
L] i
)|
#)oers [T T e &

Next, type in the location of your logfiles, and click on the box to process
subfolders. Thiswill make isto that al files within the directory are processed, as
you may someday want to do some organization of logfiles by date, etc.

2 http://127.0.0.1:8987 - Sawmill - Microsoft Internet Explorer (o x|

MNew Profile

1 an e Eacl | Mext | Finish | Cancell

Specify where you would like Sawmill to get your log data from.

Log source type: IanaI disk v|
Pathname: |c:\data\pi><|ogs Browse |

W Process subfolders {local folders onlyE

[T Pattern is a regular expression

Shaow Matching Files

N

@ Done ’_l_’_’_|_|. Internet




Click the Next button. Sawmill should discover your log files, and do some
autodetection. Select the Cisco PIX/IOS Log Format option, and click Next.

2 http://127.0.0.1:8987 - Sawmill - Microsoft Internet Expli - |0 x|
MNew Profile T
2 Log format Back | Mext | Finish | Cancel |

Select a log format from the list, It is recommended that you select one of the auto-detected log
formats. If you believe that your log farmat is of a different type click on "Shaow all" and select the
appropriate type,

Auto detected log formats

(S0 Samrnill

R yslog

% Show autodetected ¢ Show all

&) Dore DT e et

[ |
4

Now, select the Syslog format — you probably only have one option — and click
next:

2 http://127.0.0.1:8987 - Sawmill - Microsoft Internet Expli - 0| x|
MNew Profile -
3 Syslog Back | Mext | Finish | Cancel |

Select a syslog for Cisco PIXS10S Log Format

Auto detected syslogs

& Show autodetected ¢ Shaow all

[ |
4

&) Dore DT e et

Select the options you want to track. These are indexes and so on that Sawmill
will track. Presumably, the more you select, the bigger your database will get and



the longer it will take. For our purposes, we will take the default, though you may
wish to experiment:

i http://127.0,0.1:8987 - Sawmill - Microsoft Internet Explorer: -(O] x|
New Profile =
4 Log format options - numerical fields Back | Mext I fFinish | Cancel |

Select the numerical fields which should be available in a reports view.

W events

[T page views

[T unique source IPs
™ bytes
[T destination bytes
[T duration
@ Done ’_l_’_’_|_|. Internet A
Now, take the next default, to track hosts individually:
i http://127.0,0.1:8987 - Sawmill - Microsoft Internet Explorer: -(O] x|
New Profile B
5 Log format options - generic Back | Mext I fFinish | Cancel |
Host tracking
& Track hosts individually
' Track only top level domains
=
@ Done ’_l_’_’_|_|. Internet A

Configure Sawmill to use the internal database. | have not used the MySQL
database, but |1 would imagine that it is faster and scales better:



A http://127.0.0.1:8987 - Sawmill - Microsoft Internet Explorer -10] x|

New Profile <]

6 Database options Back | Mext I Finish | Cancell

Choose between internal and MySQL database.

& Use internal databaze

" Use MySQL database

=
&) Dore ’_’_’_|_|_|. Internet .
And finally, give your profile a name like “PIX” and click finish
i http://127.0,0.1:8987 - Sawmill - Microsoft Internet Explorer: -(O] x|
New Profile E
7 profile name Back | It | Finish | Cancel |
Define a name for the new profile and click the Finish button,
Profile name: |PIx
| -
@ Done ’_l_’_’_|_|. Internet A

3.3 View an Example Report

Now that you have a profile, you should be able to generate and view areport.
Please note that you don't actually have any data imported into sawmill yet, so the
first time you do this might take a little while, depending on how much log data



you have. The way thisworksisthat Sawmill reads all the log files, loads the
data into its own database, and then generates the reports.

| frequently like to use the one-page summary report, so go ahead and fire up a
one-page summary. Click on the “show reports’ link next to your profile, and
select “Single Page Summary” as shown below:

& Sawmill 7.1.14 - Microsoft Internet Explorer

Eile £t Vi Fasertme [rok Han ] .
Quoc =0 - 11 (2] (] ) sewer Srrnorm @ (L 4 DB j

[l htoz127.0.0.1:2967 7o+ temelses profie. e 4pin z] 8 |Lirks *

[T Zinbistios tor Hiikap0bE, i day

Loy denail Owvarview

Aldie Avaragd g day
Events 5

al ) E] rearsdmonths Adays =
ners [T T e irermee &

If all went according to plan, you saw the system do some imports, and then

ended up with your report. You can page through it and look at what it hasto tell

you, such as source | P addresses:
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At this point, you are now able to generate firewall reports on-demand. There are
aton of features in Sawmill, and in particular you have an amazing ability to drill
down by a single IP address or protocol, but | will leave it to you to RTFM.

3.4 Configure Automatic Update

By default, Sawmill will only update its database with new log data when you tell
it to. Hence, we want to create a job to update it every hour. Previously, we told
Kiwi to create alog file each hour. Similarly, we now want to tell Sawmill to
import alog each hour. Thus, your Sawmill database will only be < 1hr behind
your firewall in terms of the data it has. This has the added bonus also of not
making for some huge data imports. | have seen imports of large data files take
the better part of aday on fast machines, so believe me this can beahassle. To
do this, we are going to create a scheduled event.

First, click on the “Admin” link in the top right of your screen, and select
scheduler. Click on “New Action”

A Savemill 7.4, 14 - Microsaft Internet Explores =10 %]
| Ele Edit View Faworses Tooks Heip #
Qusck ~ - %] [2) 73] e S rmens )| 20 L v DD
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Lisansing

Select “Update Database” as your Action, and select the PIX as your data source.
Next, tell configure the schedule section to be Any, Any, Any, 05. This means
that on any month, on any day, on any hour, a 5 minutes past the hour, run this
routine. Then do asave and close. Y our screen should look like this:



A http://127.0.0.1:8987 - Scheduler - New Action - Microsoft Interne et 1= IDII-ll

Save and Close Cancel |

Action: |Update database =]

Profile: IPI}{ vl

Extra options: |
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Now, Sawmill should automatically fire off ajob to look for new datafiles and
update its database. However, there is one more thing we want to change in terms
of how things get updated.

Now click on “Profiles’, then the “ Show Config” link next to your PIX profile, as
seen below:
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Y ou should now see the configuration of your PIX profile. Click on “Log Data’
and then “Log Processing” and you will see a screen such asthis:
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Click on “Edit Log Processing” and we will change a few default settings. First,
Select “ Skip Processed Files on Update” so that you don’t keep re-reading the
same files over and over again. Next, select “Skip Most Recent File” so that it
will not read the new file that Kiwi islogging to. Remember, you are running this
job at 5 minutes after the hour, so Kiwi has already logged 5 minutes worth of
datato anew file.

When complete, you should have options that look like this:
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Go ahead and save your changes.

At this point, your Setup should be more or less self-maintaining, and you can go
into it at any time and do ad-hoc reports. However, human nature being what it
is, thiswill probably never happen, so we want to create some automated reports
that get mailed to us at night.

3.5 Configure Nightly E-Mail Reports

The next useful thing isto get areport mailed to you each night. To do this, we
are yet again going to create a scheduled event. Go to “Admin”, then * Scheduler”
and then click on the “New Action” link to create another event.

First, select “Send Report by Email” for the action, then select “PIX” as your
profile. Select the type of report you want, notably the “ Single Page Summary”
and tell it to select data for the last 1 days, excluding the current day. Now, select
your email settings. Make sure that the machine can actually communicate with
your SMTP relay, and that the SMTP relay will accept the email! Configure the
jobto runon Any, Any, 00, 15. Thiswill tell the job to run every month, on
every date, at 12:15am. Hopefully thiswill give Sawmill enough time to process
the last hours worth of logs before it fires up, but if you have a lot of log data, you



might want to push thisto 30 minutes after the hour or more. Your final screen
should look like this:
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Save your settings, and you should now start getting nightly HTML emails of
your activity! Nesat, eh?

3.6 Other Cool Things

There are plenty of other things to do with this software. You really need to stop
listening to me and actually read some software documentation for sawmill, but a
few thingsthat | like to do are:

Create a scheduled job for daily and monthly reportsthat are saved to disk.
Y ou can just as easily save your reportsto disk on the local hard drive (or
elsewhere) as you can email them. Y ou might want to create adaily
report every day, and a monthly report every month. Y ou should
probably put access control on them viathe web server

Modify the amount of detail in the reports. Especially for the one page
summary, it’s nice to have the top 100 | P addresses and ports instead of
just the default. To do this, go to “Admin”, “Profiles’ and “ Show Config”
and then select “Manage Reports’, “Reports/Reports Menu” and click on
the “Edit” link to the right of the One Page Summary report. Then click
on “Report Elements’, select the criteria you want such as“URLS’ and



then click on the “Tables’ link and change the number of rows from 10 to
100 or something similarly. | admit that this option is nested very deeply
in the menu structure, but that’s why I’m writing it down for you! | would
do the same thing for al the IP address and host fields as well as the
protocols.

Modify the DNS settings. Y ou may want DNS resolution enabled so you
don't have to go look them up yourself. To do this, click on “DNS
Lookup™ and then “Edit DNS Lookup”. Click the checkbox to turn it on,
type in your DNS servers and the options you want and go nuts.

4.0 Reviewing Logs

Now that you have all of this wonderful log information, you need to have an organized
system of reviewing it. Even with all of these pretty charts and graphs, you need some
structureto this activity. | suggest you implement the following items:

1. Formally task someone with thisduty. Put it ontheir job description. Make sure
they have time to do it every morning. |If you put them on firefighting duty and
break/fix projects they’ll never get the job to be proactive.

2. ldentify abackup. Not only should you have a primary, you should have a
secondary so that primary person can take a vacation once in awhile.

3. Create aduty rogter. You should have a checklist or some way of tracking that
log review activities were performed each day, and any anomalies. Thisisagood
way to make sure that it actually gets done, and it getsthe auditors all excited
when you can show it to them

4. Create guidelines for interpreting the logs. Thisis probably the hardest part. 1If
you don’t know diddly about firewalls and TCP/IP, you' re going to have a hard
time identifying what is appropriate and inappropriate behavior. In part, you will
simply start learning what is “normal” for your network, and over time it will be
obvious what is out of place. However, here are afew guidelines to get you
thinking:

Hog and IP Addresses. Y ou should normally see the same hosts
getting large amounts of traffic on aregular basis. Web servers, Citrix
servers, mail servers and the like will usually be busy servers. If, all of
the sudden, a mysterious internal or DMZ server makes it to the top-5
list of traffic users, you probably have some new and unexplained
behavior on that server to look up. Also be concerned if you see a
large amount of traffic from a specific external server — they might be
probing your network, or otherwise abusing you. Inthese cases, you'll




want to log into Sawmill and run an ad-hoc report based on just that IP
address so you can nail down exactly what is going on.

Protocol Usage. Normally, you will see alot of traffic on ports 80,
443, 25, 110 and similar normal ports. If, al of the sudden, you see a
spike in traffic on an unusual port, it should be investigated. Really
bad portsto see in your top 5 include SQL (1433) and NetBIOS,
though this may be normal for your network.

Time of Day. A lot of times, hackers work in different timezones, in
large part because they are in Europe, China, or South America.
Depending on your network, you

Control. Look in the section of the report dealing with control and you
will see the commands that were entered into the CLI of the PIX. This
isareally inefficient way to do change control. If you see a bunch of
stuff in there you definitely didn’t do, | would be concerned.

5. Back Up Your Logs. You should make sure that your Sawmill server is backed
up. It'sapainto lose those logs, so put it on your SAN, back it up to tape, and do
whatever else you would normally do with important data.

5.0 Final Comments

Although this document is far from comprehensive, it should give you a good sart.
Once you get this baseline of security established, you should move on to other neat
projects. Among the things | would suggest you look into (and that | would consider
writing a whitepaper for) are the following:

Logging Windows event logs to syslog. Yes, you can do this! Not only can
you do this, but you should do it. Get a program to forward every event that
occurs on your Windows boxes to Kiwi. Then create a Kiwi filter to split out
the logs to different files. Y ou then have forensic datain case the lose hackers
wipe out your event logs. You can also configure Kiwi to page you when
certain events occur (like failed admin logins) which isreally handy

Cryptographically sign your logs. If forensic validity is important to you —
for example if you have a lot of money riding on the security of your systems
— you should create a batch file to create a one-way hash of your log files
when they are created. Using a program like MD5SUM will help here, or a
similar program. Thiswill help your case in court, and help you to prove that
nobody tampered with the logs.

Use Kiwi to Alert you automagically. If you get the registered version of
Kiwi, you can get pages and e-mails when certain things happen. For




example, when your ISP serial circuit flops up and down, or when someone
does a “configure term” on your firewalls and routers. It’s nice to have that
information. You can even have it play alittle WAV file for you.

Use CalTools to backup your configs. Check out the tool at
http://www.kiwisyslog.com/cattools2.htm. You can use this to manage your
device configs, which saves you alot of cut and pasting.
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