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What we want to achieve The challenges

Comprehensive analysis of incidents
targeting NATO networks

» Volume and diversity of data sources
|[dentify the “threat landscape” targeting « Difficulties correlating information (with
NATO Networks internal and external sources)

« Difficulties tracking activity over time

Search for threat actors that “should” be
targeting NATO not identified (yet)
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Data Sources

Email
Headers

(Analysis

Consolidate
Information

MISP
(NATO
Events)

SNA
Execution

Outputs

NATO UNCLASSIFIED

Enrich
Information

Score
networks




CYBER DEFENCE

@EMERGING SECURITY
CHALLENGES DIVISION

Neead o find the oalance to avoid false gositive and false rnegatives
Z}(:Jrnr)l' s: sarne rnalware farnily sent in zn r'—‘m?,lll witn the sarne
suoject line and ine sarne mailer, sarme C&C usad in ine sarme day ir)
an ermnall tnat oelongs to tne sarme “anornaly ¢ I uster”, eic,

)
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Text analyiics that exiracis |P addresses, dormains and nasnas frorr

Nezd of an analyst tnat validaies and aifiliaies the activity wner

SOMEONE SENT ME
ANOTHER ANONYMOUS
EMATIL WJITH A LINK
TO AM ARTICLE ABOUT
THE LJORLD'S WORST
BOSSES.

I GET OME OF THOSE
EMAILS EVERY TIME
I LEAVE YOUR CUBICLE.
DID YOU THINK I
WOULDNT NOTICE THE
CORRELATION?

CORRELATION
DOES NOT TMPLY
CAUSATION.

Dilbert.com  DilbertCartoonist@gmail com

128 o320 Scott Adama, e, e by e Lk
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pearPhishing_Dashboard - IBM
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Email campaigns report (reduced) - Windows Internet Explorer

18] x]

|g L:\SPSS SpearPhishingoutputiemails\session\Email_Campaigns_Reduced.html

File

Edit View Favorites Tools Help
jComvert - (HHSelect

‘. Favorites | = @] Suggested Sites * & | Web Slice Gallery +
P59

:é Email campaigns report (reduced) | | 1

.

X Find: I

Previons et ‘ ./ Options -

[1 MenuPass (?) (size: 4, recency: 2012-08-16 01.25:98) MiLbe NATC NCIRC Reported incident

[-1 MenuPass (?) (size- 4, recency 2012-08-16 01:35:58) MILbe NATO NCIRC Reported incident
[+] 2012-08-16 01:35:59 - JON BURNHAM@US ARMY MIL - "FW[UNCLASSIFIED]2012 U S Army orders for weapons" - Reported incident [pinned]
[+] 2012-03-06 14:04:00 - ANNE A FORSHEY CIV@MAIL MIL - "[UNCLASSIFIED]FY 2012 Program Acquisition Costs by Weapaon System " - MISP event 266 (MIL be) MISP event 342 (MIL be) MISP event 502 (NATO) MISP event

563 (NCIRC) MISP event 877 (NCIRC) Reported incident [pinned]
[+] 2012-02-28 05:22:00 - MCGRAO@US AF MIL - "U.S Air Force Procurement Plan 2012 * - Reported incident [pinned]
[+] 2012-02-22 19:00:39 - JON BURNHAM@US ARMY MIL - "[UNCLASSIFIED]2012 U S Army orders for weapons” - MISP event 266 (MIL be) Reported incident [pinned]

[-] MiniDuke - UA (size: 4, racency: 2013-02-20 18:07:21) CIRCL NCIRC Report Reported incident

Qverview of linked reports:

Report ‘01 NATO\ESC(CD)(2013)24 NC ESCD MCIRC CC Postincident Analysis Updates.pdf

[-1 MiniDuke - UA (size- 4. recency” 2013-02-20 18107-21) CIRCL NCIRC Report Reported incident
[+] 2013-02-20 18:07:21 - A GILITUHA@VOLADM.GOV_UA - "State administration Ukraine: Meeting of the NATO-Ukraine commission” - MISP event 448 (NCIRC) MISP event 618 (CIRCL) Repori ‘01 NATO\ESC(CD)2013)

24 NC ESCD NCIRC CC Postincident Analysis Updates pdf Reported incident
[+] 2013-02-20 17:27:48 - A GILITUHA@VOLADM.GOV_UA - "State administration Ukraine: Meeting of the NATO-Ukraine commission” - MISP event 448 (NCIRC) MISP event 618 (CIRCL) Report'01 NATOESC(CDY2013)

24 NC ESCD NCIRC CC Post Incident Analysis Updates pdf Reported incident
[+] 2013-02-20 15:53:09 - A GILITUHA@VOLADM GOV _UA - "State administration Ukraine: Meeting of the NATO-Ukraine commission" - MISP event 446 (NCIRC) MISP event 618 (CIRCL) Report ‘01 NATO\ESC(CD)(2013)

24 NC ESCD NCIRC CC Post Incident Analysis Updates.pdf Reported incident
[+] 2013-02-20 15:53:09 - A GILITUHA@VOLADM.GOV.UA - "State administration Ukraine: Meeting of the NATO-Ukraine commission” - MISP event 446 (NCIRC) MISP event 618 (CIRCL) Report'01 NATO\ESC(CD)2013)
24 NC ESCD NCIRC CC Post Incident Analysis Updates pdf Reported incident

[-1 MiniDuke - WP (size: 2, recency. 2012-06-13 14.02.48) Report Reporied incident

Qverview of linked reports:
Report'01 NATO\ESC(CD){2012)0022 NC ESCD NCIRC CC PostIncident Analysis Wilton Park pdf

Report'01 NATO\ESC(CD)(2013)24 NC ESCD MCIRC CC PostIncident Analysis Updates. pdf

[-] MiniDuke - WP (size: 2, recency: 2012-06-13 14:02:48) Report Reported incident
[+] 2012-06-13 14:02:48 - SUSAN BRUCEWP@YAHOO COM - "WP1155 Emerging Leaders | Wilton Park Conference Personal Invitation” - Report '01 NATO\ESCICD)(2012)0022 MC ESCD MCIRC CC Post Incident Analysis

Wilton Park.pdf Report'01 NATO\ESC(CD)(2013)24 NC ESCD MWCIRC CC Post Incident Analysis Updates.pdf Reportedincident [pinned]

[+] 2012-05-21 15:14:00 - CAROLINE.BURNESS@WILLTONPARK.ORG.UK - "Wilton Park Conference WP1176 Invitation" - Report ‘01 NATO\ESCICD)(2012)0022 NC ESCD NCIRC CC Post Incident Analvsis Wilton Parkpdf.
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Campaigns Heat Map
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Prioritise wnicn carnoaigns we snould analyse
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