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What we want to achieve The challenges 

Comprehensive analysis of incidents 
targeting NATO networks 
 • Volume and diversity of data sources 

• Difficulties correlating information (with 
internal and external sources) 

• Difficulties tracking activity over time 

Identify the “threat landscape” targeting 
NATO Networks 
 
Search for threat actors that “should” be 
targeting NATO not identified (yet) 
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 “Know your enemy”: analyse and track activity overtime 
 Automatic correlation affiliates the new events with past activities and 

correlates together new events for a bigger picture 
 Helps in prioritisation: how to distinguish a targeted from a non 

targeted activity 
 Reduces the time of analysis and helps the analyst to focus on the 

most relevant incidents 
 
 
 

 



NATO UNCLASSIFIED 

CYBER DEFENCE
@EMERGING SECURITY
CHALLENGES DIVISION How do we do it? 

Data Sources 

Analysis 

Outputs 

Email 
Headers 

ML 
Reports 

MISP 
(NATO 
Events) 

MISP (Non 
NATO 

Events) 

MISP 
(OSINT& 
PRIVINT) 

Open 
Sources 

Consolidate 
Information 

SNA 
Execution 

Enrich 
Information 

Score 
networks 

Spear 
Phishing 
Master 
Table 

I2 Files 
(global and 

per 
campaign) 

Campaign 
Report 
(HTML) 

Statistical 
Analysis 
(global) 

Descriptive 
Analysis 

(one 
campaign) 



NATO UNCLASSIFIED 

CYBER DEFENCE
@EMERGING SECURITY
CHALLENGES DIVISION What is the logic? 

 Two events are related when they share “enough similarities” 
 Need to find the balance to avoid false positive and false negatives 
 Examples: same malware family sent in an email with the same 

subject line and the same mailer, same C&C used in the same day in 
an email that belongs to the same “anomaly cluster”, etc. 
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 Loose connection with open sources and other MISP tickets 
 Text analytics that extracts IP addresses, domains and hashes from 

documents for correlation 
 Need of an analyst that validates and affiliates the activity when 

unknown or validates the new connection made 
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 Prioritise which campaigns we should analyse 
 Visualisation techniques 
 Add non spear phishing events 
 On-line service to query the campaigns 
 Threat actors knowledge base 
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Thank you!! 


